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1 HTLIMRT 4+ A7

(1) PAERTCHANE 33 5200 6 8 1 HOWKRT + A7 (LT THFEBRT 4 A7 L\, )
DTy 77—~y MI, TEEREE (B 24 FEEF 18575) (TS BATZE
Bikg (LT THARTIHERMK) Lo, ) X6225 XIEX6281 IZX 5,

(2) RY 2a—L K7 7 A VR, HARTEHK X0605, X0606 Xi% X0608 (12X %,

(3) 1 BOHEBEHMRT «+ A7, VIEOHEEIIR LT — X DI EFERT Do
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3 T AN~OREEDH

(1) 77 ANCHEFE (F—%) ZEMNT2B2E, RO4ITEDDLEZAIZED, [F—
Z A BT AR E VT, 8k 1 O T, [7 40— R Mici T 5 Fm %
RET 5, ZOHEICENWT, [F—28 ) MoRRIL, EEREELEREN T O - K
8824-1:1998, 8824-2:1998, 8824-3:1998, 8824-4:1998 D HhG## ik 1 (LLF TASN.1]
EWVIL) ROMHR1LICED D L ZAILL D,

(2) F—=2 O biE, BARTERRK X5601-1 OikRF = L#HEl (LT TDER] & 5,)
&5,

(3) Z4— RO [—] H3E, 74—V EBRERSN TN Ea2RT, LUTE L.

4 FEIEFRITHEEZ 7 AV

J4—ILF T—4E HEE WA
GE1)
- PKIMessage
header PKIHeader
pvno INTEGER 1 ©
sender GeneralName ([4])
| - Name (RDNSequence) O
recipient GeneralName ([4])
| - Name (RDNSequence) O
body PKIBody ([0])
- CertRegMessages
- CertRegMsg
certReq CertRequest
certReqld INTEGER 0 ©
certTemplate CertTemplate
subject (5] A
(HE2)
- Name (RDNSequence)
- RelativeDistinguishedNa AN
me (£ 3)
(organizationName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.10 1©
(HF2)
value DirectoryString PEEEGHBIEE 3350 6 5 6 THOBE 1O
(UTF8String) RV EEOREEEn—~FET| (E2)
(HE3D2) FKRLIEbOETET 2HE121E. 72
35, (E4)




- RelativeDistinguishedNa A
me (HE5)
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3 1©
(HE2)
value DirectoryString PASER U BIHIEE 33 42D 6 55 6 THOBLTE T
(UTF8String) LYW RADOREEZn—~FETIR| (HE2)
(E3mD2) LIzb D& 25810, ek
%, (E4)
publicKey [6] SubjectPublicKeyInfo
algorithm Algorithmldentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 1 ©
parameters NULL yAN
subjectPublicKey BIT STRING H AR T 284 X5731-8 [t @& D IZE® ©
5 AU - THERL L 72 1,024 XiZ
2,048 £ hOARMNE ZEET 5,
extensions [9] Extensions
(registeredCorporationlnfo | Extension
)
extnld OBJECT IDENTIFIER 1.2.392.100300. 1. 1. 3 ©
extnValue OCTET STRING
- RegisteredCorporationln
foSyntax
corporateName o]
- DirectoryString M%) ek 2, (E6) ©
(UTF8String)
corporateAddress [2]
- DirectoryString [RJE (FISETR A A3 Bl Fl 3 % ©
(UTF8String) KEANTH D & E1F, TNENEET
SUESEEN % BN 8 26T | % fldkd
%, (7£6)
representativeDirect | [3]
orName
- DirectoryString (R T ORA ) 25T 5. ©
(UTF8String) (J£6)
representativeDirect | [4]
orTitle
- DirectoryString TEEIR I OBk ZFi8T 5, ©
(UTF8String) (E6)
pop ProofOfPossession
([1] POPOSigningKey)
algorithmlIdentifier AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549.1. 1.5 ©
parameters NULL AN
signature BIT STRING (E7) ©
reglInfo SEQUENCE OF
AttributeTypeAndValue
(suspensionSecretCode) AttributeTypeAndValue
type OBJECT IDENTIFIER 1.2.392.100300. 1. 2. 105 ©
value SuspensionSecretCode
hashAlg AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.3.14.3.2.26 ©
parameters NULL AN
hashedSecretCode OCTET STRING (7E8) ©
(timeLimit) AttributeTypeAndValue
type OBJECT IDENTIFIER 1. 2.392.100300. 1. 2. 104 ©
value TimeLimit PEETRER 1250 2H 1 HE 25D ©
WA (A% waded 5, (E9)




w1 WA PO H D 7 ¢ —/v RiZid, SPEEZFEELRTER 720, TWE)
WHIZOMDO®H L 7 4 —/V Fid, B FRTRTTR 67200, WA ifICARIOH 57
A=V RIE, SRR TO2NFIC L TRREIZHIT A2 N TE 5, WA P2 T ORIO®
D7 4=V RIZiE, EWIC7 0 — /v RERRIT 72 & T T A FLek L2 T L7 6720,

HE2  PAERTLHAE 33 &0 6 55 6 HOMEIZ LV HFEMRT 4 A7 2w XILRAFDOE
FEAE v FETHRETH5E8120E. 207 4 — IV RERET D,

3 R ﬁﬁ@%%*®6%6ﬁwﬁm’i@ﬁ%@%%%%m~7$%fﬁﬁbt%®

BT AL AIIE. ZOT7 4=V RERET D,

# 3?2 DirectoryStringi®, %4 ®ft]. PrintableString (2L 52 & TX 5,
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%,

HE7  TcertReql (/BT 5% DER IZ X U 551k L72fEIZ shalWithRSAEncryption (2 &
LETESL (AARTERR X5007 KO X5603 IZHET 247 =7 M#Bl+ (LLF T4
TV =7 N#BIT Evo,) % 11.2.840.113549.1.1.5) L5 7L TY XA HKSEE
By 2@ 20D (LLT [shalWithRSA I L DETES ] L0 9.),) Zilf U-fE% flék
T2,

W8 PHYEFLHIANG 33520 6 55 5 HH 4 5 ICHE T 5 HEE ADE D 2 kB 5% SHA-1 (A4
TV bl FE 11.3.14.3.2.26) LT5T7TY X hEWH, LAFREL,) Ik &
L7 fEZ 58T 5, [T OBUEIC XV HEEADED kBT 5O S1E, 8 34 ML E 64
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T5, ZOHEIZBWT, 1 ii0OBTE2EHTHE &, K0 2L T 2412 LR
e b7, SCFORFSERBLUX, B AR TS X0208-1997 ftEE 1 ITHET S
Kick B,

%2 BFIIAEOARK

gl

(1) PEEEBFCHIAIE 33 2D 8 5 2 HOBFIEMAFICTEEE (F—%) TN HEITIE,
WD 2IZEDHDHEZAICEY, [F—=2A ST 5% FV T R 2 ORkUHE - T
(74— R BT 2 FHEELST D, ZOHAICBNT, [F—48] MoERx,
ASN.1 K OMFER 2 IZED D & 2 AICL D, £, EFRGEERLITORTE CLT ERRE]
SN, MPEEBGEHAIE 33 40 85 1 HOMEIC L WV EFEL Z#HT D DIV B AR
MEZEHLNZT DD, RO SIZEDD & ZAICL VIERT 2B5LE OB FRiEHEIC SN
THEkE T 5,

(2) 7—2 O 5{tix, DERIC X5,

2 FERMNEOEBEEE

J4—J)LK T—4E REB
- Certificate
tbsCertificate TBSCertificate
version [o]
— Version 2
serialNumber CertificateSerialNumber (FE1)
signature AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 5
parameters NULL (E2)
issuer Name (RDNSequence)
- RelativeDistinguishedName
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString JP
- RelativeDistinguishedName
(organizationName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.10
value DirectoryString Japanese Government

(UTF8String) (2 2)

- RelativeDistinguishedName

(organizationalUnitName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.11
value DirectoryString Ministry of Justice

(UTF8String) (FE2 D 2)

- RelativeDistinguishedName

(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value DirectoryString Registrar of Tokyo Legal Affairs Bureau
(UTF8String) (FE2? 2)
validity Validity
notBefore Time (UTCTime) (JE3)
notAfter Time (UTCTime) (H4)
subject Name (RDNSequence)




RelativeDistinguishedName

(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString JP
- RelativeDistinguishedName
(organizationName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.10
value DirectoryString (#5)
(UTF8String) (FE2? 2)
- RelativeDistinguishedName
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value DirectoryString (Jx6)
(UTF8String) (FE2D 2)
subjectPublicKeyInfo SubjectPublicKeyInfo
algorithm Algorithmldentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549.1. 1. 1
parameters NULL (E2)
subjectPublicKey BIT STRING ®E7)
extensions [3]
- Extensions
(authorityKeyldentifier) Extension
extnld OBJECT IDENTIFIER 2.5.29.35
extnValue OCTET STRING
- AuthorityKeyldentifier
keyldentifier [0] Keyldentifier (:8)
authorityCertIssuer [1] GeneralNames
- GeneralName ([4])
- Name (RDNSequence)
- RelativeDistinguishedName
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString JP
- RelativeDistinguishedName
(organizationName) [AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.10
value DirectoryString Japanese Government
(UTF8String) (JE2 D 2)
- RelativeDistinguishedName
(organizationalUnit[AttributeTypeAndValue
Name)
type OBJECT IDENTIFIER 2.5.4.11
value DirectoryString Ministry of Justice
(UTF8String) (JE2 D 2)
- RelativeDistinguishedName
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value DirectoryString Registrar of Tokyo Legal Affairs Bureau
(UTF8String) (FE2? 2)
authorityCertSerialNumbe |[2] CertificateSerialNumber | (£ 9)
r
(subjectKeyldentifier) Extension
extnld OBJECT IDENTIFIER 2.5.29.14
extnValue OCTET STRING
|* SubjectKeyldentifier (1 0)
(certificatePolicies) Extension
extnld OBJECT IDENTIFIER 2.5.29.32
extnValue OCTET STRING




CertificatePoliciesSyntax

- PolicyInformation
policyldentifier CertPolicyld 1.2.392.100300.1.3.1 (#£1 1)
policyQualifiers SEQUENCE OF
PolicyQualifierInfo
- PolicyQualifierInfo
policyQualifierId OBJECT IDENTIFIER 1.3.6.1.5.5.7.2.2
qualifier UserNotice
noticeRef NoticeReference
organization DisplayText (VisibleString) [Ministry of Justice
noticeNumbers SEQUENCE OF INTEGER
- INTEGER 1
explicitText DisplayText (VisibleString) (1 2)

(authorityInfoAccess)

Extension

extnld

OBJECT IDENTIFIER

1.3.6.1.5.5.7. 1. 1

extnValue OCTET STRING
- AuthorityInfoAccessSyntax
- AccessDescription
accessMethod OBJECT IDENTIFIER 1.3.6.1.5.5.7.48. 1
accessLocation GeneralName ([6] TA5String) |http://créa.moj. go. jp/bin/dewegi/DC_HUSR/cert
/cert

(jCertificatePolicies)

Extension

extnld

OBJECT IDENTIFIER

1.2.392.100300. 1. 1.1

extnValue OCTET STRING
- JCertificatePoliciesSyntax
- PolicyInformation
policyldentifier CertPolicyld 1.2.392.100300.1.3.2 (#£1 1)
policyQualifiers SEQUENCE OF
PolicyQualifierInfo
- PolicyQualifierInfo
policyQualifierId OBJECT IDENTIFIER 1.3.6.1.5.5.7.2.2
qualifier UserNotice
noticeRef NoticeReference
organization DisplayText (UTF8String) HEBE
noticeNumbers SEQUENCE OF INTEGER
|- INTEGER 1
explicitText DisplayText (UTF8String) (FE1 3)
(registrar) Extension
extnld OBJECT IDENTIFIER 1.2.392.100300. 1. 1. 2
extnValue OCTET STRING

RegistrarSyntax (UTF8String)

FOEBRBE

(registeredCorporationInfo)

Extension

extnld

OBJECT IDENTIFIER

1.2.392.100300. 1. 1. 3

extnValue OCTET STRING
- RegisteredCorporationInfoSyn
tax
corporateName [o]
E DirectoryString (UTF8String) | (71 4)
registeredNumber [1]
|- PrintableString (JE15)
corporateAddress [2]
E DirectoryString (UTF8String) | (71 6)
representativeDirector |[3]
Name
|f DirectoryString (UTF8String) | (#£1 7)
representativeDirector [4]
Title
- DirectoryString (UTF8String) | (1 8)




registryOffice [6]
[- DirectoryString (UTF8String) | (7E1 9)

algorithm Algorithmldentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549.1. 1.5
parameters NULL (E2)
| [signature BIT STRING (72 0)

W1 PEFERFCHIAIE 33 5200 8 55 2 IS 2 OB At HFEOR S L itk T 2,

k2 R&A77 v M T0) zZitédd 5,

202 FE154 10 A 10 HATORBITIZERD H DD DirectoryString 1. PrintableString
W2k 5,

3 PEERFLHIHIEE 33 5 855 2 THER 3 5 DB A EDOIER AR A 7 ) = » UREHEREZ
X VFiET %,

4 EFAEAEZERLZAOBANGEE LT, EE 1250 25 1 HE 2 5 OHF O
T2 HOHAKKRH 231759 73 59 B a 7' U = v UHEHERFIZ LV FRikT D,

{£5 [MOJ No. I&tiENER G - IHTHEOREL—~YTHTERLIELD]) O
TRedkd 2, b, [- [HEHEOREL —~vFHETERRLELO)) 1T, PHEMRT 1
ATTRERN D DG EIZIRY . ZhaRiEkT D,

e MEkEF T - [REORFEZn—<FEHETERLEbD]] OFATRR&ET 2,

ek, - [RADEKFEEZ D —~FHETRRLIZOB D) 1L, HEEBERT 4 A 7 IZF080
HOLGEIRY . I xitékd 5,

E7 WEBERT 4 A7 @ [subjectPublicKey] (Ziték S V7= FIHE A L8RS D,

W8 BAEOETIENED subjectPublicKey) Off GRMTAZ T v b, BS A2 v b
FRORMBEHE Y b&2ER<,) & SHA-1IZ XV B L7 EE5ekT 5,

H9 BiLEOBfIEHECERF LT D,

H10 FEREED lsubjectPublicKey ) OfE G&AlFA 27w b, B&A 7T v FRUSK
ALY b&ER<,) & SHA-1ICL 0 L EE ity 5,

HE11 EBER—LXN—VIR SN EFEAFICHET DEEFEE LN 547V
=7 Nakhl A& ReEk T D,

12 EFEAEZANT EOTEEFHAEFICL Y LET 5,

H13 EBFEAELZAMT2BROEERHEL LT D,

HE14 HEBAT « A2 @ [corporateName| (ZF#k S FHHL LT 5,

15 =SHENEETELET D,

16 H KT 4 A2 @D [corporateAddress| (ZFEEk S 7= FHEZGLET D,

HE17 HEMRT 4 A2 O [representativeDirectorName | (Zitdk S 7-FHE A itk d 5,

HE18 WA T 4 A7 D [representativeDirectorTitle] (ZFidk SN 7-FHEZFLHT D,

H19 PHESGHINIE 33560 8 2 1 4 OB & ilékd 5,

H20 [tbsCertificate] Z DER (T X Y 51k L 72fEIZ shalWithRSA |2 L 5 B B4 =i
ClofEzfiikd %,
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B RTINS
J4—JLK T—4 EE
Certificate
tbsCertificate TBSCertificate
version (0]
- Version 2
serialNumber CertificateSerialNumber (A1)
signature Algorithmldentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1.5
parameters NULL (11 2)
issuer Name (RDNSequence)
- RelativeDistinguishedName
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString JP
- RelativeDistinguishedName
(organizationName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.10
value DirectoryString Japanese Government
(UTF8String) (JE2?D2)

RelativeDistinguishedName

(organizationalUnitName)

AttributeTypeAndValue

type OBJECT IDENTIFIER 2.5.4. 11
value DirectoryString Ministry of Justice
(UTF8String) (£2 ™ 2)
- RelativeDistinguishedName
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value DirectoryString Registrar of Tokyo Legal Affairs Bureau
(UTF8String) (JE2?D2)
validity Validity
notBefore Time (UTCTime) JE3)
notAfter Time (UTCTime) (E4)
subject Name (RDNSequence)
- RelativeDistinguishedName
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString JP
- RelativeDistinguishedName
(organizationName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.10
value DirectoryString Japanese Government
(UTF8String) (JE2?D2)

RelativeDistinguishedName

(organizationalUnitName)

AttributeTypeAndValue

type OBJECT IDENTIFIER 2.5.4. 11
value DirectoryString Ministry of Justice
(UTF8String) (J£2 ™ 2)
- RelativeDistinguishedName
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value DirectoryString Registrar of Tokyo Legal Affairs Bureau
(UTF8String) (JE2?D2)
subjectPublicKeyInfo SubjectPublicKeyInfo
algorithm AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 1
parameters NULL (2)




|subjectPublicKey BIT STRING (##5)
extensions [3]
- Extensions
(subjectKeyldentifier) Extension
extnld OBJECT IDENTIFIER 2.5.29.14
extnValue OCTET STRING
[ SubjectKeyldentifier (1£6)
(keyUsage) Extension
extnld OBJECT IDENTIFIER 2.5.29.15
extnValue OCTET STRING
[- KeylUsage 101101100
(privateKeyUsagePeriod) Extension
extnld OBJECT IDENTIFIER 2.5.29.16
extnValue OCTET STRING
- PrivateKeyUsagePeriod
notBefore [0] GeneralizedTime E7)
notAfter [1] GeneralizedTime (ES8)
(basicConstraints) Extension
extnld OBJECT IDENTIFIER 2.5.29.19
extnValue OCTET STRING
- BasicConstraintsSyntax
|CA BOOLEAN DEFAULT FALSE TRUE
(registrar) Extension
extnld OBJECT IDENTIFIER 1.2.392.100300.1. 1.2
extnValue OCTET STRING
|- RegistrarSyntax (UTF8String)  |[HAUEK RBLE
algorithm Algorithmldentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549.1. 1.5
parameters NULL (E2)
signature BIT STRING (E9)
H1 BEEOEFIEAEOE T ELET 5,

w2 EXSA77 v 2 0] &5,

HE2m2 FE154 10 A 10 HATORBITIZERD B DD DirectoryString 1. PrintableString

AEAE O ZBhAd % H O HARFR 0K 055 0Fb & 77 U = » DEEHERFIC

REEOHEHZ G2 BN ORE LT, 39 AZ#4E L7 H D HARRKEH

23§59 73 59 B 7'V = v UIEHERHIZ LY
BRLE OABNE 25087 5,

FEIZED TsubjectPublicKey| Ofi G&Bl1FA4 277 v b, B4 77 v M RUKSE

R D

MEy F2kR<,) % SHA-1 2L E2H L7l iiekd 2,

c &5,

3 BRESE
50T 5.

4 BRESE

75

e @

BT BRESE
£ 0SS 5.

k8 BREANE

D 2359 b9 E T = v UFREHEREIZ LD
#9  TtbsCertificate] % DER IZ X 0 £ 54k L7212 shalWithRSA IZ L A EBEF+EBEL L

TofE %z fidxd %,

AEAEOHHZ BT 2 HO AR F 0K 07 0% 7Y = » DHRHERFIC

FEEOMEN 2T 2 B HEA LT, 12 H &2/ L7z B O H AR H
RLRT D,




%3 BFIHAZEOEENAR

WE~7a ban

PSRRI 33 50D 8 55 1 HO G AUT L 2B ICHWD@EE T 1 b arid, A F—x
v ho =TV T HE AT T 4 — AN Request for Comments:2616 (2B W TE D 7=
Hypertext Transfer Protocol--HTTP/1.1 (LL'F THTTP) & 95,) &35,
2 EXOEZEDOEALNX

BRLE L HFEAN L ORIOE XL DEZEIL, LTOFIEIC X

mEB, ON6@ETOREILOMMKIT, 3LLTTED D,

OB TRE ,
i < BRI T #
i G
A W] R B

A 4

ORIV 58

A

O HEEAL, BRLEIC TFMEREL) 255725,

@ HFEEIE. B shalWithRSA IZ X2 EF B2 U TBIAISEE) 2 %(ET
%,

® HESAIL, BAEIC shalWithRSA (C k2B T E4 il Ul TREHIEHERE L) &4(5
T3,

@ BELEIE. HIEAOBEFIEHEFEZ @SN 5 Q@A E I I D67 LY X4
ICHESKEEHREZ NS ) ICE VS LT b DR O BRI H W@ E & HEEA O
NEAPEZHNTHE 2 L7z b DI, shalWithRSA (2 L2 E+E4 2 Ulc [REBIEIS
B mikET 5,

3 AEILOWEK
AT 2 DFEILOMERUL, RO (1) KT (2) [ZEDDHLZAIZLY, FHAICHKETD
REMZ ek L, T ORIZKY) D iz 615 S (TCRJ 13 MEJm] z. TLF) 1% [ddT)
Zad, LUFHELC,) Zitékd 5,
(1) TPHAREREESC) KUY [GEMAFEZREIL] O
HE IBH BREE Xy

1 | Request-Line POSTA/bin/dcwcgi/DC_HUSR/cert/cert CR+LF
AHTTP/1.1 (7 1)
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2 request—header Host:crca. moj. go. jp CR+LF
3 entity—header Content-Type:application/pkixcmp CR+LF
Content—Length:N (£ 2) CR+LF
4 general—header Connection:close CR+LF
CR+LF
5 entity-body (FE3)
F1 TALIF, A= (R &3, UTFFEL,
HE2 INJ X, HHES lentity-body] O/ A FEEZLEHT D,
HF3 &S lentity-body] OFREMIL, HiLdIZEDD LT AITLD,
(2) TBHAAISEE S MO TREEISEE L ORERK
HE HE B[] Xty
1 Status—Line HTTP/1. 1A200A0K CR+LF
2 entity—header Content-Type:application/pkixcmp CR+LF
3 Content-Length:N (¥ 1) CR+LF
4 | general-header Date: (£ 2) CR+LF
5 Connection:close CR+LF
6 | response—header Server: (J£3) CR+LF
7 Set-Cookie Set-Cookie: CR+LF
(1 4) CR+LF
8 | entity-body (1£5)

*1 INJ I, HES

lentity-body] D/ A N EZFLERT D,

H2 REORKZ 7Y = UEHERIZ LV &7 5,
3 [Server:] OWIT, BEENHEEDOFHELFLGHRT HI ENTED,
H4  [Set-Cookie:] OWIT, BFLENHEEDFHLFIKRT HI ENTE D,
5 I8 lentity-body) DFEEMEIL, HBFLAITEDD E ZAITLD,
4 KEXHD lentity-body) OHE

(1) RAIFE 3 DFEIXH @ lentity-body) 1ZiL, D (2) 226 (5) FTIZEDDH L ZAIT
K0, IF=2M) T 2 e T, 43 oIcit> T, T7 10— K licts
FHHFEEZLET 2, ZOHAICBNT, IT5—28] ficfiT 51T, ASN.1 K UMIHx
BICEDD L ZAILLD, T—ZDOF{kiE. DERIZL 5,

(2) TBHARZERES] D lentity-body| DN

J4—ILF T—AE REE WA
GE1)
- PKIMessage
header PKIHeader
pvno INTEGER 1 ©
sender GeneralName ([4])
| - Name (RDNSequence) (JE2) O
recipient GeneralName ([4])
| - Name (RDNSequence) 2) O
transactionID [4]
- OCTET STRING LA BELE32 31 FELF ORISR ©
k3%,
senderNonce [5]

11



- OCTET STRING LA FELE32 31 FELFOELS ©
T 5,
body PKIBody ([21])
- GenMsgContent
- InfoTypeAndValue
infoType OBJECT IDENTIFIER 1. 2.392.100300. 1. 2. 21 ©
infoValue GenmInfoReqContent
- NegotiationKey
symmAlg AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840. 113549.3. 7 ©
parameters NULL AN
pubAlg Algorithmldentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 1 ©
parameters NULL JAN
hashAlg Algorithmldentifier
algorithm OBJECT IDENTIFIER 1.3.14.3.2.26 ©
parameters NULL A

H1 WA PO 5 7 ¢ —v Ricix,

2 REA77 v M2 10) &t d 5,
(3) TBHARIGEE L] D lentity-body| DN

VP A REE LR e by, TAZH
MPICOHIO® % 7 4 —/v Rk, ST RT3, W] TICARDH %
74—V RiE, RBETOARICE > THHERICRITLZENTE D,

]

TZa4—IL K

F— 5

RENE

WA
GE1)

PKIMessage

header

PKIHeader

pvno

INTEGER

sender

GeneralName ([4])

Name (RDNSequence)

(2)

recipient

GeneralName ([4])

Name (RDNSequence)

(7 2)

O

protectionAlg

(1]

Algorithmldentifier

algorithm

OBJECT IDENTIFIER

1.2.840.113549.1. 1.5

parameters

NULL

(HE2)

senderKID

(2]

Keyldentifier

(£3)

transactionID

[4]

OCTET STRING

(4)

senderNonce

(5]

OCTET STRING

(5)

recipNonce

(6]

OCTET STRING

(:6)

O\ |19\ [0\ |©]\|0]|©

body

PKIBody ([22])

GenRepContent

InfoTypeAndValue

infoType

OBJECT IDENTIFIER

1.2.392.100300. 1. 2. 22

infoValue

GenpInfoResContent

status

PKIStatusInfo

status

PKIStatus

0 (F£7)

negotiationKeys

SEQUENCE OF
NegotiationKey

NegotiationKey

symmAlg

AlgorithmIdentifier

|a1gorithm

OBJECT IDENTIFIER

1.2.840.113549.3. 7

12



parameters NULL (E2) O
pubAlg AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 1 ©
parameters NULL F2) O
hashAlg AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.3.14.3. 2. 26 ©
parameters NULL (1E2) O
protection [o]
[- PKIProtection (1E8) ©
extraCerts [1]
|* SEQUENCE OF Certificate (#9) ©
Ny

H1 WA PICOHIOH D 7 4 —b Ficid, PEEEE LR TR S0, W)
MRIZOHIOH 5 7 4 —L RiZ, 9T RIT 2Tz 5720,
HE2 ESAZ77 v bz T0) Z2it#kd 5,

E3 9IS S NIZERLE OFE

FERHE D subjectPublicKey | OAE GBI 14727 7 > k.

ESA7 7y PEOSREHAE Y h&FR<,) % SHA-1 2KV A L7 BT 5,
H4  TBHAEEERESC] T TtransactionID) IZE0Ek SN EZ ELEET D,

TS5 15 FLALE 3251 FEAT OfL S Z 7l d 5.

H6 [P ZEREL) H0 [senderNonce| (ZFifkSN7-fH%FLEKT D,
H7  TBBREREL #EFICZE LI 2T, 10) 2835, THAEREL]

CERER DT HAEITIE, RRL5ICLD.
8 fI#k 31Z/~"7 [ProtectedPart] % DER (2 X U 7551k L72fEIZ shalWithRSA (2 X %

ETEL L U
9 BAEFORHOE

RLER T D
AEE & ek T D,

(4) TFERAEZENRESL] o lentity-body) O

13

T4—ILFK T—45E REE W
GET)
- PKIMessage
header PKIHeader
pvno INTEGER 1 ©
sender GeneralName ([4])
| - Name (RDNSequence) A 2) O
recipient GeneralName ([4])
| - Name (RDNSequence) (E2) @)
transactionID [4]
- OCTET STRING [BifAIG A ) o> T transactionID) ©
TRk D,
senderNonce (5]
- OCTET STRING [BRABIS RS o> TrecipNonce] ©
Zatdkd b,
recipNonce [6]
- OCTET STRING [BiAEIG A L) H D TsenderNonce ©
TR D,
body PKIBody ([0])
- CertRegMessages
- CertRegMsg
certReq CertRequest
certReqld INTEGER 0 ©
certTemplate CertTemplate




serialNumber [1] INTEGER PR FOIHAIE 3 35D 8 FE2THE 2 ©
FOEFENEFEOERF LT D,
publicKey [6] SubjectPublicKeyInfo

algorithm Algorithmldentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 1 ©
parameters NULL (H2) O
subjectPublicKey BIT STRING i RICAR D ABHNE Z 5T 5, ©

pop ProofOfPossession

([1]POPOSigningKey)

algorithmldentifier Algorithmldentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549.1. 1.5 ©
parameters NULL JAN
signature BIT STRING (#3) ©

H1 WA #MPICOHIO®H 57 4 —/V RITiE, T EEZFEE L2 T TR 6w, T
MHICOHIO®H 57 4 —/L Fid, L FBIT Loy, TH MTFICAMO S
57 4=V R, B8 T2NRICE > TEBICRIT D Z N TE D,

r2 R&A77 v M T0) zitéd 5,

#3  lcertReq) ([ZET 545 % DER IZ LV 51k L72fIZ shalWithRSA (Z X 5 ETE
& il T E & iek 3 5, 7272 L. [subjectPublicKey | (Z50&k L7ABNEIZ LV M4
BFEAZH CTCHERHIECE D b O TRITITR B2,

(5) TREFEISEESL) H O Tentity-body] DNE

T4—ILK T—4E HEE WHIE
G£1)
- PKIMessage
header PKIHeader
pvno INTEGER 1 ©
sender GeneralName ([4])
| - Name (RDNSequence) (E2) O
recipient GeneralName ([4])
| - Name (RDNSequence) 2) O
protectionAlg (1]
- AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 5 ©
parameters NULL F2) O
senderKID (2]
|* Keyldentifier (#3) ©
transactionID [4]
[- OCTET STRING (7£4) ©
senderNonce (5]
[- OCTET STRING (7£5) ©
recipNonce [6]
|- OCTET STRING (fr6) ©
body PKIBody ([1])
- CertRepMessage
response SEQUENCE OF CertResponse
- CertResponse
certReqld INTEGER 0 ©
status PKIStatusInfo
| status PKIStatus 0 (&ET7) ©
certifiedKeyPair CertifiedKeyPair
certOrEncCert CertOrEncCert ([1])
- EncryptedValue
|symmA1g [1] AlgorithmIdentifier

14



algorithm OBJECT IDENTIFIER 1.2.840.113549. 3.7 ©
parameters CBCParameter v ©
encSymmKey [2] BIT STRING (J£8) ©
keyAlg [3] AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 1 ©
parameters NULL (H2) O
encValue BIT STRING (1£9) ©
protection [o]
[- PKIProtection (£10) ©
extraCerts [1]
|* SEQUENCE OF Certificate (HFE11) ©
1 WA MPICOMD®H 57 4 —/v FidiE, T EZEER LRTERS2R0, TWA]

WFIZOMO®H % 74—V Fid, %TRIT 2T 50,
2 R&AZ7 v M2 0] iy 5,
E3 BB ORIOELIEHED [subjectPublicKey] Dfil G&BI+472 7 v b, £&4
77y FROKRERE Y &R<,) &, SHA-1IZ XY B L Eaiiekd 5,
E4  TREEZERESL] F0 ltransactionID | (ZFLEk S V- EZFLékT D,
ES5  [FEAEEREL] H D [recipNonce) |[Zitsk SN 7-E % LET D,
6 [EEBAEBRE S P lsenderNonce| ICECEESNT-EZ 8T 5,
H7  TEEEZRE #EFICZE LI EE2RT D, 10) Zitekd 5, TREEEK
B WCREN DS T-HAITIE, HRIEES XD,
HE8 ‘WAt EDOKRF{L (A7 Y =2 MNEBl+% 11.2.840.113549.3.7) & ¥ 5 Lil) s
THRICED2DICRD,) WL ILENHE DHEE rﬁﬁﬁﬂgikaaij D
[subjectPublicKey | IZfi#k SN NEZ2HWT, 7Y =7 Mikbl 7+ %
[1.2.840.113549.1.1.1] ¢ T AKEETAIY AL VAL LIZBEZ 86T 5,
9 FEFREAEZE 8 OMENE 2 MW THE Sk LIzl & itikd 5.
H10 {8312~ 7 [ProtectedPart] % DER (2 X U 554k L72fEIZ shalWithRSA (2 &
BrEA LW T ME ek T 5,
E1 1 BEAFCENEZ LIEBRLE OB FREAELZLET 5, ZOHAICEWT, TOX
ALEOBEFIAEHENRIO SO TRWE 13, BB OB I E O CRRdkd %,
5  FEERO L
(1) TBHARZEESRESC) > Tentity-body) OHNAEMNHTFL4A D (2) ITEDLHATHEE LRV
Bty (B (2) OBEEER<) X, BB, TBMmSEEL] OHEFE 21220 T,
[ Content-Type:application/pkixcmp | (2% 2 C [Content-Type'text/html | & Foék L .
lentity-body) (Z2W ik, Aiit4 @ (3) ONFINZ T, WONEEZRLHELT-bLD %
EET L, ZoHAIIE, B AL, [REFERE] 2®ET2D5Z LR TERL,

<IDOCTYPE HTML PUBLIC "-//WSC//DTD HTML 4.0 //EN">

<HTML lang="ja”>

<META HTTP-EQUIV="Content-Type” CONTENT="text/html; charset=SHIFT_JIS”>
<TITLE> 2 vt&— 8% </TITLE>

<BODY>
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Ao HNRICERS D720, W TEFEFHEATLE,
</BODY>
</HTML>

(2) TBA#RZERFESC) O lentity-body | IZFEEk S 4172 TsymmAlg), [pubAlg] XiE MhashAlg]
2N, 4o (2) EDLIERUTHEE LeWEAIiE, BaoEid, IBBsEEL o
lentity-body| (2, AIFE4 @ (3) OARFITMR AT, AiFE4 D (1) WZEDDHFAITLD,
WONKZFTLELIZBDOZEZFET D, ZOLAEITIE, HFEAL, TREEERE L) 2=ET
DT EMTER,

TJ4—ILF T—AE R EE WA
G£1)
- PKIMessage
header PKIHeader
pvno INTEGER 1 ©
sender GeneralName ([4])
| - Name (RDNSequence) (E2) @)
recipient GeneralName ([4])
| - Name (RDNSequence) JE2) O
protectionAlg [1]
- AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549.1. 1.5 ©
parameters NULL A 2) O
senderKID [2]
[- KeyTdentifier (J£3) ©
transactionlD [4]
[- OCTET STRING (£4) ©
senderNonce [5]
[- OCTET STRING (£5) ©
recipNonce (6]
[- OCTET STRING (f£6) ©
body PKIBody ([22])
- GenRepContent
- InfoTypeAndValue
infoType OBJECT IDENTIFIER 1.2.392.100300. 1. 2. 22 ©
infoValue GenpInfoResContent
status PKIStatusInfo
[status PKIStatus 2 (17) ©
protection [o]
| - PKIProtection (E8) ©
extraCerts [1]
[- SEQUENCE OF Certificate | (7£9) ©

F102O6HE6ET, HESLEIIZONWTIL, A4 D (3) OE1INLLIEE LT, 8
K OEIZH L,
HT7 TBAERES ISR ERH ST L ERT D, [2) T D,

(3) TREAFZEREL] H1 > lentity-body) 25, AIFE4 @ (4) ITEDLHEAITHEHE LW
& (BELb5 D (4) OEEEERLS,) 1TiE, BB, IREAZISEEL] @ lentity-body
2, miRL4 @ (5) ORNFITRZ T, AiFtd D (1) EDDHHRUTE Y | IRONEZ ek
LibOaEET D, ZOHATIE, i NT, TBHREREL) 2\EE LAadhidebh
Y,
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TJ4—ILK T—RE R EE W
GE1)
- PKIMessage
header PKIHeader
pvho INTEGER 1 ©
sender GeneralName ([4])
| - Name (RDNSequence) JE2) O
recipient GeneralName ([4])
| - Name (RDNSequence) (E2) @)
protectionAlg [1]
- Algorithmldentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549.1. 1.5 ©
parameters NULL (:2) O
senderKID [2]
|- Keyldentifier (£3) ©
transactionID [4]
|- OCTET STRING (1£4) ©
senderNonce [5]
[- OCTET STRING (1E5) ©
recipNonce [6]
[- OCTET STRING (1:6) ©
body PKIBody ([23])
- ErrorMsgContent
pKIStatusInfo PKIStatusInfo
[status PKIStatus 2 (J£7) ©
protection [o]
[- PKIProtection (J£8) ©
extraCerts [1]
|* SEQUENCE OF Certificate (#9) ©

HE1I2HHES ETICOWTIE, AiFLd D (5) OFE1INHEE ETICHL,

7 [GERAFERE ICRFERH-TZ L amTon, 12) Z3tekdT 2,

8 I8k 31Z/”kT [ProtectedPart] % DER IZ & Y 551k L72fEIZ shalWithRSA |2 &
LETEL W UTEATLERT D,

E9 BEEORHOEFIEAELFET 5,

(4) TREBIEZRE L] O Tentity-body) (ZFt#k 417z [transactionID ], [senderNonce],

recipNonce]. [serialNumber] X% [subjectPublicKey] 73, Fic4 ® (4) [ZED D

FERUCHE A L& &%, BFLEIE, [RERESE ?'-EXIJ ® lentity-body] |2, Bt 4 D (5)

DRNFIRA T AFEA D (1) ICEDLFRUCE Y RONEELFR L2 b DEEET D,
DA, HEEANL, TBMMEREI] 2 HiE 1:.L7Z,c FThT72e 60,

TJ4—ILF T—AE R EE WA
Gx1)
- PKIMessage
header PKIHeader
pvno INTEGER 1 ©
sender GeneralName ([4])
| - Name (RDNSequence) (E2) @)
recipient GeneralName ([4])
| - Name (RDNSequence) JE2) @)
protectionAlg [1]
- AlgorithmIdentifier
|a1gorithm OBJECT IDENTIFIER 1.2.840. 113549.1. 1. 5 ©
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| | parameters NULL (:£2) @)
senderKID [2]
|- Keyldentifier (£3) ©
transactionID [4]
[- OCTET STRING (E4) ©
senderNonce [5]
[- OCTET STRING (E5) ©
recipNonce [6]
[- OCTET STRING (£6) ©
body PKIBody ([1])
- CertRepMessage
response SEQUENCE OF CertResponse
- CertResponse
certReqld INTEGER 0 ©
status PKIStatusInfo
| status PKIStatus 2 (JET7) ©
protection [o]
[- PKIProtection (1E8) ©
extraCerts [1]
[ SEQUENCE OF Certificate | (YE9) ©

E1IMNBEIETIZOWNWTIL, fifg (3) OE1INBHEIFEFTLERL,

4 BAFBOEEOREICHERT MR T 1 R ~ADEHEOARK
T BT + 22 ROT 7 4 WA,
HERTLOMRT 1 A7, 77 ANVAKRT 7 A N~OFEeF AT OV TIL, AL 1o 12
HIETICEDS L ZHIL B,
2 WG EOEERH T 741
J4—ILF T—4E HEE WA
GE1)
- PKIMessage
header PKIHeader
pvno INTEGER 1 ©
sender GeneralName ([4])
| - Name (RDNSequence) O
recipient GeneralName ([4])
| - Name (RDNSequence) O
body PKIBody ([0])
- CertRegMessages
- CertRegMsg
certReq CertRequest O
reglnfo SEQUENCE OF
AttributeTypeAndValue
(suspensionSecretCode) AttributeTypeAndValue
type OBJECT IDENTIFIER 1. 2.392.100300. 1. 2. 105 ©
value SuspensionSecretCode
hashAlg AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.3.14.3.2.26 ©
parameters NULL A
hashedSecretCode OCTET STRING JE2) ©
E1 WA MPICOHIO®H D 7 4 —/L RIZiE, B EZEELRTIER B2, THAE]

FICOHIO®H 5 7 4 —v Rid, %I T 2T ER o2, WA iAo 5 7

A=V NIE, R8T DRRIC L > TREICRIT L Z LN TE D,
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H2 EEBO#EHNESE SHATICX D ERUEEZ ST D, #OI% 5O SIE, 83 b
LAl 64 34 RULF &35, T 2 CFEOHFIL. HARTERK X0201 THE S L7
T UTFHBE TS LT D, LFHEOM AR, B AT X0208-1997 it & #
WCHET D HRITL D

55 AKIEBOZEENAK
1 @E7e han
PAZERTOHIINGE 88 §20 183 25 2 HOBEIZ L X E 220 CIE, Bt E»NMER T 2 E 5
FHgC RMIMADRER T 2E AR L AT 2 EXEREEHEAB L TITO DL L, 2D
WE7 0 k2, HTTP &9 5,
2 BXOEZEOEARK
BitE AN E DM OELOEZEIZ, LTOFIEIZK S,
kB, ONHL@OFE TOFEILDOHERIZOWNWTIX, H“L 3L T TED D,

OB AE TR R
Jei p @BRAAIE A i
Hi i
A O IEEIERE s &
p Ok LRI
O REHAR, BEEC BBERE yJ@%@#é
@ BEEIL, AL shalWithRSA (2 X 2% 7 B4 23 Ui [RIGSAR L) 2%(ET
60
® JRHAL BEE IS 2 A TS — ¥ A B E DA E 2 VTR L7 T

IEJREREX #XET D,
@ HFUEI, EHAIC shalWithRSA I L 2B B4 2 Uz RIEEIGEES) 2 254(E
T 5,
3 KEILOHK
ATRE 2 DK EILOMAIL, D (1) KW (2) ITEDDEZAICLY, FHEIZZYT D

===

REMEAZ LR L, T ORIZKE) D W8T % HIEE 5 & fidk 9 %,
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(1) TBHARZERESC) ROV MKRIEJRERE S O
IHE IEHH B[] Xy
1 | Request-Line POSTA /bin/dcwegi/DC_HUSR/cert/cert CR+LF
AHTTP/1. 1

2 request—header Host:crca.moj. go. jp CR+LF
3 entity—header Content—-Type:application/pkixcmp CR+LF
Content-Length:N (1) CR+LF
4 general—header Connection:close CR+LF
CR+LF

5 | entity-body (H2)

HE1  INJ X, HHES lentity-body] O/ \A FEEZLEHT D,
HF2 IHES lentity-body] OFREMIL, HildIZEDD LT AITLD,
(2) TBHEAIGEE S MOy URIEJRIGEE L ORER
HE C2E:0] R EE Xy

1 Status—Line HTTP/1. 1A200A0K CR+LF
2 entity—header Content-Type:application/pkixcmp CR+LF
3 Content-Length:N (¥ 1) CR+LF
4 | general-header Date: (£ 2) CR+LF
5 Connection:close CR+LF
6 | response—header Server: (J£3) CR+LF
7 Set-Cookie Set-Cookie: CR+LF
(1 4) CR+LF

8 | entity-body (I£5)

HE1 INJ 1%, THES lentity-body) O3 FEEEET 5,
E2 HFEOHEEZ VY = UEHERFIC L sk T 5,

HE3  [Server:| OWIT, HEEENHEEOFHAFIKT DI LN TX D,
4 [Set-Cookie:] DKIT, BILEHNHEEDOFHEZLEKT HZ LN TE D,
5 IHE 8 lentity-body| OREMIL, B4 IZEDDH EZAITL D,
4 ZEXHDO lTentity-body] DINE

(1) ATRE 3 DFE LT D lentity-body) (21, kD (2) 75 (5) ETIZEDD L IAICK
. [F—58] BT 2 ERE AW T, R4 OBERICHE-> T, [7 40— R filicigs
LHRELFET D, ZOLHEICBWT, [F—28 ) foBRix. ASN.1 R OMHEk4 IZED
&ALk D, T2 DO FiE. DERIZE D,

(2) TBALRERESC] H > lentity-body) DHE

Za4—ILF T—4AE REE WA
GE1)
- PKIMessage
header PKIHeader
pvno INTEGER 1 ©
sender GeneralName ([4])
- Name (RDNSequence) (H2) O
recipient GeneralName ([4])
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- Name (RDNSequence) (H*2) O
transactionID [4]
- OCTET STRING 134 FEAE3 231 FELFOESE ©
kT 5,
senderNonce [5]
- OCTET STRING 134 FEAE3 2314 FELF ORI E ©
ek T 5,
body PKIBody ([21])
- GenMsgContent
- InfoTypeAndValue
infoType OBJECT IDENTIFIER 1. 2.392.100300. 1. 2. 21 ©
infoValue GenmInfoReqContent
- NegotiationKey
symmAlg AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549.3. 7 ©
parameters NULL AN
pubAlg Algorithmldentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 1 ©
parameters NULL yAN
hashAlg AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.3.14.3.2.26 ©
parameters NULL AN

E1 WA MHPICOHIO® H 7 0 —/ RIZiE, BT EEZEELRITIT R 620, TZE]
WHIZOHID®H 5 7 4 —/v R, T 3RIT 2T, TWHE] MPICAMO® %
74—V RiX, RERTOINRICE > UERICHIT A ENTE D,

E2 ESAZT7 v Mz (0] Zitekd 5,

(3) TBALAICZETESC) H D lentity-body] DNE

21

T4—ILF T—45E HEE WA
Gx1)
- PKIMessage
header PKIHeader
pvno INTEGER 1 ©
sender GeneralName ([4])
| - Name (RDNSequence) (E2) O
recipient GeneralName ([4])
| - Name (RDNSequence) A 2) O
protectionAlg [1]
- AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 5 ©
parameters NULL A 2) O
senderKID [2]
|* Keyldentifier (#3) ©
transactionlD [4]
[- OCTET STRING (7£4) ©
senderNonce [5]
[- OCTET STRING (£5) ©
recipNonce [6]
|- OCTET STRING (fr6) ©
body PKIBody ([22])
- GenRepContent
- InfoTypeAndValue
infoType OBJECT IDENTIFIER 1. 2.392. 100300. 1. 2. 22 ©
infoValue GenpInfoResContent
status PKIStatusInfo
status PKIStatus 0 (&ET7) ©




negotiationKeys SEQUENCE OF
NegotiationKey
- NegotiationKey
symmAlg Algorithmldentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549.3. 7 ©
parameters NULL (H2) O
pubAlg AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 1 ©
parameters NULL H2) O
hashAlg Algorithmldentifier
algorithm OBJECT IDENTIFIER 1.3.14.3.2.26 ©
parameters NULL (:2) @)
protection o]
[- PKIProtection (1E8) ©
extraCerts [1]
[- SEQUENCE OF Certificate | (1£9) ©

E1LBEEETIZONWTIE, FIEE304D (3) OFE121HES6 FTICFEL,

H7  TBHRRZERE Z#EWICZE Ll 2T 7o), 10) #itdkd 5, TBARZERESL
IR - T8 121, %L btk 2,
H8 k4127~ 7 [ProtectedPart] % DER (Z XV & 5{b L7-fEIZ shalWithRSA (2 X%
BB EH LT ek T 5,
E9 BB ORFOEFENELZTLET 5,
(4) URIEJBEREL) F Tentity-body] DN
J4—ILF T—4E HEE WA
GE1)
- PKIMessage
header PKIHeader
pvno INTEGER 1 ©
sender GeneralName ([4])
| - Name (RDNSequence) A 2) O
recipient GeneralName ([4])
| - Name (RDNSequence) (E2) O
transactionID [4]
- OCTET STRING [ Bt ¥ ) o TtransactionID) ©
Zinskd b,
senderNonce [5]
- OCTET STRING [BRABIS RS o> TrecipNonce] ©
TRk D,
recipNonce [6]
- OCTET STRING [BiAEIG A L) H D TsenderNonce ©
Zatskd b,
body PKIBody ([21])
- GenMsgContent
- InfoTypeAndValue
infoType OBJECT IDENTIFIER 1.2.392.100300.1.2.1 ©
infoValue GenmSuspReqgContent
certDetails CertTemplate
serialNumber [1] INTEGER EFAENEOES il T D, ©
issuer [3]
- Name (RDNSequence)
- RelativeDistinguishedNa
me
(countryName) AttributeTypeAndValue
| type OBJECT IDENTIFIER 2.5.4.6 ©
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| [value PrintableString JP ©
- RelativeDistinguishedNa
me
(organizationName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.10 ©
value DirectoryString Japanese Government ©
(UTF8String)
(GJE2m2)
- RelativeDistinguishedNa
me
(organizationalUnitNam |AttributeTypeAndValue
e)
type OBJECT IDENTIFIER 2.5.4.11 ©
value DirectoryString Ministry of Justice ©
(UTF8String)
E2m2)
- RelativeDistinguishedNa
me
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3 ©
Value DirectoryString Registrar of Tokyo Legal Affairs ©
(UTF8String) Bureau
(GE2m2)
revocationReason ReasonFlags 6 ©
suspensionReasonCode INTEGER 1 ©
suspensionDetail EncryptedValue
keyAlg [3] AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 1 ©
parameters NULL A
encValue BIT STRING (£ 3) ©

1 WA MPICOHIOH D7 ¢ —/b RIZiE, PEEZFE LR T b7, W]
WHIZOMD®H 27 4 —/ Fid, 3T 2T b0, WAE] iTICAMO® %
74—V RiX, ST ANBICL s TEBICRITHZ &N TE S,

F2 EIA77 vy M [0) 2T 5,

E202 EREAED issuer 7 4 —/L RIZiEH 415 DirectoryString 7% PrintableString
ToH 5 & &%, PrintableString 12 X 5,

3 PAFERGCHIANG 33 520 6 55 5 T 4 S OmBIfF 5 (SHA-1IZ KV BT HH1D S D)
DOWIZ, DERIZE V5 5{b L7 Theader] #i% SHA-1IZ XV A L-ELMLIZ S
D, BRLHEORANEEZHANT, 7Y =7 bll1% [1.2.840.113549.1.1.1] &7
HIEFT NN TY AL I VIS L LI ELFIET 5, BiLE OAMNE X, [BltISEE
X OEICFEESI N L OEFH LT IE R S 720,

(5) URIEESEEL Fo Tentity-body] DN

J4—ILF T—4E HEE WA
GE1)
- PKIMessage
header PKIHeader
pvno INTEGER 1 ©
sender GeneralName ([4])
- Name (RDNSequence) A 2) O
recipient GeneralName ([4])
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Name (RDNSequence)

(2)

protectionAlg

[1]

Algorithmldentifier

algorithm

OBJECT IDENTIFIER

1.2.840.113549.1. 1.5

parameters

NULL

(2)

O|©

senderKID

[2]

Keyldentifier

(3)

transactionlD

[4]

OCTET STRING

(4)

senderNonce

(5]

OCTET STRING

(E5)

recipNonce

(6]

OCTET STRING

(E6)

O\ |19\ |6\ |©

body

PKIBody ([22])

GenRepContent

InfoTypeAndValue

infoType

OBJECT IDENTIFIER

1.2.392.100300. 1. 2. 2

infoValue

GenpSuspResContent

status

PKIStatusInfo

status

PKIStatus

0 (F£7)

revCert

Certld

issuer

GeneralName ([4])

Name (RDNSequence)

RelativeDistinguishedNa
me

(countryName)

AttributeTypeAndValue

type

OBJECT IDENTIFIER

2.5.4.6

value

PrintableString

JP

©|o

RelativeDistinguishedNa
me

(organizationName)

AttributeTypeAndValue

type

OBJECT IDENTIFIER

2.5.4.10

value

DirectoryString
(UTF8String)
FET7TD2)

Japanese Government

©|©

RelativeDistinguishedNa
me

(organizationalUnitNam

e)

AttributeTypeAndValue

type

OBJECT IDENTIFIER

2.5.4.11

Value

DirectoryString
(UTF8String)
FET7TD2)

Ministry of Justice

©|©

RelativeDistinguishedNa
me

(commonName)

AttributeTypeAndValue

type

OBJECT IDENTIFIER

2.5.4.3

Value

DirectoryString
(UTF8String)
GE7TD2)

Registrar of Tokyo Legal Affairs
Bureau

©|o

serialNumber

INTEGER

(:8)

protection

[0]

PKIProtection

(19)

extraCerts

[1]

SEQUENCE OF Certificate

(E10)

©
©
©

1

(W] BTICOHIDH 5 7 4 —L RiZiE, %%

MWMHICOMDH L7 4 —v i, LTFRTRTIER 6720,

24

FEK L 2T U R B, T

~
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r2 R&SA77 v M T0) zitéd 5,
HE3  FE1OICRESINTBILE DETFIEHED IsubjectPublicKey) Ofi GRE+F4 2 7
v b BSAZ7 Ty FEROSREME Y E2BR<,) &, SHA-1IZX VA& L 7% ilekd
Do
H4 HRIEEEREL) T TtransactionID ] (ZFEEk S V7 E % Fldk3 5,
HES  MRIEEEREL] D lrecipNonce| (ZFitdk SN fl% icikd 5,
HE6  MKIEEZEREL) T [senderNonce) (ZFiEk S V7% FLEkT 5,
W7 MRIERZERES) Z EFICZE L 2R3, 0] 250835, RIEEERE
) ICERERH - THAIZIX, %KiE5I2 LD,
ET7TD2 H?kﬂ:}ﬁ’agik 53 @ issuer 7 4 —/V N|Zi M S 4% DirectoryString 73
PrintableString T& % & X%, PrintableString |2 X %,
18 EmIEHEOEGLTET D,
E9  fHEk 412773 [ProtectedPart] % DER IZ L Y f5{k L72ffIZ shalWithRSA (2 X %
CER - AR A ok [ Rk s o SN
HE10 BEEOEHOBEFREAELLET 5,
5 B
(1) TBAAREERE EP@ lentity-body) MHTFL4 D (2) [ZEDLERITHEE LRWGE (1

ﬁsw(z); BHaEkR<,) 1T BV OHEBEICOWTIL, BIRE 3050 (1)
kA, oA, BHEAT f%i@£*$ij%ﬁfﬁé EMTERD,

(2) r%ﬁéﬁ*aﬁm ‘:F'OD lentity- bodyJ IZFRgk S 417z T[symmAlg), TpubAlg) i ThashAlg]
MDA A D (2) WCEDLZERICHEE L WHEax, B Eix. rﬁaﬁﬁéﬁﬁé%ﬁﬁj D
lentity-body] (2. RiiL4 @ (3) OHRFICRAT, AIRE4 D (1) DEDLH AU L
RONBEZTELTZLOERET D, ZoHEITE, AT, MRIEEERES) 7%9?1#?
5T EMTERY,

TJ4—ILK T—RE R ETE W
GE1)
- PKIMessage
header PKIHeader
pvho INTEGER 1 ©
sender GeneralName ([4])
| - Name (RDNSequence) (E2) O
recipient GeneralName ([4])
| - Name (RDNSequence) (E2) O
protectionAlg [1]
- Algorithmldentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549.1. 1.5 ©
parameters NULL (E2) O
senderKID [2]
|- Keyldentifier (£3) ©
transactionID [4]
|- OCTET STRING (1£4) ©
senderNonce [5]
[- OCTET STRING (E5) ©
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recipNonce [6]
- OCTET STRING (E6) ©
body PKIBody ([22])
- GenRepContent
- InfoTypeAndValue
infoType OBJECT IDENTIFIER 1. 2.392.100300. 1. 2. 22 ©
infoValue GenpInfoResContent
status PKIStatusInfo
[status PKIStatus 2 (1£7) ©
protection [o]
[- PKIProtection (J£8) ©
extraCerts [1]
|* SEQUENCE OF Certificate (#9) ©

E1WBEE ETICOWTIE, BFEEE3ID4D (3) OELNHEE ETIZAL,

W7 TBRARELRE ICRER ST L amd 7o, 12) Zalékd 5,

8 14k 4 12757 ProtectedPart] % DER IZ X Y £ 51k L7-fEiZ shalWithRSA (2 &
LB B T U EE ek T 5,

19 BELE O OEFRENEZ LT D,

(3) MRIEJEZEREL] D lentity-body) 73, HIFL4 D (4) IZEDLHHNITHEHE LRV
& (%t (4) oA %EER<S,) IZE, BB, IKIEEISEEL] @ Tentity-body| (2,
RIFR4 @ (5) ORFICRZ T, BiFE4 o (1) CEDLFRICLY . RONEEZFLE LT
bOEFET D, ZOHEITIE, MHAZ, TBGERE] 2HFEE LR2THIER LR,

TJ4—ILF T—4AE REE WA
GE1)
- PKIMessage
header PKIHeader
pvno INTEGER 1 ©
sender GeneralName ([4])
| - Name (RDNSequence) (E2) O
recipient GeneralName ([4])
| - Name (RDNSequence) (11:2) O
protectionAlg [1]
- AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549.1. 1.5 ©
parameters NULL (E2) O
senderKID [2]
[- Keyldentifier (& 3) ©
transactionlD [4]
[- OCTET STRING (1E4) ©
senderNonce [5]
[- OCTET STRING (5) ©
recipNonce [6]
[- OCTET STRING (r6) ©
body PKIBody ([23])
- ErrorMsgContent
pKIStatusInfo PKIStatusInfo
| status PKIStatus 2 (&E7) ©
protection [o]
| - PKIProtection (1 8) ©
extraCerts [1]
[ SEQUENCE OF Certificate | (FE9) ©

FE1I0BEES ETICOWNWTIL, BIEt4® (5) OFE1IMLLIES £TIZFE L,
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E7  MRIEBEEREBE ICRERhoT-Z 2T 7m0, [2) 23815,
E8 f148t412”"% [ProtectedPart] % DER 12 & V& 5{k L7-fEIC shalWithRSA 12 &
HEA B i T EE R8T 5,

E9 BALEORHOE

REEA LS T D,
(4) MRIEBERESC) B lentity-body] (ZFt#k X 47= [transactionID ],

[senderNonce] .

recipNonce]. [serialNumber], [issuer]. [suspensionReasonCode] X% lencValue]
23, ARE4A D (4) CEDLHARITHA Lawne 1%, BelEiL, URIERISEE] O
lentity-body] (2, AiFt4 @ (5) ONFITRA T, A4 ® (1) IZEDHDHHFRUT LD,

KONFERLELTZLOEEET D, ZOHEIIE., BHAL

RTS8,

BRAGESKESC) 2 HAE L

Za4—IL K

R ES

RENE WA
GC1)

PKIMessage

header

PKIHeader

pvno

INTEGER

©

sender

GeneralName ([4])

Name (RDNSequence)

(E2)

recipient

GeneralName ([4])

Name (RDNSequence)

(2)

O

protectionAlg

[1]

AlgorithmIdentifier

algorithm

OBJECT IDENTIFIER

1.2.840.113549.1. 1.5

parameters

NULL

(7 2)

senderKID

(2]

Keyldentifier

(E3)

transactionID

[4]

OCTET STRING

(E4)

senderNonce

(5]

OCTET STRING

(HE5)

recipNonce

(6]

OCTET STRING

(ix6)

O\ |19\ |0f\[©]\|O]|©

body

PKIBody ([22])

GenRepContent

InfoTypeAndValue

infoType

OBJECT IDENTIFIER

1. 2.392.100300. 1. 2. 2 ©

infoValue

GenpSuspResContent

status

PKIStatusInfo

status

PKIStatus

2 GE7)

revCert

Certld

issuer

GeneralName ([4])

Name (RDNSequence)

RelativeDistinguishedNa
me

(countryName)

AttributeTypeAndValue

type

OBJECT IDENTIFIER

2.5.4.6

value

PrintableString

JP

©|©

RelativeDistinguishedNa
me

(organizationName)

AttributeTypeAndValue

|type

OBJECT IDENTIFIER
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2.5.4.10




Value DirectoryString Japanese Government ©
(UTF8String)
JET7TD2)
- RelativeDistinguishedNa
me
(organizationalUnitNam JAttributeTypeAndValue
e)
type OBJECT IDENTIFIER 2.5.4.11 ©
Value DirectoryString Ministry of Justice ©
(UTF8String)
FET7TD2)
- RelativeDistinguishedNa
me
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3 ©
Value DirectoryString Registrar of Tokyo Legal Affairs ©
(UTF8String) Bureau
GE7TD2)
serialNumber INTEGER (7E8) ©
protection [o]
[- PKIProtection (£ 9) ©
extraCerts [1]
[- SEQUENCE OF Certificate | (71 0) ©)

HE1PBEE ETIZOWT, Aiftd® (5) OE1IMNHHEE ETIZH L,

H7  MKRIERESRE ) ICRERH-T-Z L E2rT 720, 12) Zitskd 5,

HET702  MKRIEBEREL] O issuer 7 4 —/L RiZiHEH X5 DirectoryString 73
PrintableString T& % & %1%, PrintableString (2L 5%,

HF8 Bt EORSEZIET D,

HE9 k4 127~"7 [ProtectedPart] % DER IZ L Y #7751k L7-fIZ shalWithRSA |2 &
LETEL EH CIEELET D,

H10 BREoROE FREAEL LT S,

%6 BFIMAEICKRIAARVZOFEROAR
1 @E7oe han
FAZERFOHLANGS 33 500 15 45 2 THOBLE K ONFIZRE 3 THICKB W CHE 454 33 50 8 5
1HOHEIZ L D2EEFEICHWSEE Y 2 havix, HTTP &7 5,
2 EXOEZAEDHATENX
BB E WAL OMOEBELOEZEIL, LLFOFIEIZ L S,
7B, ORVQDKELDOHERIZHOWTIL, B 3UTTED D,

i (DRER R . =
2 i
A 4 QFEIE 2 B Gl
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O HEBEAPBELEICKET D Uft%%*ﬁ?jm F. FERICR D EFIEAEFICREI N
motAfter] @ HIFE TIZ, EFRAERLATICEIE L 2T XRS50, £z, BEOF
EOHF (ErirEORE I rnotBeforeJ 5 [notAfter| F CTORFIPHIZIRS,)
IZOWTO TFERZEREI ) 1E, fERIR D EFIEFICFEZ SN TnotAfter] O H D
BHPLERLTT7THEZBARWHETIZ, BB ATICERE L2 5720,

@ BFEEIX. HEEAIZ shalWithRSA IC X 2B B4 2 Ule [GEIUSEEC) #2467
Do

3 KEBIXOHR
AIRE 2 OKELOMAIE, KD (1) K (2) ITEDDHEZAICKY, KHEBITHK
REMZTE L. £ OWIZXY) I T 2 G 5 2 e d 2,
(1) TREBHZEREESC) OHERL

575

IHE I5H R EME Xy
1 Request-Line POSTA/bin/dcwecgi/DC_HUSR/cert/cert CR+LF
AHTTP/1.1
2 request—header Host:crca. moj. go. jp CR+LF
3 entity—header Content-Type:application/ocsp—request CR+LF
Content—Length:N ({%1) CR+LF
4 general—header Connection:close CR+LF
CR+LF
5 | entity-body (E2)
HE1 INJ %, HHES5 O lentity-body] D/3A hEZFLERT D,
2 IHF S5O lentity-body] DT, K4 ICEDDHEZAILLD,
(2) TREBIGZEES) DORERK
HE Z2L:L] REME XY
1 Status-Line HTTP/1. 1A200A0K CR+LF
2 entity—header Content-Type:application/ocsp—response CR+LF
3 Content—Length:N (3£ 1) CR+LF
4 | general-header Date: (F2) CR+LF
5 Connection:close CR+LF
6 | response—header Server: (J3) CR+LF
7 | Set—Cookie Set—Cookie: (J£4) CR+LF
CR+LF
8 entity—-body (JE5)
HE1  INJ X, HHES lentity-body] O/A FEEZLEHT D,
B2 REEO AREE 7Y = o SRR LY R 5.
3 [Server:] OWIZ, BHilENEEDORHREALFIT HI LN TX D,
4 [Set-Cookie:] DI, BELENHEEDFHAFGRKT DI LN TED,
H5 HE 8D lentity-body| DOXEMIX, HiL4IZEDHDEZAIZL D,
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4 KEXHD lentity-body] OHRE

(1) ARt 3 DEEILH D lentity-body) (21X, kD (2) Xix (3) IZEDDHEZAITLY,
[ — 2| MR B TR A T, 185 ORICE-> T, T7 40— R ficiBif 5%
HEFEkT 5, ZOHAICBWT, [F—28) Mok, ASN.1 KOS IZED D &
AL D, T2 DO SAkIE. DERICX D,

(2) TRERZEERES) D lentity-body) DOHE

T4—ILK T—4E HEE WA
GE1)
- OCSPRequest
tbsRequest TBSRequest
requestList SEQUENCE OF Request
- Request
reqCert CertID
hashAlgorithm AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.3.14.3.2.26 ©
parameters NULL A
issuerNameHash OCTET STRING FE ORISR &7 DB REE D ©
lssuer| 2@ AE%r% . DERIZ X
DRFEAb L7z %, SHA-1 12 &0 & H#
U7z 5idkd 2,
issuerKeyHash OCTET STRING F2) ©
serialNumber CertificateSerialNumber |FFPHDFERICIZD BFIEHEDE S % ©
kT 5,
singleRequestExtensions [o] AN
(£ 3)
- Extensions
(confirmationTime) Extension
extnld OBJECT IDENTIFIER 1. 2.392.100300. 1. 2. 102 1©
extnValue OCTET STRING
- ConfirmationTime FEFADX R L 72 B EDRED B % 1O
T =y UNERERRC LV FiERT D
4),
requestExtensions [2]
- Extensions
(nonce) Extension
extnld OBJECT IDENTIFIER 1.3.6.1.5.5.7.48.1.2 ©
extnValue OCTET STRING
- Nonce 134 FLLE32/3A LT ORLE % 7D ©
T 5,

E1 TWAE MPICOHIO® D7 0 —/ FIZiE, BT EEZEELRITIT R b0, TZAE]
WHICORIOSH 57 4 —v R, L33 TRITEe sy, WA MPICAROH %
74—V R, BRI ARBIC Lo TRBICHRITH LN TE S, WA itz 1 OF
DHDHT7 44— R, BT 0=V &R L &3, L EERRE LTk
SV AN

HE2 FEHOXG L 72 D EAREAEEERK L7285 E OEREHED [subjectPublicKey | ™
i GRlFA 27y b, BSA 27Ty MEROKREHE Y F&2R<,) % SHA-1 ICLVZE

ROl [ R T R
E3 A7 4NV RERETLHZ LIV BEOREDHRHZOWTOIERAFERT 5 Z
LMW TED,
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4 NREOFFED AR L1, ROOXIFIO LT 5,
O FEAOXG L 725 EREWFEIC notAfter] & L Cildk SN/ ARKFETOM 12H
S TIE, BFEPEIZ TnotBefore] & L TRl IS4z HRENGREAZFERT D E T
DO D H K
©@ EREPEIC TnotAfter] & L CRiek S 47 HIRRLIREDY S notAfter] & L Ciiék
SNTCHZREBLTNLDL 7T AZBARWVWAETOMIZH > TiX, EFIERAFEIC
lnotBefore] & L TRk 472 HEED D TnotAfter] & L CRlgk I/ HIFE TOD

MO O H
(3) TREBIIGEESL] D Tentity-body] DN
TJ4—ILF T—AE R EE WA
GE1)
- OCSPResponse
responseStatus 0CSPResponseStatus 0 (£2) ©
responseBytes [o]
- ResponseBytes
responseType OBJECT IDENTIFIER 1.3.6.1.5.5.7.48. 1. 1 ©
response OCTET STRING
- BasicOCSPResponse
tbsResponseData ResponseData
responderID ResponderID ([2])

- KeyHash (7 3) ©
producedAt GeneralizedTime (#4) ©
responses SEQUENCE OF

SingleResponse
- SingleResponse
certID CertID
hashAlgorithm Algorithmldentifier
algorithm OBJECT IDENTIFIER 1.3.14.3.2.26 ©
parameters NULL (E5) ©)
issuerNameHash OCTET STRING (7£6) ©
issuerKeyHash OCTET STRING (HE7) ©
serialNumber CertificateSerialNumber | ({£8) ©
certStatus CertStatus (CHOICE)
good (0] NULL (F£9) AO
(#£9)
revoked [1] RevokedInfo (E9) AO
(7£9)
revocationTime GeneralizedTime (1 0) 10
revocationReason [0] CRLReason (fE11) 10
unknown [2] UnknownInfo (E9) ANO
(H#9)
thisUpdate GeneralizedTime (E12) ©
singleExtensions [1]
- Extensions
(ocspStatusCode) Extension
extnld OBJECT IDENTIFIER 1.2.392.100300. 1. 2. 103 ©
extnValue OCTET STRING
|* OcspStatusCode (HFE11) ©
(confirmationTime) Extension AN
(1 3)
extnld OBJECT IDENTIFIER 1.2.392.100300. 1. 2. 102 10
extnValue OCTET STRING
- ConfirmationTime (=1 4) 1©
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responseExtensions [1]
- Extensions
(nonce) Extension
extnld OBJECT IDENTIFIER 1.3.6.1.5.5.7.48.1.2 ©
extnValue OCTET STRING
| - Nonce (FE15) ©
signatureAlgorithm AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549.1. 1. 5 ©
parameters NULL (1£5) @)
signature BIT STRING (FE16) ©
certs [0]
[- SEQUENCE OF Certificate | (JE1 7) ©

1 T RICOMD®H 57 4 —/b FITiE, S LR LRTIER B0, T
WHIZOMD B2 74—V Rk, BT BRI RITER 6720, TWAE] MPIZAHIOH 5
74—V R, BT DARIC L o TERICRIT D Z e N TE D, WA iific T OF)
DD 74—/ RIZiE, EMIC7 4=V FERITL &3, SPEEZTE LR TER
B2, [WH] TFICAOCHIOH D 7 4 —/L RIZiE, HIIWKEDDLEZAIZLY, W
N1 DT 4 =)L Rl FBE LR IIER b,

H2  (RERELRES) ZEFICZE L2 2ndw, [0) Ziecd 5, [RERZEERE
CHRFED DT HEITIE, %L 512K D,

H3 H16ILEDDIETELEITOTHGLE OEFIEHED lsubjectPublicKey ] OfE (il
MFA27 7y b, BSA77T v PROREMAE Yy F&2FR<,) &2 SHA- 12XV ¥ L7
ZERLEkd D,

T4 ZOBEBXEFERLZAREZ 7Y =y VIEERNZ XV 38T 2,

H5 R&AZ7 > M 0] 58T 5,

HE6  [REAZENRES] H 0 lissuerNameHash| (Zitdk S /- fE % itékd 5,

E7 [GERAZESRESL] F 0 lissuerKeyHash] (ZFiEk S 7-EHZFLdkd 5,

S8 [REAERESL] F 0 lserialNumber) (ZFiik I N7-HZ 5Lk T 5,

HE9 RORIZEITLHFEHIIHEE T 25610, BEANBIZEDD 7 4 —/V RERET D,

HIH RENK

| BRI

FEBAEIZOWTIEE 2 L3 DWW TFNOFEIAEIZE | [good)
MLk
2 | ELI1OERR, HELINLLT7TETOWVWTNNOFIEIC | lrevoked)
?Lﬁﬁ‘é .
3| TFEM K E ) 1 [ issuerNameHash | . | Tunknown]
lssuerKeyHash] # L < % [serialNumber] (2721
NV, XIXEFIEHEIZGH IIL7- TnotAfter] @
Hﬂj—?ifﬂl antfﬁg?k jCJ yip Ea%nun %EF)TK?UJ%
Lol Z &
10 HE11ORPEFELIND 7TETONTNUNOEEPFLERSNDGEIT, B FEHNE
C7-HFRZ 7Y = UEERERFC XV 5T 5,
HE11 ROKRIETD TFHHE] LT L2580, RRENE] ICEDLIE T2k T 5,
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ZOHGAEITBWNWT, HE 11D 4 ETOEBOFHIIHE YT 5 L &3 A UE
HIZOWTCDORFET D, HESND 7T ETOWNT OO FEENAE UFELI%IC, HE
12 H4ETONTROOFENELEXF, HE1IDPLAETOFHED I B, i)
IZAE U HEEIZOWT DL T 5,

IH HIE RN
i CRL OcspStatus
Reason Code
1 | FHEBRIEE 1250 2B THORHN N o712 L & 5 1
2 ﬁ% SOHIAINGE 334 1245 1 TH 2 B OHIEIS i@ 3 2
AER IR SN B HICAE F 2 AT D%
%L?”_a@ﬁ‘ﬂfp&)otk%
3 | R ﬁﬁw%33*®1&%1@®ﬁm X0, HF |2 4
FTOFEMIZEVFEAZTH2ORMHY TR eo7- LR
bk E
4 | FEERGTHAIE 33 50 16 5 1 THOMHEIZ LD, L | 5 2
FTOFESELSOFRIC L VFEAZ T 5O HY Tl
ol bt@BOAH L X
5 | PEBRTHAIE3LD 12F 1HEE 1 SOmMRH- | 6 2
7-L & (RIESE 3 Fommnbo7- L X &2kk<,)
6 | FEEEREHAIE 335D 13 B 1HOHEIC LV ETIE| 6 1
HEDOMH A ORIEDEHAH 72 & & (FFF 5HED
JRHR S o2 & & Z2RL,)
7| HEFES RO DOWTIICHEYTH L 6 3
8 | HE9IZLY., lgood] D7 4 — /L REREL- L& 0
9 | HE9ICEY., Tunknown] D7 4 —/VREHRELZE 0
x

W12 BEEPFEAOMNG MR L BRE 7Y = UIEERFC LY fiT 5,
H13  TREZEREL) IZ ConfirmationTime| MAiFkIN TV L XX, ZnbH0
74—V RERIT D,
H1 4  TEEAZERE S IZ ConfirmationTime| 2Ntk I CW=E XX, 7 4 —L
RIZIEZ ek 2.
#1565  TFEAZERES] @ [Noncel IZFLEk SN IfELFLERT 5,
16 [ResponseDatal % DER T#f#1k L7-fHIZ shalWithRSA IZ L 5 EFEX4 &
ik LB Zmiekd %,
H17 HBEEOENOEFEAEL LT 5,
5 B L
[REBHECRESC] o lentity-body) OWNAENHIFLA D (2) IZEDDHENUCHE LW
& (ARt 4® (3) OEYIZLY Tunknown) D7 4 —/V FERET2HEER,) 13, B
FLEIE, TREBISZESC] @ lentity-body] 1T, A4 @ (3) OWFITRZ T, #igc4® (1)
DEDLFTAIZLY, WORNEEFLH LI DO EEET D,
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TJ4—ILK T—HE R EE W
GE1)
- 0OCSPResponse
| responseStatus 0OCSPResponseStatus 1 ({F2) ©

w1 WA WTICOHIOH S 7 4 —L Rk, L PEEZEE LR TIER SR,
X2 TEEHERE ) IR ENH-T-Z a2 RT D, 1] Z3ekt 5,
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