$£1 BHMEHEDOREAX

33 6 4 1

24 185
X6241 X6281 120
X0606 X0610
33 6 4 2
USBL1.0
USB1.1 USB2.0 USB3.0 Standard A

File Allocation Table 16 File Allocation Table 32 NT File
System Extended File Allocation Table
1 1 33
6 1

SHINSEI

8824-1:1998 8824-2:1998 8824-3:1998 8824-4:1998 1 ASN.1

ISO/TEC 8825-1 : 2015 DER

|
N
e
)Ial‘ls
il
=

WA
(1)

T4—ILE >

- PKIMessage
header PKIHeader

pvno INTEGER 1
sender GeneralName([4])
| - Name(RDNSequence) o
recipient GeneralName([4])
| - Name(RDNSequence) 0
body PKIBody([0])

- CertReqMessages
CertReqMsg
certReq CertRequest
certReqld INTEGER 0
certT emplate CertTemplate




subject [5]
- Name(RDNSequence)
- RelativeDistinguishedNa
me
(organizationName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.10
value Directory String 33 6
(UTF8String)
C )
- RelativeDistinguishedNa
me
(commonName AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value Directo ryString 33 6
(UTF8String)
C )
publicKey [6] SubjectPublicKeylnfo
algorithm Algorithmldentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549.1.1.1
parameters NUL
subjectPublicKey BIT STRING X57318 D
2,048

extensions

[9] Extensions

(registeredCorporationinfo

)

Extension

extnl d OBJECT IDENTIFIER 1.2.392.100300.1.1.3
extnValue OCQET STRING
- RegisteredCorporationin
foSyntax
corporateName [0]
- DirectoryString
(UTF8String)
corporateAddress [2]
- DirectoryString
(UTF8String)
r epresentativeDirect [3]
orName
- DirectoryString
(UTF8String)
r epresentativeDirect [4]
orTitle
- DirectoryString
(UTF8String)

pop

ProofOfPossession
([1] POPOSigningKey)

algorithmldentifier

Algorithmldentifier

algorithm OBJECT IDENTIFIER 1.2.840.113549.1.1.11
parameters NULL
signature BIT STRING
reginfo SEQUENCE OF
AttributeTypeAn dValue
| (suspensionSecretCodg AttributeTypeAndValue




type OBJECT IDENTIFIER 1.2.392.100300.1.2.105
value SuspensionSecretCode
hashAlg Algorithmldentifier
algorithm OBJECT IDENTIFIER 2.16.840.1.101.3.4.2.1
parameters NULL
hashedSecretCode OCTESTRING
(t imeLimit ) AttributeTypeAndValue
type OBJECT IDENTIFIER 1.2.392.100300.1.2.104
value TimeLimit 12 2 1 2
o
1
33 6 6
33 6 6
44
50
X0201-1997
X0208-1997 1
33 6 6
128
126
X0208-1997 2
X0208-1997 1
certReq DER sha-256WithRSAEncryption
X5007 X5603

1.2.840.113549.1.1.11
sha-256WithRSA
33 6 b5 4 SHA-256
2.16.840.1.101.3.4.2.1



64

X0208-1997
1
X0201
1 0
X0208-1997
BEFIAEDA K
33 8 2
ASN.1
33 8 1
DER
J4—ILF T—4H REE
Certificate
t bsCertificate TBSCertificate
version [0]
|— Version 2
serialNumber CertificateSerialNumber
signature Algorithmldentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549.1.1.11
parameters NULL
i ssuer Name(RDNSequence)
- RelativeDistinguishedName
(countryNamé AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString JP
- RelativeDistinguishedName
(organizationName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.10
value DirectoryString Japanese Government
(UTF8String)
- RelativeDistinguishedName
(organizationalUnitName ) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.11
value DirectoryString Ministry of Justice
(UTF8String)

RelativeDistinguishedName




(commonName AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value DirectoryString Registrar of Tokyo Legal Affairs Bureau
(UTF8String)
validity Validity
notBefore Time(UTCTinje
notAfter Time(UTCTime
subject Narm(RDNSequence)
- RelativeDistinguishedName
(countryName¢ AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString JP
- RelativeDistinguishedName
(organizationName) AttributeTypeAndValue
type OBJECTDENTIFIER 2.5.4.10
value DirectoryString
(UTF8String)
- RelativeDistinguishedName
(commonName AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value DirectoryString
(UTF8String)
subjectPublicKeylInfo SubjectPublicKeylnfo
algorithm Algorithmldentifier
algorith m OBJECT IDENTIFIER 1.2.840.113549.1.1.1
parameters NULL
subjectPublicKey BIT STRING
extensions [3]
- Extensions
(authorityKeyldentifier ) Extension

extnl d OBJECT IDENTIFIER 2.5.29.35
extnValue OCTET STRING
- AuthorityKeyldentifier
keyldentifier [0] Keyldentifier
authorityCertlssuer [1] GeneralNames
- GeneralName([4])
- Name(RDNSequence)
- RelativeDistinguishedName
(countryName Attribut eTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString JP
- RelativeDistinguishedName
(organizationName) |AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.10
value DrectoryString Japanese Government
(UTF8String)
- RelativeDistinguishedName
(organizationalUnit  JAttributeTypeAndValue
Nampe
type OBJECT IDENTIFIER 25.4.11
value DirectoryString Ministry of Ju  stice
(UTF8String)
- RelativeDistinguishedName
(commonName AttributeTypeAndValue
type OBJECT IDENTIFIER 2543
value DirectoryString Registrar of Tokyo Legal Affairs Bureau
(UTF8String)




authorityCertSerialN  umbe
r

[2] CertificateSerialNumber

(s ubjectKeyldentifier )

Extension

extnl d OBJECT IDENTIFIER 2.5.29.14
extnValue OCTET STRING
|- SubjectKeyldentifier

(certificatePolicies ) Extension
extnl d OBJECT IDENTIFIER 2.5.29.32
extnValue OCTET STRIG

CertificatePoliciesSyntax

Policylnformation

policyldentifier

CertPolicyld

1.2.392.100300.1.3.3

policyQualifiers

SEQUENCE OF
PolicyQualifierInfo

- PolicyQualifierinfo
policyQualifierld OBJECT IDENTIFIER 1.3.6.1.5.5.7.2. 2
qualifier UserNotice
noticeRef NoticeReference
organization DisplayText( VisibleString ) |Ministry of Justice
noticeNumbers SEQUENCE OF INTEGER
|- INTEGER 1
explicitText DisplayText( VisibleStr ing)

authoritylnfoAccess )

Extension

extnld OBJECT IDENTIFIER 1.3.6.1.5.57.1.1
extnValue OCTET STRING
- AuthoritylnfoAccessSyntax
- AccessDescription
accessMethod OBJECT IDENTIFIER 1.3.6.1.5.5.7.48.1
accessLocation GeneralName([6] IA5String )  |http://crca* .moj.go.jp/ bin/dcwcgi/DC _HUSR/cert
[cert
(jC ertificatePolicies ) Extension
extnld OBJECT IDENTIFIER 1.2.392.100300.1.1.1
extnValue OCTET STRING

JCertificatePoliciesSyntax

Policylnformation

policyldentifier

CertPolicyld

1.2.392.100300.1.3.4

policyQualifiers

SEQUENCE OF
PolicyQualifierInfo

PolicyQualifierinfo

policyQualifierld

OBJECT IDENTIFIER

1.3.6.1.5.5.7.2.2

qualifier

UserNotice

noticeRef

NoticeReference

organiz ation

DisplayText( UTF8String)

noticeNumbers

SEQUENCE OFHEGER

INTEGER

explicitText

DisplayText(UTF8String)

registrar )

Extension

extnl d

OBJECT IDENTIFIER

1.2.392.100300.1.1.2

extnVal ue

OCTET STRING

RegistrarSyntax( UTF8String)

(

registeredCorporationinfo )

Extension

extnl d

OBJECT IDENTIFIER

1.2.392.100300.1.1.3

extnValue

OCTET STRING

RegisteredCorporationinfoSyn
tax

corporateName

[0]

DirectoryString(  UTF8String)

registeredNumber

(1]



http://crca.moj.go.jp/bin/dcwcgi/DC_HUSR/cert/cert
http://crca.moj.go.jp/bin/dcwcgi/DC_HUSR/cert/cert

PrintableString

corporateAddress

(2]

DirectoryString( UTF8String)

r epresentativeDirector
Name

(3]

DirectoryString (UTF8String)

r epresentativeDirector
Title

(4]

DirectoryString(  UTF8String)

r egistryOffice

6]

DirectoryString(  UTF8String)

algorithm

Algorithmldentifier

algorithm

OBJECT IDENTIFIER

1.2.840.113549.1.1.11

parameters

NULL

signature

BIT STRING

33 8 2 2

33 8 2 3

12 2 1

23 59 59
MOJ No. -

subjectPublicKey
D 2,048
subjectPublicKey
SHA-1

subjectPublicKey
SHA-1

corporateName

corporateAddress

representativeDirectorName

X5731-8



representativeDirectorTitle

33 8 2 4

tbsCertificate DER sha-256WithRSA
J4—JLF T—45 8 BREE
Certificate
t bsCertificate TBSCertificate
\ersion [0]
- Version 2
serialNumber CertificateSerialNumber
Sgnature Algorithmldentifier
Agorithm OBJECT IDENTIFIER 1.2.840.113549.1.1.11
Parameters NULL
| ssuer Name(RDNSequence)
- RelativeDistinguishedName
(countryNamé AttributeTypeAndValue
Type OBJECT IDENTIFIER 2.5.4.6
Value PrintableString JP
- RelativeDistinguishedName
(organizationName) AttributeTypeAndValue
Type OBJECT IDENTIFIER 2.5.4.10
Value DirectoryString Japanese Government
(UTF8String)

- RelativeD istinguishedName

(organizationalUnitName ) |AttributeTypeAndValue

Type OBJECT IDENTIFIER 2.5.4.11
Value DirectoryString Ministry of Justice
(UTF8String)
- RelativeDistinguishedName
(commonName AttributeTypeAndValue
Type OBJECT IDENTIFIER 2.5.4.3
Value DirectoryString Registrar of Tokyo Legal Affairs Bureau
(UTF8String)
Validity Validity
notBefore Time(UTCTime
notAfter Time(UTCTime
Subject Name(RDNSequence)
- RelativeDistinguishedName
(countryNamé AttributeTypeAndValue
Type OBJECT IDENTIFIER 2.5.4.6
Value PrintableString JP
- RelativeDistinguishedName
(organizationName) AttributeTypeAndValue
Type OBJECT IDENTIFIER 2.5.4.10
Value DirectoryString Japanese Government
(UTF8String)

- RelativeDistinguishedName

(organizationalUnitName ) JAttributeTypeAndValue

Type OBJECT IDENTIFIER 2.5.4.11
Value DirectoryString Ministry of Justice
(UTF8String)
- RelativeDistinguishedName
(commonName AttributeTypeAndValue
|Type OBJECT IDENTIFIER 2.5.4.3




Value

DirectoryString
(UTF8String)

Registrar of Tokyo Legal Affairs Bureau

subjectPublicKeylInfo

SubjectPublicKeylnfo

Agorithm Algorithmldentifier
Agorithm OBECT IDENTIFIER 1.2.840.113549.1.1.1
Parameters NULL
subjectPublicKey BIT STRING
Extensions [3]
- Extensions
(s ubjectKeyldentifier ) Extension

extnl d OBJECT IDENTIFIER 2.5.29.14
extnValue OCTET STRING
|- SubjectKeyldentifier
(keyUsagé Extension
extnl d OBJECT IDENTIFIER 2.5.29.15
extnValue OCTET STRING
[- KeyUsage 101101100
(privateKeyUsagePeriod) Extension
extnl d OBJECT IDENTIFIER 2.5.29.16
extnValue OCTET STRING
- PrivateKeyUsagePeriod
not Before [0] GeneralizedTime
notAfter [1] GeneralizedTime
(basicConstraints ) Extension
extnl d OBJECT IDENTIFIER 2.5.29.19
extnValue OCTET STRING
- BasicConstraints Syntax
|cA BOOLEADEFAULT FALSE TRUE
(r egistrar ) Extension
extnl d OBJECT IDENTIFIER 1.2.392.100300.1.1.2
extnValue OCTET STRING
|- RegistrarSyntax( UTF8String)
Algorithm Algorithmldentifier
Agorithm OBJECT IDENTIFIER 1.2.840.113549.1.1.11
Parameters NULL
Sgnature BIT STRING
0
0O 0 O
72
23 59 59
subjectPublicKey
SHA-1
0 0 O
36
23 59 59
tbsCertificate DER sha-256WithRSA




%3 BFINEOREOH

33 8 1
Request for Comments:2616
Hypertext Transfer Protocol--HTTP/1.1 HTTP

A 4

A

A 4

A

sha-256WithRSA

sha-256WithRSA

sha-256WithRSA

CR

10



Request Line POST / bin/dcwcgi/DC_HUSRErt/ cert CR+LF
HTTP/1.1
request - header Host:crca.moj.go.jp CR+LF
entity -header Content- Type:application/pkixcmp CR+LF
Content- Length: N CR+LF
general - header Connection:close CR+LF
CR+LF
entity - body
N entity-body

entity-body

Status- Line HTTP/1.1 200 OK CR+LF
entity -header Content- Type application/pkixcmp CR+LF
Content- Length:N CR+LF
general - header Date: CR+LF
Connection:close CR+LF
response- header Server: CR+LF
Set- Cookie Set- Cookie: CR+LF
CR+LF
entity - body
N entity-body
Server:
Set-Cookie:
entity-body
entity-body
entity-body
ASN.1
DER
entity-body
T4—ILF T—HE BREME W7
GE1)
PKIMessage
Header PKIHeader
Pvno INTEGER 1
Sender GeneralName([4])
Name(RDNSequence) o

11




recipient GeneralName([4])
| - Name(RDNSequence) o
tr ansactionID [4]
- OCTET STRING 1 32
senderNonce [5]
- OCTET STRING 1 32
body PKIBody([21])
- GenMsgContent
- InfoTypeAndValue
infoT ype OBJECT IDENTIFIER 1.2.392 1003001. 2. 21
infoV alue GenminfoReqContent
- NegotiationKey
symmAlg Algorithmldentifier
algorithm OBJECT IDENTIFIER 1.2.840 1135493.7
parameters NULL
pubAlg Algorithmldentifier
algorithm OBJECT IDENTIFIER 1.2.840.1135491.1. 1
parameters NULL
hashAlg Algorithmldentifier
Algorithm OBJECT IDENTIFIER 2.16.840.1.101.3.4.2.1
Parameters NULL
o
entity-body
J4—ILE T—2E REE IR
Gx1)
PKIMessage
Header PKIHeader
Pvno INTEGER
sender GeneralName([4])
| - Name(RDNSequence) o
recipient GeneralName([4])
[- Name(RDNSequence) o
protectionAlg [1]
- Algorithmldentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549.1.1.11
parameters NULL o
senderKID [2]
[- Keyldentifier
t ransactionID [4]
[- OCTET STRING
senderNonce [5]
[- OCTET STRING
recipNonce [6]
[- OCTET STRING
body PKIBody([22])
- GenRepContent
- InfoTypeAndValue
infoT ype OBJECT IDENTIFIER 1.2.392 100300 1. 2. 22
infoV alue GenplnfoResContat
| status PKIStatusinfo

12




| status PKIStatus 0
negotiation Keys SEQUENCE OF
NegotiationKey
- NegotiationKey
symmAlg Algorithmldentifier
algorithm OBJECT IDENTIFIER 1.2.840 1135493. 7
parameters NULL o
pubAlg Algorithmldentifier
algorithm OBJECT IDENTIFIER 1.2.840.1135491.1.1
parameters NULL o
hashAlg Algorithmldentifier
algorithm OBJECT IDENTIFIER 2.16.840.1.101.3.4.2.1
parameters NULL o
protection [0]
[- PKIProtection
extraCerts [1]
[- SEQUENCE OF Certificatd
¢}
subjectPublicKey
SHA-1
transactionID
1 32
senderNonce
0
ProtectedPart DER sha-256 WithRSA
entity-body
J4—ILE TR HEE IR
GED
- PKIMessage
header PKIHeader
pvno INTEGER 1
sender GeneralName([4])
| - Name(RDNSequence) 0
recipient GeneralNam@4])
[- Name(RDNSequence) o
t ransactionlD [4]

OCTET STRING

transactionID

13

senderNonce [5]

- OCTET STRING recipNonce
recipNonce [6]

- OCTET STRING senderNonce




body

PKIBody([0])

CertReqMessages
- CertReqMsg
certReq CertRequest
certReqld INTEGER 0
certTemplate CertTemplate
serialNumber [1] INTEGER

publicKey [6] SubjectPub licKeylnfo
algorithm Algorithmldentifier
algorithm OBJECT IDENTIFIER 1.2.8401135491.1. 1
parameters NULL o
subjectPublicKey BIT STRING

pop

ProofOfPossession
([1]POPOSigningKey

al gorithmldentifier

Algorithmldentifier

algorithm

OBJECT IDENTIFIER

1.2.840.113549.1.1. 11

parameters

NULL

signature

BIT STRING

certReq

DER

sha-256WithRSA

subjectPublicKey

entity-body

Ja4—ILK

F— 5

RENE

WA
Gx1)

PKIMessage

header

PKIHeader

pvno

INTEGER

sender

GeneralName([4])

Name(RDNSequence)

r ecipient

GeneralName([4])

Name(RDNSequence)

protectionAlg

(1]

Algorithmldentifier

algorithm

OBJECT IDENTIFIER

1.2.840.113549.1.1. 11

parameters

NULL

senderKID

[2]

Keyldentifier

t ransactionID

[4]

OCTET STRING

senderNonce

[5]

OCTET STRING

recipNonce

6]

OCTET STRING

body

PKIBody([1])

CertRepMessage

response

SEQUENCE OF CertRespqg

CertResponse

| certReqld

INTEGER

14




status PKIStatusinfo
status PKIStatus 0
certifiedKeyPair CertifiedKeyPair
certOrEncCert CertOrEncCert([1])
- EncryptedValue
symmAlg [1] AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840 1135493.7
parameters CBCParameter \%
encSymmKey [2] BIT STRING
keyAlg [3] AlgorithmlIdentifier
algorithm OBECT IDENTIFIER 1.2.840.1135491.1.1
parameters NULL 0
encValue BIT STRING
protection [0]
[- PKIProtection
extraCerts [1]
[- SEQUENCE OF Certificate
¢}
subjectPublicKey
SHA-1
transactionID
recipNonce
senderNonce
0
1.2.840.113549.3.7
subjectPublicKey

1.2.840.113549.1.1.1

ProtectedPart DER

entity-body

Content-Type:application/pkixcmp

entity-body

15

sha-256WithRSA

Content-Type:text/html




<!IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0 //EN">

<HTML lang="ja”>

<META HTTP-EQUIV="Content-Type” CONTENT="text/html; charset=SHIFT_JIS">
<TITLE> </TITLE>

<BODY>
</BODY>
</HTML>
entity-body symmAlg pubAlg hashAlg
entity-body
J4—ILF T—HE REE WA
Gx1)
PKIMessage
Header PKIHeader
Pvno INTEGER
Sender GeneralName([4])
| - Name(RDNSequence) o
Recipient GeneralName([4])
| - Name(RDNSequence) o
protectionAlg [1]
- Algorithmldentifier
Agorithm OBJECT IDENTIFIER 1.2.840.113549.1.1. 11
Parameters NULL o
senderKID [2]
[- Keyldentifier
t ransactionID [4]
[- OCTET STRING
senderNonce [5]
[- OCTET STRING
recipNonce [6]
[- OCTET STRING
Body PKIBody([22])
- GenRepContent
- InfoTypeAndValue
infoT ype OBJECT IDENTIFIER 1.2.392 1003001. 2. 22
infoV alue GenplnfoResContent
Satus PKIStatusInfo
[ satus PKIStatus 2
Protection [0]
[- PKIProtection
extraCerts [1]
[- SEQUENCE OF Certificate

entity-body
entity-body

16



J4—JLK T—a8 BEE WA
Gx1)
- PKIMessage
Header PKIHeader
Pvno INTEGER 1
Sender GeneralName([4])
| - Name(RDNSequence) o
Recipient GeneralName([4])
| - Name(RDNSequence) o
protectionAlg [1]
- Algorithmldentifier
Agorithm OBJECT IDENTIFIER 1.2.840.113549.1.1. 11
Parameters NULL o
senderKID [2]
| - Keyldentifier
t ransactionID [4]
[- OCTET STRING
senderNonce [5]
[- OCTET STRING
recipNonce [6]
[- OCTET STRING
Body PKIBody([23])
- ErrorMsgContent
pKIStatusl nfo PKIStatusInfo
[ status PKIStatus 2
Protection [0]
[- PKIProtection
extraCerts [1]
[- SEQUENCE OF Certificate
2
ProtectedPart DER sha-256 WithRSA
entity-body transactionID senderNonce
recipNonce serialNumber subjectPublicKey
entity-body
J4—ILEK T—RE R EfE WA
Gx1)
- PKIMessage
Header PKIHeader
Pvno INTEGER 1
Sender GeneralName([4])

17



Name(RDNSequence)

recipient GeneralName([4])
| - Name(RDNSequence) o
protectionAlg [1]
- Algorithmldentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549.1.1. 11
parameters NULL o
senderKID [2]
| - Keyldentifier
t ransactionID [4]
[- OCTET RING
senderNonce [5]
E OCTET STRING
recipNonce [6]
[- OCTET STRING
Body PKIBody([1])
- CertRepMessage
response SEQUENCE OF CertRespd
- CertResponse
certReqld INTEGER 0
status PHKStatusInfo
| status PKIStatus 2
protection [0]
| - PKIProtection
extraCerts [1]

SEQUENCE OF Certificatg]

$4 BAFSOXEDREHICERYT 2BHMFEEADEHEDATX

Ja4—ILK

|
=z
e

7—_“

RENE

WA
Gx1)

PKIMessage

header

PKIHeader

pvno

INTEGER

sender

GeneralName([4])

Name(RDNSequence)

recipient

GeneralName([4])

Name(RDNSequence)

Body

PKIBody([0])

CertReqMessages

CertReqMsg

certReq

CertRequest

reginfo

SEQUENCE OF
AttributeTypeAndValue

(s uspensionSecretCodg

AttributeTypeAndValue

type

OBJECT IDENTIFIER

1.2.392 1003001. 2. 105

value

SuspensionSecretCode

hashAlg

Algorithmldentifier

| algorithm

OBJECT IDENTIFIER

18

2.16.840.1.101.3.4.2.1




| parameters NULL
hashedSecretCode OCTET STRING

SHA-256 8

64 X0201

X0208-1997

%5 HKLEBEOEENAH

33 13 2

HTTP

A 4

A

A 4

A

sha-256WithRSA

sha-256WithRSA

19



Request Line POST / bin/dcwcgi/DC_HUSRETrt/ cert CR+LF
HTTP/1.1
request - header Host:crca.moj.go.jp CR+LF
entity - header Content- Type:application/pkixcmp CR+LF
Content- Length: N CR+LF
general - header Connection:close CR+LF
CR+LF
entity - body
N entity-body
entity-body
Status - Line HTTP/1.1 200 OK CR+LF
entity -header Qontent - Type:application/pkixcmp CR+LF
Content- Length: N CR+LF
general - header Date: CR+LF
Connection:close CR+LF
response- header Server: CR+LF
Set- Cookie Set- Cookie: CR+LF
CR+LF
entity - body
N entity-body
Server:
Set-Cookie:
entity-body
entity-body
entity-body
ASN.1
DER
entity-body
T4—ILF T—4E BREME W7
(x1)
PKIMessage
header PKIHeader

20




pvno

INTEGER

sender

GeneralName([4])

Name(RDNSequence)

r ecipient

GeneralName([4])

Name(RDNSequence)

t ransactionID

(4]

OCTET STRING

senderNonce

(9

OCTET STRING

PKIBody([21])

GenMsgContent

InfoType AndValue

infoT ype

OBJECT IDENTIFIER

1.2.392 1003001. 2. 21

infoV alue

GenminfoReqContent

NegotiationKey

symmaAlg

Algorithmldentifier

algorithm

OBJECT IDENTIFIER

1.2.840.1135493. 7

parameters

NULL

pubAlg

Algorithmldentifier

algorithm

OBJECT IDENTIFIER

1.2.840.1135491.1.1

parameters

NULL

hashAlg

Algorithmldentifier

algorithm

OBJECT IDENTIFIER

2.16.840.1.101.3.4.2.1

parameters

NULL

entity-body

T4—ILFK

— 5

!

WA
Gx1)

PKIMessage

header

PKIHeader

pvno

INTEGER

sender

GeneralName([9)

Name(RDNSequence)

recipient

GeneralName([4])

Name(RDNSequence)

protectionAlg

(1

Algorithmldentifier

algorithm

OBJECT IDENTIFIER

1.2.840.113549.1.1. 11

parameters

NULL

senderKID

(2]

Keyldentifier

t ransactionID

(4]

OCTET STRING

senderNonce

5]

OCTET STRING

recipNonce

6]

OCTET STRING

Body

PKIBody([22])

GenRepContent

InfoTypeAndValue

21




infoT ype

CBJECT IDENTIFIER

1.2.392 1003001. 2. 22

infoV alue

GenplnfoResContent

status

PKIStatusInfo

status

PKIStatus

negotiation Keys

SEQUENCE OF
NegotiationKey

NegotiationKey

symmAlg

Algorithmldentifier

algorithm

OBJECT IDENTIFIER

1.2.840 1135493.7

parameters

NULL

pubAlg

Algorithmldentifier

algorithm

OBJECT IDENTIFIER

1.2.840.1135491. 1.1

parameters

NULL

hashAlg

Algorithmldentifier

algorithm

OBJECT IDENTIFIER

2.16.840.1.101.3.4.2.1

parameters

NULL

protection

U

PKIProtection

extraCerts

(1

SEQUENCE OF Certificate)

ProtectedPart DER

entity-body

sha-256WithRSA

T4—ILFK

E T

WA
GCx1)

PKIMessage

header

PKIHeader

pvno

INTEGER

sender

GenealName([4])

Nam@DNSequence)

recipient

GeneralName([4])

Name(RDNSequence)

t ransactionID

[4]

OCTET STRING

transactionlD

senderNonce

5]

OCTET STRING

=

ecipNonce

6]

OCTET STRING

PKIBody([21])

GenMsgContent

InfoTypeAndValue

infoT ype

OBJECT IDENTIFIER

1.2.392 1003001. 2.1

infoV alue

GenmSuspReqContent

certDetails

CertTemplate

serialNumber

[1] INTEGER

i ssuer

E]

Name(RDNSequence)

22




- RelativeDistinguishedNa
me
(countryNamg Attribute TypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString JP
- RelativeDistinguishedNa
me
(organizationName) Attribute TypeAndValue
type OBJECT IDENTIFIER 2.5.4.10
value DirectoryString Japanese Government
(UTF8String)
- RelativeDistingui  shedNa|
me
(organization al UnitNam | Attribute TypeAndValue
e)
type OBJECT IDENTIFIER 2.5.4.11
value DirectoryString Ministry of Justice
(UTF8String)
- RelativeDistinguishedNa
me
(commonName Attribute TypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value DirectoryString Registrar of Tokyo Legal Affairs
(UTF8String) Bureau
r evocationReason ReasonFlags 6
suspensionReasonCode INTEGER 1
suspensionDetail EncryptedValue
keyAlg [3] AlgorithmlIdentifier
algorithm OBJECT IDENTIFIER 1.2.8401135491.1.1
parameters NULL
encValue BIT STRING
¢}
0
33 6 5 4 DER

header SHA-1
1.2.840.113549.1.1.1

entity-body

J4—ILK T—5E REE WA
GEA
- PKIMessage
header PKIHeader
pvno INTEGER 1
sender GeneralName([4])
| - Name(RDNSequence) 0
recipient GeneralName([4])
| - Name(RDNSequence) o
protectionAlg [1]
[- Algorithmldent ifier

23




algorithm

OBJECT IDENTIFIER

1.2.840.113549.1.1. 11

parameters

NULL

senderKID

(2

Keyldentifier

t ransactionID

4

OCTET STRING

senderNonce

(5]

OCTET STRING

recipNonce

6]

OCTET STRING

body

PKIBody([22])

GenRepContent

InfoTypeAndValue

infoT ype

OBJECT IDENTIFIER

1.2.3921003001. 2.2

infoV alue

GenpSuspResContent

status

PKIStatusInfo

status

PKIlStatus

revCrt

Certl d

i ssuer

GeneralName([4])

Name(RDNSequence)

RelativeDistinguishedNa
me

(countryNam¢

Attribute TypeAndValue

type

OBJECT IDENTIFIER

2.5.4.6

value

PrintableString

JP

RelativeDistinguishedNa
me

(organizationName)

Attribute TypeAndValue

type

OBJECT IDENTIFIER

2.5.4.10

value

DirectoryString
(UTF8String)

Japanese Government

RelativeDistinguishedNa
me

(organizatio nal UnitNam

Attribute TypeAndValue

e)
type OBJECT IDENTIFIER 2.5.4.11
value DirectoryString Ministry of Justice
(UTF8String)
- RelativeDistinguishedNa
me
(commonName Attribute TypeAndValue
type OBECT IDENTIFIER 2.5.4.3
value DirectoryString Registrar of Tokyo Legal Affairs
(UTF8String) Bureau
serialNumber INTEGER
protection [0]
| - PKIProtection
extraCerts [1]
[- SEQUENCE OF Certificate
o)
subjectPublicKey
SHA-1
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transactionID
recipNonce

senderNonce

ProtectedPart DER

entity-body

sha-256WithRSA

entity-body symmAlg pubAlg hashAlg
entity-body
T4—ILF T—5E REE WA
Gx1)
PKIMessage
Header PKIHeader
Pvno INTEGER
Sender GeneralName([4])
[- Name(RDNSequence) o
recipient GeneralName([4])
| - Name(RDNSequence) o
protectionAlg [1]
- Algorithmldentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549.1.1. 11
parameters NULL o
senderKID [2]
| - Keyldentifier
t ransactionID [4]
[- OCTET STRING
senderNonce [5]
[- OCTET STRB\
recipNonce [6]
[- OCTET STRING
Body PKIBody([22])
- GenRepContent
- InfoTypeAndValue
infoT ype OBJECT IDENTIFIER 1.2.392 1003001. 2. 22
infoV alue GenplnfoResContent
status PKIStatusinfo

25




| | | | | |status PKIStatus 2
protection [0]
| | - PKIProtection
extraCerts [1]
|| [- SEQUENCE OF Certificate
2
ProtectedPart DER sha-256 WithRSA
entity-body
entity-body
T4—ILE T—5E REE WA
GE1)
- PKIMesage
header PKIHeader
pvno INTEGER 1
sender GeneralName([4])
[- Name(RDNSequence) o
r ecipient GeneralName([4])
| - Name(RDNSequence) o
protectionAlg [1]
- Algorithmldentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549.1.1. 11
parameters NULL o
senderKID [2]
| - Keyldentifier
t ransactionID [4]
[- OCTET STRING
senderNonce [5]
[- OCTET STRING
recipNonce [6]
[- OCTET STRING
Body PKIBog([2 3])
- ErrorMsgContent
pKIStatusinfo PKIStatusInfo
| status PKIStatus 2
protection [0]
[- PKIProtection
extraCerts [1]

SEQUENCE OF Certificate)

ProtectedPart

DER
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recipNonce

entity-body

serialNumber

entity-body

issuer

transactionID

suspensionReasonCode

senderNonce

encValue

J4—ILK

F— 5

RENE

PKIMessage

header

PKIHeader

Pvno

INTEGER

sender

GeneralName([4])

Name(RDNSequehce

recipient

GeneralName([4])

Name(RDNSequence)

protectionAlg

(1

Algorithmldentifier

algorithm

OBJECT IDENTIFIER

1.2.840.113549.1.1. 11

parameters

NULL

senderKID

(2

Keyldentifier

t ransactionID

[4]

OCTET STRING

senderNonce

5]

OCTET STRING

recipNonce

6]

OCTET STRING

Body

PKIBody([22])

GenRepContent

InfoTypeAndValue

infoT ype

OBJECT IDENTIFIER

1.2.3921003001.2.2

infoV alue

GenpSuspResContent

status

PKIStatusinfo

[ status

PKIStatus

revCert

Certl d

i ssuer

GeneralName([4])

Name(RDNSequence)

RelativeDistinguishedNa
me

(countryNane)

Attribute TypeAndValue

type

OBJECT IDENTIFIER

2.5.4.6

value

PrintableString

JP

RelativeDistinguishedNa
me

(organizationName)

Attribute TypeAndValue

type

OBJECT IDENTIFIER

2.5.4.10

value

DirectoryString
(UTF8String)

Japanese Government

RelativeDistinguishedNa
me

e)

(organization al UnitNam

Attribute TypeAndValue

type

OBJECT IDENTIFIER
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2.5.4.11




value

DirectoryString
(UTF8String)

Ministry  of Justice

RelativeDistinguishedNa
me

(commonName

Attribute TypeAndValue

type

OBJECT IDENTIFIER

2.5.4.3

value

DirectoryString
(UTF8String)

Registrar of Tokyo Legal Affairs
Bureau

serialNumber

INTEGER

protection

0]

PKIProtection

extraCerts

(1]

SEQUENCE OF Certificate]

ProtectedPart DER

EFHBEIRIEHARVTOBROHAK

15 2

sha-256WithRSA

HTTP

A 4

A

notAfter

notBefore

sha-256WithRSA
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Request Line POST / bin/dcwcgi/DC_HUSRYert/ cert CR+LF
HTTP/1.1
request - header Host:crca.moj.go.jp CR+LF
entity - header Content- Type:application/ ocsp-request CR+LF
Content- Length: N CR+LF
general - header Connection:close CR+LF
CR+LF
entity - body
N entity-body
entity-body
Status - Line HTTP/1.1 200 OK CR+LF
entity -header Content- Type:application/ ocsp-response CR+LF
Content- Length: N CR+LF
general - header Date: CR+LF
Connection:close CR+LF
response- header Server: CR+LF
Set- Cookie Set- Cookie: CR+LF
CR+LF
entity - body
N entity-body
Server:
Set-Cookie:
entity-body
entity-body
entity-body
ASN.1
DER
entity-body
T1—ILE F—Aa HREE A7
Gx1)
- OCSPRequest
| t bsRequest TBSRequest
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requestList SEQUENCE OF Request
- Request
reqCert CertlD
hashAlgorithm Algorithmldentifier
algorithm OBJECT IDENTIFIER 1.3.14.3.2.26
parameters NULL
i ssuerNameHash OCTET STRING
issuer DER
SHAlL
i ssuerKeyHash OCTET STRING
serialNumber CertificateSerialNumber
singleRequestExtensions [0]
- Extensions
(confirmationTime) Extension
extnl d OBJECT IDENTIFIER 1.2.392 1003001. 2. 102
extnValue OCTET STRING
- ConfirmationTime
r equestExtensions [2]
- Extensions
(nonce) Extension
extnl d OBJECT IDENTIFIER 1.3.6.1.5.5.7.48.1. 2
extnValue OCTET STRING
- Nonce 1 32
)
subjectPublicKey
SHA-1
notAfter
notBefore
notAfter notAfter
7
notBefore notAfter
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entity-body

TJ4—ILF T—AE BREME WA
CE¥1)
OCSPResponse
r esponseStatus OCSPResponseStatus 0
r esponseBytes [0]
- ResponseBytes
responseType OBJECT IDENTIFIER 1.3.6.1.5.5.7.481. 1
response OCTET STRING
- BasicOCSPResponse
t bsResponsData ResponseData
responderID Responderl[2 1)
- KeyHash
producedAt GeneralizedTime
responses SEQUENCE OF
SingleResponse
- SingleResponse
certlD CertlD
hashAlgorithm Algorithm Identifier
algorithm OBJECT IDENTIFIER 1.3.14.3. 2. 26
parameters NULL o
issuerNameHash OCTET STRING
issuerKeyHash OCTET STRING
serialNumber CertificateSerialNumber
certStatus CertStatus(CHOICE)
good [0] NULL o
revoked [1] RevokedInfo o
revocationTime GeneralizedTime 1
revocationReason [0] CRLReason )
unknown [2] Unknowninfo o
thisUpdate GeneralizedTime
singleExtensions [1]
- Extensions
(ocspStatusCode) Extension
extnl d OBJECT IDENTIFIER 1.2.392 1003001. 2. 103
extnValue OCTET STRING
| - OcspStatusCode
(confirmationTime) Extension

extnl d OBJECT IDENTIFIER 1.2.392 1003001. 2. 102 )
extnValue OCTET STRING
| - GonfirmationTime T
responseExtensions [1]
- Extensions
(nonce) Extension
extnl d OBJECT IDENTIFIER 1.3.6.1.5.5.7.48.1.2
extnValue OCTET STRING

Nonce

signatureAlgorithm

Algorithmldentifier

algorithm OBJECT IDENTIFIER 1.2.840.1 13549.1.1.11

parameters NULL o
signhature BIT STRING
certs [0]

SEQUENCE OF Certificate

31




O
1
subjectPublicKey
SHA-1
1ssuerNameHash
issuerKeyHash
serialNumber
good
revoked
1ssuerNameHash unknown
issuerKeyHash serialNumber
notAfter
CRL OcspStatus
Reason Code
12 2 7 5 1
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33 12 1 2 3 2
33 16 1 2 4
33 16 1 5 2
33 12 1 1 6 2
3
33 13 1 6 1
5 6 6 3
good 0
unknown 0

ConfirmationTime

ConfirmationTime

Nonce

ResponseData DER

entity-body
unknown

entity-body

sha-256WithRSA

T4—ILF T—4E BREME W7
CE¥1)
OCSPResponse
r esponseStatus OCSPResponseStatus 1
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