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- PKIMessage
header PKIHeader
pvno INTEGER ©
sender GeneralName ([4])
I - Name (RDNSequence) O
recipient GeneralName ([4])
| - Name (RDNSequence) O
body PKIBody ([0])
- CertRegMessages
- CertRegMsg
certReq CertRequest
certReqld INTEGER ©
certTemplate CertTemplate




subject [5] A
(£2)
- Name (RDNSequence)
- RelativeDistinguishedNa AN
me (J£3)
(organizationName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.10 10
(E2)
value DirectoryString F’“ﬁ% FEHAIFE 33D 65 6 IHOBE 10
(UTF8String) LRV EEORESE s —~vTET|] (E2)
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- RelativeDistinguishedNa yAN
me (E5)
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3 1©
(F£2)
value DirectoryString ﬁ%“uaﬁﬁu 335D 655 6 THOME C)
(UTF8String) AR ADE o2 ffﬂ—'\?%g‘;ffﬁﬂ’ (H2)
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publicKey [6] SubjectPublicKeyInfo
algorithm AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 1 ©
parameters NULL yAN
subjectPublicKey BIT STRING A APEZERIS X5731-8 [t JEE D ITED ©
LR THERR L72 2,048 ' |
DAFHNE Zftdkd 5,
extensions [9] Extensions
(registeredCorporationInfo | Extension
)
extnld OBJECT IDENTIFIER 1.2.392.100300. 1. 1.3 ©
extnValue OCTET STRING
- RegisteredCorporationln
foSyntax
corporateName [o]
- DirectoryString (P Zalskd 5, (46) ©
(UTF8String)
corporateAddress [2]
- DirectoryString [RE  (EOSER A 23 B A % ©
(UTF8String) XEANTHD &1L, ERENEEDN
AT KECN & BN 28 2EET) | ZRekd
%, (E6)
representativeDirect | [3]
orName
- DirectoryString TR IR N DAL ) ZRtid 5, ©
(UTF8String) (7%6)
representativeDirect | [4]
orTitle
- DirectoryString BRI & DR RE | & k] 5. ©
(UTF8String) (J£6)
pop ProofOfPossession
([1] POPOSigningKey)
algorithmldentifier Algorithmldentifier
algorithm OBJECT IDENTIFIER 1.2.840. 113549. 1. 1. 11 ©
parameters NULL AN
signature BIT STRING (JET) ©
regInfo SEQUENCE OF

AttributeTypeAndValue

|(suspensionSecretCode)

AttributeTypeAndValue




type OBJECT IDENTIFIER 1. 2. 392.100300. 1. 2. 105 ©
value SuspensionSecretCode
hashAlg AlgorithmlIdentifier
algorithm OBJECT IDENTIFIER 2.16.840.1.101.3.4.2. 1 ©
parameters NULL AN
hashedSecretCode OCTET STRING (JE8) ©
(timeLimit) AttributeTypeAndValue
type OBJECT IDENTIFIER 1. 2. 392.100300. 1. 2. 104 ©
value TimeLimit FASERERIEE 1250 255 L HEE 2 50 ©
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- Certificate
tbsCertificate TBSCertificate
version [0]
- Version 2
serialNumber CertificateSerialNumber (E1)
signature AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840. 113549. 1. 1. 11
parameters NULL (E2)
issuer Name (RDNSequence)
- RelativeDistinguishedName
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString JP
- RelativeDistinguishedName
(organizationName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.10
value DirectoryString Japanese Government
(UTF8String)
- RelativeDistinguishedName
(organizationalUnitName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.11
value DirectoryString Ministry of Justice
(UTF8String)

- RelativeDistinguishedName



(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value DirectoryString Registrar of Tokyo Legal Affairs Bureau
(UTF8String)
validity Validity
notBefore Time (UTCTime) (7E3)
notAfter Time (UTCTime) (#4)
subject Name (RDNSequence)
- RelativeDistinguishedName
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString JP
- RelativeDistinguishedName
(organizationName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.10
value DirectoryString (#5)
(UTF8String)
- RelativeDistinguishedName
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value DirectoryString (#6)
(UTF8String)
subjectPublicKeyInfo SubjectPublicKeyInfo
algorithm AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 1
parameters NULL (H2)
subjectPublicKey BIT STRING (HF7)
extensions [3]
- Extensions
(authorityKeyldentifier) Extension
extnld OBJECT IDENTIFIER 2.5.29.35
extnValue OCTET STRING
- AuthorityKeyldentifier
keyldentifier [0] Keyldentifier (JE8)
authorityCertIssuer [1] GeneralNames
- GeneralName ([4])
- Name (RDNSequence)
- RelativeDistinguishedName
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString JP
- RelativeDistinguishedName
(organizationName) |AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.10
value DirectoryString Japanese Government
(UTF8String)

RelativeDistinguishedName

(organizationalUnit

AttributeTypeAndValue

Name)
type OBJECT IDENTIFIER 2.5.4.11
value DirectoryString Ministry of Justice
(UTF8String)
- RelativeDistinguishedName
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value DirectoryString Registrar of Tokyo Legal Affairs Bureau
(UTF8String)




authorityCertSerialNumbe |[2] CertificateSerialNumber | (3£9)
r
(subjectKeyIdentifier) Extension
extnld OBJECT IDENTIFIER 2.5.29. 14
extnValue OCTET STRING
|* SubjectKeyldentifier (E10)
(certificatePolicies) Extension
extnld OBJECT IDENTIFIER 2.5.29.32
extnValue OCTET STRING
- CertificatePoliciesSyntax
- PolicyInformation
policyldentifier CertPolicyId 1.2.392.100300.1.3.3 (31 1)
policyQualifiers SEQUENCE OF
PolicyQualifierInfo
- PolicyQualifierInfo
policyQualifierId OBJECT IDENTIFIER 1.3.6.1.5.5.7.2.2
qualifier UserNotice
noticeRef NoticeReference
organization DisplayText (VisibleString) [Ministry of Justice
noticeNumbers SEQUENCE OF INTEGER
- INTEGER 1
explicitText DisplayText (VisibleString) (FE12)

(authorityInfoAccess)

Extension

extnld OBJECT IDENTIFIER 1.3.6.1.5.5.7.1. 1
extnValue OCTET STRING
- AuthorityInfoAccessSyntax
- AccessDescription
accessMethod OBJECT IDENTIFIER 1.3.6.1.5.5.7.48. 1
accessLocation GeneralName ([6] TA5String) [http://créa.moj. go. jp/bin/dewegi/DC_HUSR/cert
/cert

(jCertificatePolicies)

Extension

extnld

OBJECT IDENTIFIER

1.2.392.100300.1.1. 1

extnValue OCTET STRING
- JCertificatePoliciesSyntax
- PolicyInformation
policyldentifier CertPolicyld 1.2.392.100300.1.3.4 (3£1 1)
policyQualifiers SEQUENCE OF
PolicyQualifierInfo
- PolicyQualifierInfo
policyQualifierId OBJECT IDENTIFIER 1.3.6.1.5.5.7.2.2
qualifier UserNotice
noticeRef NoticeReference
organization DisplayText (UTF8String) HEEE
noticeNumbers SEQUENCE OF INTEGER
[- INTEGER 1
explicitText DisplayText (UTF8String) (E1 3)

(registrar) Extension
extnld OBJECT IDENTIFIER 1.2.392.100300.1.1. 2
extnValue OCTET STRING

RegistrarSyntax (UTF8String)
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(registeredCorporationInfo)

Extension

extnld

OBJECT IDENTIFIER

1.2.392.100300.1.1.3

extnValue OCTET STRING
- RegisteredCorporationInfoSyn
tax
corporateName [0]
- DirectoryString (UTF8String) | (7E1 4)
registeredNumber [1]
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|* PrintableString (FE15)
corporateAddress [2]
|* DirectoryString (UTF8String) | (1 6)
representativeDirector |[3]
Name
|* DirectoryString (UTF8String) | (1 7)
representativeDirector |[4]
Title
[- DirectoryString (UTF8String) | (1E1 8)
registryOffice [6]
[- DirectoryString (UTF8String) | (71 9)
algorithm AlgorithmlIdentifier
algorithm OBJECT IDENTIFIER 1.2.840. 113549. 1. 1. 11
parameters NULL (2)
signature BIT STRING (FE20)
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- Certificate
tbsCertificate TBSCertificate
Version [0]
- Version 2
serialNumber CertificateSerialNumber (JE1)
Signature Algorithmldentifier
Algorithm OBJECT IDENTIFIER 1.2.840. 113549. 1. 1. 11
Parameters NULL (H2)
Issuer Name (RDNSequence)
- RelativeDistinguishedName
(countryName) AttributeTypeAndValue
Type OBJECT IDENTIFIER 2.5.4.6
Value PrintableString JP
- RelativeDistinguishedName
(organizationName) AttributeTypeAndValue
Type OBJECT IDENTIFIER 2.5.4.10
Value DirectoryString Japanese Government
(UTF8String)

RelativeDistinguishedName

(organizationalUnitName)

AttributeTypeAndValue

Type OBJECT IDENTIFIER 2.5.4.11
Value DirectoryString Ministry of Justice
(UTF8String)
- RelativeDistinguishedName
(commonName) AttributeTypeAndValue
Type OBJECT IDENTIFIER 2.5.4.3
Value DirectoryString Registrar of Tokyo Legal Affairs Bureau
(UTF8String)
Validity Validity
notBefore Time (UTCTime) (£ 3)
notAfter Time (UTCTime) (F4)
Subject Name (RDNSequence)
- RelativeDistinguishedName
(countryName) AttributeTypeAndValue
Type OBJECT IDENTIFIER 2.5.4.6
Value PrintableString JP
- RelativeDistinguishedName
(organizationName) AttributeTypeAndValue
Type OBJECT IDENTIFIER 2.5.4.10
Value DirectoryString Japanese Government
(UTF8String)

RelativeDistinguishedName

(organizationalUnitName)

AttributeTypeAndValue

Type OBJECT IDENTIFIER 2.5.4.11
Value DirectoryString Ministry of Justice
(UTF8String)
- RelativeDistinguishedName
(commonName) AttributeTypeAndValue
|Type OBJECT IDENTIFIER 2.5.4.3




Value DirectoryString Registrar of Tokyo Legal Affairs Bureau
(UTF8String)
subjectPublicKeyInfo SubjectPublicKeyInfo
Algorithm AlgorithmIdentifier
Algorithm OBJECT IDENTIFIER 1.2.840.113549.1. 1. 1
Parameters NULL (E2)
subjectPublicKey BIT STRING (E5)
Extensions [3]
- Extensions
(subjectKeyIdentifier) Extension
extnld OBJECT IDENTIFIER 2.5.29. 14
extnValue OCTET STRING
|* SubjectKeyIdentifier (E6)
(keyUsage) Extension
extnld OBJECT IDENTIFIER 2.5.29.15
extnValue OCTET STRING
|— KeyUsage 101101100
(privateKeyUsagePeriod) Extension
extnld OBJECT IDENTIFIER 2.5.29.16
extnValue OCTET STRING
- PrivateKeyUsagePeriod
notBefore [0] GeneralizedTime (HF7)
notAfter [1] GeneralizedTime (JE8)
(basicConstraints) Extension
extnld OBJECT IDENTIFIER 2.5.29.19
extnValue OCTET STRING
- BasicConstraintsSyntax
|CA BOOLEAN DEFAULT FALSE TRUE
(registrar) Extension
extnld OBJECT IDENTIFIER 1.2.392.100300.1. 1. 2
extnValue OCTET STRING
|— RegistrarSyntax (UTF8String) HREBRRGE
Algorithm Algorithmldentifier
Algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 11
Parameters NULL (F2)
Signature BIT STRING (E9)
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(1) TRAARELRFEIL) KO TRENIEZREIL ) OfEK

IHE I5H REME XY
1 | Request-Line POSTA/bin/dcwcgi/DC_HUSR/cert/cert CR+LF
AHTTP/1.1 (J£1)
2 request—header Host:crca. moj. go. jp CR+LF
3 entity-header Content—-Type:application/pkixcmp CR+LF
Content—Length:N (##2) CR+LF
4 general—header Connection:close CR+LF
CR+LF
5 | entity-body £ 3)

w1 TA F, A= (M) #%7, TR,

H2  INJ %, IHES5 lentity-body] ONA FEZTET D,

3 IES lentity-body) OFREMEIL, HZiL4IZEDD EZAITLD,
(2) TBARINEESC) KO [REREIGEESL) O

HE HE BRENE Xy
1 Status—Line HTTP/1. 1A200A0K CR+LF
2 entity—header Content-Type:application/pkixcmp CR+LF
3 Content—Length:N (1) CR+LF
4 | general—header Date: (J£2) CR+LF
5 Connection:close CR+LF
6 | response—header Server: ({£3) CR+LF
7 Set—Cookie Set—Cookie: CR+LF

(E4) CR+LF
8 | entity-body (E5)

E1  INJ X, HES lentity-body] DA FEEZLET D,
H2 FEORKEZ Y =y UEERNZ LV s T 5,
3 [Server:] OWIZ, Bl ENBEEOHFHELIIRTHIENTE S,
4 [Set-Cookie:] DWIZ, BHilBENEBEOFHATCET H I ENTX 5,
{£5 HHE 8 lentity-body) DORBEMEIL, HBFL4ICED D E AL D,
4 £EXH D Tentity-bodyl DNE

(1) AL 3 DAE XD Tentity-body) 1Zi1X, RD (2) b (5) LTITEDD L A
L0, IF=28) T 2B T, k3 ORERICiE~> T, T7 40— N iz
FOFEHAFSRT D, ZOLEIZBWT, 5= T 5%, ASN.1 K UMk
BIEDDHEZAILL D, T—FDFF1kix, DERIZL %,

(2) TBRIRZEERFESC) > Tlentity-body] DN

TJ4—ILF T—4E REE W7
GE1)
- PKIMessage
Header PKIHeader
Pvno INTEGER 1 ©
Sender GeneralName ([4])
- Name (RDNSequence) (H2) O
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recipient GeneralName ([4])
- Name (RDNSequence) (E2) O
transactionID (4]
- OCTET STRING 13A BELE 3231 FELFOELE AT ©
7 2,
senderNonce [5]
- OCTET STRING 13A FELE 3231 RELFOELE A ©
7 2,
body PKIBody ([21])
- GenMsgContent
- InfoTypeAndValue
infoType OBJECT IDENTIFIER 1. 2. 392.100300. 1. 2. 21 ©
infoValue GenmInfoReqContent
- NegotiationKey
symmAlg AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549.3. 7 ©
parameters NULL yAN
pubAlg AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 1 ©
parameters NULL AN
hashAlg AlgorithmIdentifier
Algorithm OBJECT IDENTIFIER 2.16.840.1.101.3.4. 2. 1 ©
Parameters NULL AN

E1 WE] PO H 5 7 4 —v RIZiL,

VP EZ R LRI b2y, T

J

IO H 57 4 —/v KX, T 3% T 20y, [WE] fPICAHOH 5
74—/ RN, eI ONBICK > TERICRITAZ ENTE D,
H2 E&A77 v M2 [0) #5875,
(3) TBHARINETESL) D lentity-body) DN
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- PKIMessage
Header PKIHeader
Pvno INTEGER 1 ©
sender GeneralName ([4])
| - Name (RDNSequence) (F2) O
recipient GeneralName ([4])
| - Name (RDNSequence) (E2) O
protectionAlg [1]
- Algorithmldentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 11 ©
parameters NULL (E2) O
senderKID [2]
[- KeyIdentifier (1£3) ©
transactionID [4]
[- OCTET STRING (1£4) ©
senderNonce [5]
[- OCTET STRING (E5) ©
recipNonce [6]
[- OCTET STRING (IE6) ©
body PKIBody ([22])
- GenRepContent
- InfoTypeAndValue
infoType OBJECT IDENTIFIER 1. 2.392.100300. 1. 2. 22 ©
infoValue GenpInfoResContent
status PKIStatusInfo




status PKIStatus 0 (&FE7) ©
negotiationKeys SEQUENCE OF
NegotiationKey
- NegotiationKey
symmAlg AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840. 113549. 3.7 ©
parameters NULL (E2) O
pubAlg AlgorithmlIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 1 ©
parameters NULL (E2) O
hashAlg AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 2.16.840.1.101.3.4. 2.1 ©
parameters NULL (2) O
protection [o]
[- PKIProtection (1E8) ©
extraCerts [1]
|* SEQUENCE OF Certificate (E9) ©
Ny

E1 W] MPICORDH 57 ¢ —/ FIZiE, LFEERRE LT by, TLA]
WHIZOHID®H 27 4 —/L Rid, BTRITFR2TIERB2R0,

F2 E3A77 v MT [0) 258k 2.

E3 EICREINIERE DOEFEHED [subjectPublicKey | D GEBIF4 27 7 B,
B34 77Ty NROREMNE Y F&2R<,) % SHA-1IZ XD 2B LI fEE7iekd 5,

H4 (B ZEREL) O [transactionID] 2Rtk SNT-EZFLERT 5,

HE5 13 R E 3231 RELF OB AL T 5,

H6 [P EREL] 0 [senderNonce] (ZFifk S V-fl % fiekd 5,

HE7  TBHMRERE Z2EFICZE LI 2rd2o, [0) Z5e8kd 5, TBHAEZERE ST
[CRFER D THEITIE, KRIL5 128D,

HE8 fI#k 31Z/RT [ProtectedPart] % DER IZ XV 7551k L72fEIZ sha-256WithRSA (Z &
LETELEH UTAELTLET 5,

H9 BREORIOEFEAEL T 5,

(4) TREAFZREL] P lentity-body DA

J4—ILF T—45H B[] WA
GET
- PKIMessage
header PKIHeader
pvho INTEGER 1 ©
sender GeneralName ([4])
| - Name (RDNSequence) (H2) O
recipient GeneralName ([4])
| - Name (RDNSequence) (E2) O
transactionID [4]
- OCTET STRING [BALGILE B SC ) H o TtransactionID) ©
TRtk d b,
senderNonce [5]
- OCTET STRING MBARIGE ) T lrecipNonce] ©
TRtk d b,
recipNonce [6]
- OCTET STRING [FA4RINE L) H0> [senderNonce ©
ek T b,
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body PKIBody ([0])
- CertRegMessages
- CertRegMsg
certReq CertRequest
certReqld INTEGER 0 ©
certTemplate CertTemplate
serialNumber (1] INTEGER Fﬁ% FOHAIEE 3 35D 8 2 HE 2 ©
B EOFR S LT D,
publicKey [6] SubjectPublicKeyInfo
algorithm AlgorithmlIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 1 ©
parameters NULL (H2) O
subjectPublicKey BIT STRING FERICARD AR X &5l T 5, ©
pop ProofOfPossession
([1]POPOSigningKey)
algorithmldentifier AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840. 113549. 1. 1. 11 ©
parameters NULL yAN
signature BIT STRING (7 3) ©
E1 TWH MPICOMOH 5 7 4 —/L FiTiE, L PEEZREELRTIER LR, THA
FAHRIZODO® 5 7 4 —/v R, ST RIT2TE7e sy, TWE] MPICARO
D7 4=V RIL, LT HDNBIC L > TEEICRITHZ ENTE D,

F2 E3A77 v M [0) 258k 5.

#3  TcertReql (2T HEsr% DER IZ XLV 54k L7-fEIZ sha-256WithRSA |2 X 5 &+
B4 him U EE RS D, 7272 L., TsubjectPublicKey ) (ZFi&k L7=ABANEIZXE DY
HETELZH LUIHEEIRGETE 2 b DO TRITNIEZR B0,

(5) TREREIGAES] D lentity-body] DN

T4—ILF T—45H REE WA
GE£1)
- PKIMessage
header PKIHeader
pvno INTEGER 1 ©
sender GeneralName ([4])
|— Name (RDNSequence) (E2) O
recipient GeneralName ([4])
|— Name (RDNSequence) (E2) O
protectionAlg [1]
- AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 11 ©
parameters NULL (F2) O
senderKID [2]
[- KeyIdentifier (E3) ©
transactionID [4]
[- OCTET STRING (7£4) ©
senderNonce [5]
[- OCTET STRING (E5) ©
recipNonce [6]
[- OCTET STRING (IE6) ©
body PKIBody ([1])
- CertRepMessage
response SEQUENCE OF CertResponse
- CertResponse
[certReqld INTEGER 0 ©
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status PKIStatusInfo
status PKIStatus 0 (FE7) ©
certifiedKeyPair CertifiedKeyPair
certOrEncCert CertOrEncCert ([1])
- EncryptedValue
symmAlg [1] AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 3.7 ©
parameters CBCParameter IV ©
encSymmKey [2] BIT STRING (1 8) ©
keyAlg [3] AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 1 ©
parameters NULL (E2) O
encValue BIT STRING (#9) ©
protection [o]
[- PKIProtection (1£10) ©
extraCerts [1]
[- SEQUENCE OF Certificate | (%1 1) ©

1 TWE MTPICORIO®H 2 7 1 —/v R, B TEEFE L 2T Iude b, [AE)
MWHICOHID®H % 7 4 —/v Rik, ST RIT2ITUTR DR,
*2 RE&AZT7 vy M 0] 2787 5,
E3 BB ORIOETIEHZED [subjectPublicKey] DOfi G&BI+427 7 v b, £&4
77y PROSKREME Y h&kR<,) &, SHA-1 2LV 2L EEfiiT 2,
w4 TFEBAEERE L] T ltransactionID] (ZF0Ek S L/l % 5Lk D,
5 TREBAEZERE ] T lrecipNonce) [ ZFedk SNl Zidkd 5,
H6  TFEBHEZERE L] T [senderNonce] (Zitdk S IVl % k7 D,
W7 [GEREECRES) ZIEFICZE L 2T on, [0) Zitskd 5, [REREZER
B ATERFE RS- T2GEITIE, BRE5ICk D,
8 BREHEDOKZ (A7 V=7 M+ % 11.2.840.113549.3.7) &3 5Ll &
FHACELD2LDICRD,) CHW I @EBLNTOEEY TGEHEREL] O
[subjectPublicKey | IZFik S N7 AN E2HWT, 7Y =2 Ml 1+ %
[1.2.840.113549.1.1.1) & T HHEE 72U XA KD KAk L7 i fidk 3 %,
H9 BEIREAELE S OL@ENEE VTS Lo EEFEERT 2,
10 k312" 7 [ProtectedPart] % DER (Z XV &5k L72fEIZ sha-256WithRSA (2
KB EL ZH Ul EE ek T 5,
11 EFREAFRICEA Z LB E OE FREAEL LT 5, ZORAIZENT, 0%
FLEOEFIEHENEN O b DO TRVWE XX, BHOEFEAE S I CRidkd 2,
5 RERFOILE
(1) TBAMAERE L) D lentity-bodyl ONENHIFL4 D (2) [ZEDHERITHEES L
e (&L (2) DA ERR<) IZF, BB, [BHGRISEE] OEE 21220V TE,
[ Content-Type:application/pkixcmp | (218 2 T [Content-Type:text/html| & Fo&k L.
lentity-body) (Z2WTik, R4 ® (3) ONFIZARZ T, WONEEZEEEHLI-bLO%E
EET D, ZOHEITIE. HEEAIL, FEAEZERE] 2EET2 2 ENRTERY,
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(2)

<BODY>

<!IDOCTYPE HTML PUBLIC "//W3C/DTD HTML 4.0 /EN">
<HTML lang="
<META HTTP-EQUIV="Content-Type” CONTENT="text/html; charset=SHIFT_JIS">
<TITLE> # vt —Y 8% </TITLE>

A o=V NBICHERND DT, W TEEHFATLE,
</BODY>
</HTML>

MBAAAELREESC) H D Tentity-body | |ZFEEk 4172 l[symmAlg), pubAlg] XiE ThashAlg]
B, HEE4 O (2) ICEDDERICHEE LAWGA IR, BB X, [BmSEEX o

lentity-body| (2. HiFE4 @ (3) OWHFINAT, #iiL4® (1) [ZEDLHANITLY,

WKONKETLEFELIZLDOEEET D, 2D
B EMMWTER0,

Laiix,

HEE A, TREPERESRE S 245

J4—ILF T—HE REE WA
GE1)
- PKIMessage
Header PKIHeader
Pvno INTEGER 1 ©)
Sender GeneralName ([4])
| - Name (RDNSequence) (E2) O
Recipient GeneralName ([4])
| - Name (RDNSequence) (E2) O
protectionAlg [1]
- AlgorithmIdentifier
Algorithm OBJECT IDENTIFIER 1.2.840. 113549. 1. 1. 11 ©
Parameters NULL (E2) O
senderKID [2]
[- KeyIdentifier (1£3) ©
transactionID [4]
[- OCTET STRING (1£4) ©
senderNonce [5]
[- OCTET STRING (1£5) ©
recipNonce [6]
[- OCTET STRING (1:6) ©
Body PKIBody ([22])
- GenRepContent
- InfoTypeAndValue
infoType OBJECT IDENTIFIER 1.2.392.100300. 1. 2. 22 ©
infoValue GenpInfoResContent
Status PKIStatusInfo
[Status PKIStatus 2 (E7) ©
Protection [o]
| - PKIProtection (*8) ©
extraCerts [1]
| - SEQUENCE OF Certificate | (7£9) ©

HE1IDEG ET, HESKNEIICOWTIE, A4 D (3) OE1MNHIES £T, ES
FOYE9ICF L,

W7 TBRARELRES ICERER b7 2R T oD, 2] 25087 5,

(3) [FEAFERESC] D Tentity-body| 75, HiFt4 @ (4) IZEDDHERITHE A LRV

& (BE5D (4) OB REEINE L) @ lentity-body |

FR<o) 1Zi,
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BB, T




(. AR 4 D (5) ONEL
LICbOZEET 5, ZOHREICIE, B

RAT, miEc4 o (1)

WZED D AU LY,
W, TBAARERE L) #FHRE Ll 6

RDONE % sk

/AN
TZ4—ILK T—45E R B WA
G£1)
- PKIMessage
Header PKTHeader
Pvno INTEGER 1 ©
Sender GeneralName ([4])
| - Name (RDNSequence) (E2) O
Recipient GeneralName ([4])
| - Name (RDNSequence) (E2) O
protectionAlg [1]
- AlgorithmIdentifier
Algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 11 ©
Parameters NULL (E2) O
senderKID [2]
[- KeyIdentifier (E3) ©
transactionID [4]
[- OCTET STRING (7E4) ©
senderNonce [5]
[- OCTET STRING (IE5) ©
recipNonce (6]
[- OCTET STRING (IE6) ©
Body PKIBody ([23])
- ErrorMsgContent
pKIStatusInfo PKIStatusInfo
[Status PKIStatus 2 (E7) ©
Protection [o]
| - PKIProtection (*8) ©
extraCerts [1]
[- SEQUENCE OF Certificate | (£9) ©

E1IMBIES ETIZOWTIL, AiFt4® (5) OIE1LNHIES £TIZHE L,

7

HE9 BEEORBIDOE

(4) TREMAEZRE L) H o> lentity-body)

[REAEESRE S |

IRENRH ST L HRT 0
8 fI#k 31Z/R7 IProtectedPart] % DER (2 L U 7554k L 7=l

Lo\ FEL LK
AEE & LT D,

oI O A

IZFgk &7~ TtransactionID]

(2] k9 5,
Z sha-256WithRSA (Z

[senderNonce] .

rrecipNonceJ [serialNumber] (% [subjectPublicKey| 7%, Fijst4 ® (4) IZED D
RIS L& &3, BB, F%E@%%%ﬂi/ﬁfﬁztj ® Tentity-body ] |2, AiiFE 4 @ (5)
OHFITRZ T RHEEA D (1) IZEDD HFRUT LD  RORARETLEH LTZ LD EXRET 5,
DEFEIZIX, HEE if%%giﬁij%ﬁﬁﬁbﬁfhi@%ﬁw
T4—ILFK T—45 & REME WA
GE1)
- PKIMessage
Header PKIHeader
Pvno INTEGER 1 ©
Sender GeneralName ([4])
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|f Name (RDNSequence) (E2) O
recipient GeneralName ([4])
|* Name (RDNSequence) (E2) O
protectionAlg [1]
- AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840. 113549. 1. 1. 11 ©
parameters NULL (E2) O
senderKID [2]
[- Keyldentifier (1E£3) ©
transactionID [4]
[- OCTET STRING (7£4) ©
senderNonce (5]
|- OCTET STRING (£5) ©
recipNonce (6]
|- OCTET STRING (IE6) ©
Body PKIBody ([1])
- CertRepMessage
response SEQUENCE OF CertResponse
- CertResponse
certReqld INTEGER 0 ©
status PKIStatusInfo
[status PKIStatus 2 (E7) @
protection [o]
|- PKIProtection (E8) ©
extraCerts [1]
|* SEQUENCE OF Certificate (#9) ©

E1ILLEY ETIZOWTIL, Bift (3) DEINLEIETLERFL,

F£4 FAFSOLEEORBEHICHERT 2EHHERADEHEOAR
fiti 9~ 2 SRR A R OV 7 A L4
il 32 BREAIFLERELIR, 7 7 A VA KDY 7 A ~OFEERSTRUT DV T, At 10 1
MNH3ETIZEDD EZAITL D,

2 WP OEFEEH T 7 AV

18

T4—ILF T—45H REE WA
G¥1)
- PKIMessage
header PKIHeader
pvno INTEGER 1 ©
sender GeneralName ([4])
|* Name (RDNSequence) O
recipient GeneralName ([4])
I* Name (RDNSequence) O
Body PKIBody ([0])
- CertRegMessages
- CertRegMsg
certReq CertRequest O
reglnfo SEQUENCE OF
AttributeTypeAndValue
(suspensionSecretCode) AttributeTypeAndValue
type OBJECT IDENTIFIER 1.2.392.100300. 1. 2. 105 ©
value SuspensionSecretCode
hashAlg AlgorithmIdentifier
Ialgorithm OBJECT IDENTIFIER 2.16.840.1.101.3.4.2. 1 ©




| parameters NULL AN
hashedSecretCode OCTET STRING (JE2) ©

w1 WA MHPICOHIOH D 7 4 —/L Rk, PEZFEL2TUER 570, WA
WFIZOHID®H 57 ¢ —/v RiZ, BTRT 2Ty, TWE] MTICAMOH %7
4=V R, BT HRRICE > THEBICRITHZ LN TE D,

2 ARBOWMIT 52 SHA-256 12 L 0 A#: Lo aitéd 2, il s ok 3L, 8 /31
Nk 64 34 NULF &3 %, T 2 3CFEOMIT, B AREELS X0201 THE Sz
77/1%%lﬂi%%Ak¢5 LFFEORF ALFEBLUL, B APEZES I X0208-1997 K&

LICHET 5 HFRUIT X

5 HKIEBOEEDAK
1 #WE7e han
PASEE LRSS 33 5 13 55 2 HOBEIZ L D EE 2OV TIE, BB Ml 28 15f
BRI ARNER T 2E R R L 28T 2 EXEERERAZB L TITY b L L, 20
WE~7' e b2k, HITP &35,
2 EXOEZEDOEAREX
BiE & m A & OB OBEIXOEZEIL, LFOFIEICL S
B, OPb@F TCOEBILOHRICONTIL, B3 FTED D,

(DB B R, .

Jei « @B A2 7 ®

Hi i

A @It R R . H
< Dk 1L B

O JEHAIE, BEEEIC [BRMGEREL] 2XET 5,

@ XREiE. BHAIC sha-256WithRSA IC L 2B T B4 2 Uz [BRMGISEEL) &k
(EERAE

@ JEMAX BRLEICHENG T2 Gt T — 2 FEHHLE OAMNE 2 AW TIES{L Lz TR
IEJREREL) ZEET D,

@ FFEIE. JEHAIC sha-256WithRSA (2 X 58 754 &5 Uz KIERISEE L) &k
(EERAD
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3 KEIXOMHRK

ATRC 2 DR ELOFEAIT, KO (1) LV (2) IZEDDHEZAICEY, FHEBIZHEYT D
REMEZ L, ZOWIZXKE Y BT 2R = & T 5,
(1) TBRAGERESC) RO MKRIERERES) O

HE HHE EREME XY
1 | Request-Line POSTA/bin/dcwcgi/DC_HUSR/cert/cert CR+LF
AHTTP/1. 1
2 request—header Host:crca. moj. go. jp CR+LF
3 entity—header Content-Type:application/pkixcmp CR+LF
Content—Length:N (1) CR+LF
4 general—header Connection:close CR+LF
CR+LF
5 entity—body (F2)
H1 INJ &, IHES5 lentity-body] ONA MEZTET D,
H2 IES lentity-body) OFREMEIL, HZiL4IZEDD EZAITL D,
(2) TBRURIGEE L) KOy MAIEEISEE L] OREKR
HE G=1: 1] REE Xty
1 Status—Line HTTP/1. 1A200A0K CR+LF
2 entity—header Content-Type:application/pkixcmp CR+LF
3 Content—Length:N (1) CR+LF
4 | general—header Date: (J£2) CR+LF
5 Connection:close CR+LF
6 | response—header Server: ({3) CR+LF
7 Set—Cookie Set—Cookie: CR+LF
(E4) CR+LF
8 | entity-body (7E5)
H1  INJ &, IHE 8 lentity-body] DO/ A MREZFEET D,
E2 EEOHRZZY = VBRI LV LT 5,
#3  TServer:] OWIT, BitBENMBEDFEHELFCIHKT A ENTX D,
H4  [Set-Cookie:] DWIZ, HilENHEEDOFHEZLET HZ LN TE D,
H5 IHE 8 Tentity-body) OEMEIL, BiLdIZED D LT AICLD,

4 KBEXFO lentity-body] DHNE

(1) HFFt 3 DEEXLH D lentity-body) (ZiX, D (2) 226 (5) FTILEDD L ZAIZK
v, 7= BT 52 DT, ik 4 OIS~ T, T7 04— B MICHT
LEHAGET D, ZOHAICENT, [F—28 foERAIL, ASN.1 KOfER4 ICED
HEZAILEB, T—HDOFEIE. DERIZL D,

(2) TBRIRZEERFESC) > Tlentity-body] DN

J4—ILE

T—2E REE

%7
GE1)

PKIMessage

header

PKIHeader
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pvno INTEGER 1 ©
sender GeneralName ([4])
| - Name (RDNSequence) (2) O
recipient GeneralName ([4])
| - Name (RDNSequence) (E2) O
transactionID (4]
- OCTET STRING 134 FPLE3 234 RELTOELE % ©
LI D,
senderNonce [5]
- OCTET STRING 134 RLAE3 284 RULT ORI E ©
LI D,
Body PKIBody ([21])
- GenMsgContent
- InfoTypeAndValue
infoType OBJECT IDENTIFIER 1. 2. 392.100300. 1. 2. 21 ©
infoValue GenmInfoReqContent
- NegotiationKey
symmAlg AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549.3.7 ©
parameters NULL AN
pubAlg AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 1 ©
parameters NULL AN
hashAlg AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 2.16.840.1.101.3.4. 2. 1 ©
parameters NULL yAN

1 TWE MO0 H 5 7 4 —/ Ridix, LT EE e LT by, THE)
IO H 57 4 —/v KX, T 3% TR0y, [WE] fPICAHOH 5
74—V RiE, RBRET ORI L > TEREICRIT D Z ENTE 5,

H2 R&A77 v M2 [0) 25887 5,

(3) TBALAIEEE L) o lentity-body) DHE

J4—ILF T—4HR B[] WA
GE1)
- PKIMessage
header PKIHeader

pvho INTEGER 1 ©
sender GeneralName ([4])

| - Name (RDNSequence) (E2) O
recipient GeneralName ([4])

| - Name (RDNSequence) (E2) O
protectionAlg (1]

- Algorithmldentifier

algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 11 ©
parameters NULL (E2) O

senderKID [2]

[- KeyIdentifier (1£3) ©
transactionID [4]

[- OCTET STRING (1£4) ©
senderNonce [5]

[- OCTET STRING (1£5) ©
recipNonce (6]

[- OCTET STRING (7E6) ©

Body PKIBody ([22])

- GenRepContent

I - InfoTypeAndValue
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infoType OBJECT IDENTIFIER 1.2.392.100300. 1. 2. 22 ©
infoValue GenpInfoResContent
status PKIStatusInfo
status PKIStatus 0 (FE7) ©
negotiationKeys SEQUENCE OF
NegotiationKey
- NegotiationKey

symmAlg AlgorithmlIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549.3.7 ©
parameters NULL (E2) O

pubAlg AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 1 ©
parameters NULL (E2) O

hashAlg AlgorithmlIdentifier
algorithm OBJECT IDENTIFIER 2.16.840.1.101.3.4.2. 1 ©
parameters NULL (E2) O

protection [o]
[- PKIProtection (1E8) ©
extraCerts [1]

[- SEQUENCE OF Certificate | (£9) ©)

HEL1DWDIES ETIZOWTIE, RFLHE 3D 4D (3) OFE1NHIEG6 £TIZFE L,

7 TBRMELRFES) ZIER|

WZEREN D> T 5E 1R, %iLb 12k D,

#8 f1#:4 12777 [ProtectedPart] % DERIC L Y& E{LLT-

B4 T Ll EE i T 5,

HE9 BEEORBIDOE

AL E & ek D,

(4) MRIEEZREIL] P Tentity-body) DHE

ZE LI &Rz, 10) Zitdd 5, [BHAAZERE S

— X

sha-256WithRSA |2 L %
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T4—ILFK T—4HR B[] WA
GE1)
- PKIMessage
header PKIHeader
pvho INTEGER 1 ©
sender GeneralName ([4])
| - Name (RDNSequence) (F2) O
recipient GeneralName ([4])
| - Name (RDNSequence) (F2) O
transactionID [4]
- OCTET STRING [BAtAISZE#E S P o> [transactionID) ©
ik T 5,
senderNonce [5]
- OCTET STRING [BARIS A ) T [recipNonce] ©
ZEERT D,
recipNonce [6]
- OCTET STRING [FA4RINE L) H10> [senderNonce ©
ZEERT D,
Body PKIBody ([21])
- GenMsgContent
- InfoTypeAndValue
infoType OBJECT IDENTIFIER 1.2.392.100300. 1. 2. 1 ©
infoValue GenmSuspReqContent
certDetails CertTemplate
serialNumber [1] INTEGER EFIEHEOE S 2T D, ©
issuer [3]
- Name (RDNSequence)




RelativeDistinguishedNa
me

(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6 ©
value PrintableString JpP ©
- RelativeDistinguishedNa
me
(organizationName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.10 ©
value DirectoryString Japanese Government ©
(UTF8String)
- RelativeDistinguishedNa
me
(organizationalUnitNam |AttributeTypeAndValue
e)
type OBJECT IDENTIFIER 2.5.4.11 ©
value DirectoryString Ministry of Justice ©
(UTF8String)
- RelativeDistinguishedNa
me
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3 ©
value DirectoryString Registrar of Tokyo Legal Affairs ©
(UTF8String) Bureau
revocationReason ReasonFlags 6 ©
suspensionReasonCode INTEGER 1 ©
suspensionDetail EncryptedValue
keyAlg [3] AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 1 ©
parameters NULL yAN
encValue BIT STRING (£ 3) ©

1

TR MTPICOHIO® % 7 ¢ —/L RIZiE, & FEZ iR L2 sy, U4

1]

WHIZOMDH %5 7 4 —/v R, B TRIT 2T 57220, TWAH] MTIZARDSH %

74—V i,

H2 ESA77 v bz To] 2895,
E3 PHEEEHAIE 33 550 6 4 5 HHE 4 5O#MG 50wz, DER ICX 0 &3k L7z
Theader|i#i% SHA-1 IC X WA LIZEZMIN LT D&% BGEE OANE 2 HV T,

FLER T DRI L - TIERICRIT 5 2 &3 TE D,

FT7 V7 N % [1.2.840.113549.1.1.1) LT 5T LAY X AICK VRS L
TAEZFLERT D, BRE OAMNE L, TBMICEE) OF I ICiiskI N b D2
L7 iuid7zz 6720,
(5) MARILESZEES] O Tentity-body] DWE
J4—ILF T—HE REME WA
GE1)
- PKIMessage
header PKIHeader
pvno INTEGER 1 ©
sender GeneralName ([4])
| - Name (RDNSequence) (H2) O
recipient GeneralName ([4])
I - Name (RDNSequence) (H*2) ©)
protectionAlg (1]
[- Algorithmldentifier
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algorithm

OBJECT IDENTIFIER

1.2.840.113549. 1. 1. 11

parameters

NULL

(E2)

senderKID

[2]

Keyldentifier

(7£3)

transactionID

[4]

OCTET STRING

(4)

senderNonce

(5]

OCTET STRING

(7 5)

recipNonce

(6]

OCTET STRING

(£6)

O\ |10\ [o[\|©]\|0|©

body

PKIBody ([22])

GenRepContent

InfoTypeAndValue

infoType

OBJECT IDENTIFIER

1.2.392.100300. 1. 2. 2

infoValue

GenpSuspResContent

status

PKIStatusInfo

status

PKIStatus

0 (FE7)

revCert

Certld

issuer

GeneralName ([4])

Name (RDNSequence)

RelativeDistinguishedNa
me

(countryName)

AttributeTypeAndValue

type

OBJECT IDENTIFIER

2.5.4.6

value

PrintableString

JP

©|©

RelativeDistinguishedNa
me

(organizationName)

AttributeTypeAndValue

type

OBJECT IDENTIFIER

2.5.4.10

value

DirectoryString

(UTF8String)

Japanese Government

©|©

RelativeDistinguishedNa
me

(organizationalUnitNam

e)

AttributeTypeAndValue

type

OBJECT IDENTIFIER

2.5.4.11

value

DirectoryString
(UTF8String)

Ministry of Justice

©|©

RelativeDistinguishedNa
me

(commonName)

AttributeTypeAndValue

type

OBJECT IDENTIFIER

2.5.4.3

value

DirectoryString

(UTF8String)

Registrar of Tokyo Legal Affairs
Bureau

©|©

serialNumber

INTEGER

(8)

protection

[0]

PKIProtection

(£9)

©

extraCerts

[1]

SEQUENCE OF Certificate

(IE10)

©

E1

[WZE] SFICORID B 5 7 4 —/L R, B TEZREE LTI 60, [

WHRICOHIO®H D 7 4 —/b Fid, B FRITR2THITR LR,

H2 RSA77 v M 0] Z5ekd %,
3 E1 ORI NI B E OB FIEHED TsubjectPublicKey] Ofi G&RIFA4 2 7

v b REAZ Ty BERORMEME Y bzkr<,) &, SHA-1(Z XD AH Lz faz ity
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Do

H4  MKIEEEREL] #O ltransactionID] (ZFék S V- fE % FLdkT 5,

S MRIEREREIL] D lrecipNonce| (Zrik S 7o EZRLERT D,

HE6  MKIEEEREL] O [senderNonce) (ZFtdk S NI-fE%EFLdkT D,

H7 MRIEREREL) 2 EFICZE LI Z2Rd 720, [0) Zitékd 5, KIERERE
X ACRER DS THEAITIE, B 5 ICE D,

HE8 Bt EOE T EZTLET 5,

9 {412~ 3 [ProtectedPart] % DER IZ &L U 75 5/b L7 fEIZ sha-256WithRSA (Z &
LETESL T U EERLERT D,

H10 BiBEORFOEFHEHEL LT 5,

5 RHEFFOME

(1) TBRLAZEERFESC) D Tentity-body) 23FiEL4 @ (2) ITEDH HENICHEHA LWiGE (1
5D (2) ICED L HEER<,) TR 2 HLEOHEICOW L, #RFE 3050 (1)
[Z& %, ZoHEITE, BEAE, UREBEREL] 2 ET5Z &N TE R0,

(2) TBHARZEERAESC F@ Tentity-body) IZFiEk S 4172 [symmAlg). TpubAlg) X ThashAlg]
BRIFLA D (2) IWEDDHZHRICHEA LARWEAIL, B EiL, IFHAISEEL) ©
lentity-body] (2, Alat4 @ (3) ONFITRAT, A4 ® (1) OEHDHHFRUTL Y,
RONKF LTI LT DZFET D, ZOHEITIE, BHAL, UREEEREX) 28E7
DT ENTERY,

T4—ILF T—45H REE WA
GE1)
- PKIMessage
Header PKIHeader
Pvno INTEGER 1 ©
Sender GeneralName ([4])
| - Name (RDNSequence) (E2) O
recipient GeneralName ([4])
| - Name (RDNSequence) (F2) O
protectionAlg [1]
- AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 11 ©
parameters NULL (E2) O
senderKID [2]
[- Keyldentifier (FE3) ©
transactionID [4]
[- OCTET STRING (1£4) ©
senderNonce [5]
[- OCTET STRING (1£5) ©
recipNonce [6]
[- OCTET STRING (1:6) ©
Body PKIBody ([22])
- GenRepContent
- InfoTypeAndValue
infoType OBJECT IDENTIFIER 1. 2.392.100300. 1. 2. 22 ©
infoValue GenpInfoResContent
status PKIStatusInfo
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| | | | | | status PKIStatus 2 (&E7) ©
protection (o]

| | - PKIProtection (E8) ©
extraCerts (1]

|| [- SEQUENCE OF Certificate | (7£9) ©

EL1PDLES ETIZOWTE, AREHE 3D 4D (3) DIELNLIES £TIZH L,
w7 TBMERE IR N2 L2t o, [2) Zitdékd 5,
E8 fI#k4(Z/R7 IProtectedPart] % DER IZ L ¥ 7551k L72ffIZ sha-256WithRSA (Z
X oEAEL ik Uz itk 2,
H9 BiLEOEROEFEREL ST 5,
(3) MRILEZEREL) H D lentity-body) 23, AiFt4 @ (4) IZEDLERITHEE LW
B (i (4) OBEZER<) ITE, BLEIEL. UKILEISEES] O lentity-bodyl (2,

AFE4 D (5) ORFITRAT, ARt D (1) KEDLHFAUCTKY , RONEEFLE LT
bOZEET D, ZOHAIIE, BHANT, TBMEREX] 2HEE Ladhidn b,

J4—ILF T—HE REE WA
GE1)
- PKIMessage
header PKIHeader
pvno INTEGER 1 ©
sender GeneralName ([4])
| - Name (RDNSequence) (E2) O
recipient GeneralName ([4])
| - Name (RDNSequence) (H2) O
protectionAlg [1]
- AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 11 ©
parameters NULL (F2) O
senderKID [2]
[- KeyIdentifier (IE3) ©
transactionID [4]
[- OCTET STRING (7E4) ©
senderNonce [5]
[- OCTET STRING (7£5) ©
recipNonce [6]
[- OCTET STRING (1:6) ©
Body PKIBody ([23])
- ErrorMsgContent
pKIStatusInfo PKIStatusInfo
[status PKIStatus 2 (E7) ©
protection [o]
| - PKIProtection (*8) ©
extraCerts [1]
[ SEQUENCE OF Certificate | (FE9) ©

E1IMBESETIZCONWTIL, BifEt4® (5) OE1IMLLEES ETICFE L,
7 MRIEEERES) ICEBERNH--Z 2RI, 12) 2304875,

I8 8412777 [ProtectedPart] % DER IZ X 0 & 5{k L7-fHIZ sha-256WithRSA |
K DETFEL ZE UTEEZ T 5,

E9 BB ORHOE

AEPAE 2 Rdk T %,
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(4) MRIEBERESL] HFO lentity-body) (ZFCEk S 417- ltransactionID],  [senderNonce].
lrecipNonce]. [serialNumber], lissuer], [suspensionReasonCode] X% [lencValue]

2, HiFE4 O (4) WEDDBRITHAE LRV E Eid, BELBEiX, KILEISEEL] O
lentity-body| (2, Aiat4 @ (5) ONFITRAT, #Aipcd4® (1) [ZEHDHHFRUT LY,
RONEBEETLE LT b DEFRET D, ZOHEITIE, MEAE, TBHAERE] /&G L

T IUE R 5700,
J4—IL K F—AaE BEfE

- PKIMessage
header PKIHeader
Pvno INTEGER 1 ©)
sender GeneralName ([4])
|f Name (RDNSequence) (E2) O
recipient GeneralName ([4])
|— Name (RDNSequence) (E2)
protectionAlg [1]
- AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 11
parameters NULL (*2)
senderKID [2]
[- Keyldentifier (E3)
transactionID [4]
[- OCTET STRING (JE4)
senderNonce [5]
[- OCTET STRING (JE5)
recipNonce [6]
[- OCTET STRING (7E6)
Body PKIBody ([22])
- GenRepContent
- InfoTypeAndValue
infoType OBJECT IDENTIFIER 1. 2.392.100300. 1. 2. 2 ©
infoValue GenpSuspResContent
status PKIStatusInfo
status PKIStatus 2 (FE7) ©
revCert Certld
issuer GeneralName ([4])

O

O\ |0\ [Gf\|©]\|0|©

- Name (RDNSequence)

- RelativeDistinguishedNa
me

(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString JP

©|©

- RelativeDistinguishedNa
me

(organizationName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.10

value DirectoryString Japanese Government
(UTF8String)

- RelativeDistinguishedNa
me

©|©

(organizationalUnitNam | AttributeTypeAndValue
e)
Itype OBJECT IDENTIFIER 2.5.4.11 ©
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value DirectoryString Ministry of Justice ©
(UTF8String)

- RelativeDistinguishedNa
me

(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3 ©
value DirectoryString Registrar of Tokyo Legal Affairs ©
(UTF8String) Bureau

serialNumber INTEGER (8) ©

protection (o]
| - PKIProtection (#9) ©

extraCerts (1]
| - SEQUENCE OF Certificate (1 0) ©

HE1MWDIEE ETIZOWT, Aift4® (5) OFE1INHEG ETIZFEL,

T MRIERERES ICBERH-T-Z 2R 720, [2) 2587 5,

8 EAAEHEOER S Z LT 5,

H9 £k 4 1277 [ProtectedPart] % DER IZ & Y =54k L7-fEIZ sha-256WithRSA (&
L DETEAEH AT D,

10 BEORIOEFHEHEL LT 5,

%6 TEFIAZBICRIAARVZDOFEROAR
HE7 e han
PASERFCHLANES 33 4D 15 5 2 THOKHE K ONRISRE 3 HHIZHB W THE 55 33 5D 8 5%
1 HOBEIZ X DEEICHWDBE T 2 h=uid, HTTP &35,
2 EXDOEZEDOEAREA
BRLE &L WA L OB OE XL DEZEIL. LLFOFIEIC
7256, ORV@DHE L DORERIZ DUV T \%ﬁ3uTTE®60

i (DFEH ZR AL R "
i b
A < O S Gl

O HEADBBLEICHET D TREHZSRES 13X, FERICBRL2EFERFEICRER SN
motAfter] ® HIFE TIZ, EFREFRRLATICEE L iude b, £72, RO
EDOHKE (BEIEEORE S 72 TnotBefore] 7> notAfter] F CTOHFHICIRS,)
WZOWT O TFEBBRES ) 1E, FERICAR D EFREHE Cﬁﬂﬁéﬂf: MmotAfter] ®H®

FHMNLERLTTHEZBZ72WH ETIZ, BFRFEERATIZRIE L2 T 7e 5720,
@ BHEEIL. B AIZ sha-256WithRSA 12 & @%ﬁ%%%ucfﬂ%méﬁij%ﬁﬁ
T 5,
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3 HKEIXDORERK

BIFC 2 DB BILORERIT., kD (1) KO (2) IZEDHDHEZAICEY, FHEBAIZZ YT S

BREMEZ FidR L, T OWICXY) Y WIS 2 HIE 5 2 fldk T 5,

(1) TREWIZERTEIL) ORERK

H& IHH BREE XY
1 | Request-Line POSTA/bin/dcwcgi/DC_HUSR/cert/cert CR+LF
AHTTP/1. 1
2 request—header Host:crca. moj. go. jp CR+LF
3 entity—header Content-Type:application/ocsp—request CR+LF
Content—Length:N (1) CR+LF
4 general—header Connection:close CR+LF
CR+LF
5 | entity-body JE2)
H1 INJ %, HHE S5O lentity-body] D/ hEEET 5,
W2 IHES O lentity-body| DOFREMIX, HiLdITEDHD LT AIZL D,
(2) TRERUSZESL) DR
HE Z21:0) BREE XY
1 | Status—Line HTTP/1. 1A200/A0K CR+LF
2 entity—header Content-Type:application/ocsp—response CR+LF
3 Content-Length:N (##1) CR+LF
4 | general-header Date: (J£2) CR+LF
5 Connection:close CR+LF
6 | response—header Server: (J£3) CR+LF
7 | Set—Cookie Set—Cookie: (7¥4) CR+LF
CR+LF
8 | entity-body (7£5)

H1 INJ 1%, %8 lentity-body] DA MEEZFET D,

2 HFEOHWE VY = UEMERFZ L0 FiikT 5,
H3  TServer:] OWIZ, BLENEEDOFEHEGHKT DI ENTE D,
4 ISet-Cookie:] DT, BHiLE MM EOFHAZLET DI LN TE 5.
H5 HH&E 8D lentity-body| DFXEMEIL., Bt 4ICEDDH EZAITLD,

4 KBXFD lentity-body] DHNE

(1) BFE 3 DAEILH D lentity-body) 1Zik, kD (2) Xk (3) IZEDDHEZAITED,
[ — & i 202 O T, M85 ORIt~ T, T7 40— B MiciiF 25
HEGEkT 5, ZOHAICBWT, [F—28] fMoRRt, ASN.1 KOS5 I2ED D &
ZAHIZL D, T DO EkIL, DERICX D,

(2) TREPAZERESC] 11> lentity-body) DHE

T4—ILF T—4E BREME W7
GE1)
- OCSPRequest
tbsRequest TBSRequest
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requestList SEQUENCE OF Request
- Request
reqCert CertID
hashAlgorithm AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.3.14.3. 2. 26 ©
parameters NULL yAN
issuerNameHash OCTET STRING FE D%I5R & 7 D EFRE O ©
lissuer| ZJ@9 HE4%y% . DERICZ L
DRt L7 fEA . SHA-1 12 &0 2 #
Ui fldkd 5,
issuerKeyHash OCTET STRING (H2) ©
serialNumber CertificateSerialNumber | ZERADFERIAR D EFFFAEDOR S % ©
ALK D,
singleRequestExtensions (o] AN
(£ 3)
- Extensions
(confirmationTime) Extension
extnld OBJECT IDENTIFIER 1. 2. 392. 100300. 1. 2. 102 1©
extnValue OCTET STRING
- ConfirmationTime FEB ORISR L 2 BB EORED AR % T©
7 =y UEEHERRZ K FEERT D (1
4),
requestExtensions [2]
- Extensions
(nonce) Extension
extnld OBJECT IDENTIFIER 1.3.6.1.5.5.7.48.1. 2 ©
extnValue OCTET STRING
- Nonce 3o NEAE323A FELTFOELS A D ©
32,

1 TWE MPICOEIOH S 7 0 —/b R, B TEEZRE L2 TIUER b, [AE)
HWHIZOHID S5 74— Rit, BTBTF 2T o220, TWE] P AEoH 5
74—V RiE, GEETANBICL > TIEREICR T A R TE 5, WA Pz T O
DIHDH7 44—V RIZiE, EICT7 ¢4 — L REFTZEXE, P EERRE L 2Tl
SRANAN

E2 FEHOXG L 70 b8 FREHEEER L 72 B50E OFE FREHED [subjectPublicKey | @
B Gl 2277y b, BSA7 7y REORFEHE Y F&2R<,) %2 SHA- 1 IZL DV E
a LT fEAFLET D,

W3 ATV RERETHILICED BEOREDHRFIZOWTOREZ5ERT 5 2
EMWTE D,

4 NEEORFED A L1, ROOXIT@ LT 5,

O FEHORSRE 72 5B AEHEIC TnotAfter] & L CRigkS N7 HEFE TOM
S>TIE, BEAEAEIC TnotBefore] & L CitgkS 7z HEFND
DAL D B RF

©@ EREAEIC TnotAfter] & L CRtgkI N7 HEFLAFED D TnotAfter] & L Chodk
SNTHERBL TS 7 HEBZZRWHETOMIZH > Tk, BEBFiEHEC

lmotBefore] & L CrifkI4L7z HIE D [notAfter] & L TRtk 7= HIFETO
AR O H Ik

(¥ >
AEA &R T HET
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(3) TREHIGEESC) o lentity-body] DA

TZ4—ILK T—HRE R B WA
GE1)
- 0OCSPResponse
responseStatus 0CSPResponseStatus 0 (1:2) ©
responseBytes [o]
- ResponseBytes
responseType OBJECT IDENTIFIER 1.3.6.1.5.5.7.48. 1. 1 ©
response OCTET STRING
- BasicOCSPResponse
tbsResponseData ResponseData
responderID ResponderID ([2])

- KeyHash (JE3) ©
producedAt GeneralizedTime (HF4) ©
responses SEQUENCE OF

SingleResponse
- SingleResponse
certID CertID
hashAlgorithm AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.3.14.3.2. 26 ©
parameters NULL (E5) O
issuerNameHash OCTET STRING (7E6) ©
issuerKeyHash OCTET STRING (HF7) ©
serialNumber CertificateSerialNumber | ({£8) ©
certStatus CertStatus (CHOICE)
good [0] NULL (FE9) AO
(H£9)
revoked [1] RevokedInfo (H#9) ANO
(H£9)
revocationTime GeneralizedTime (1 0) TO©
revocationReason [0] CRLReason (F11) (@)
unknown [2] UnknownInfo (E9) ANO
(1£9)
thisUpdate GeneralizedTime (E12) ©
singleExtensions [1]
- Extensions
(ocspStatusCode) Extension
extnld OBJECT IDENTIFIER 1.2.392.100300. 1. 2. 103 ©
extnValue OCTET STRING
|* OcspStatusCode (F11) ©
(confirmationTime) Extension A
(71 3)
extnld OBJECT IDENTIFIER 1.2.392.100300. 1. 2. 102 TO©
extnValue OCTET STRING
| - ConfirmationTime (1 4) TO©
responseExtensions [1]
- Extensions
(nonce) Extension
extnld OBJECT IDENTIFIER 1.3.6.1.5.5.7.48.1. 2 ©
extnValue OCTET STRING
| - Nonce (E1 5) ©
signatureAlgorithm Algorithmldentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 11 ©
parameters NULL (JE5) O
signature BIT STRING (E16) ©
certs [o]
- SEQUENCE OF Certificate (FE17) ©
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Tl TWE MTICORIOH 2 7+ —/b RIZiE, B TEEFE LT ude b, [0AE]
WHFIZOMO®H % 7 4 —/v Rk, B FRTRITHTR 6720, WA TIZARHIOH S
74—V RiE, BT ORI L s TIRRICRIT D Z &N TE 5, TWAE] Iz T OF
DdDHT 4=V NiZiE, BRI 4=V RERT & &%, LT ELEReE LR T Tk
B, WA MTPICAOHIO®H 27 4 — /L RIZiE, EIICEDDHLEZAIZLED, VT
N1 DT 4 —)b RETRE LRITIUTZR 520,

w2 [GEHECRES) 2 EFICZE LI 2R d 72, 10) 2iskd 5, [REHEREL
WZHRENH > T-GAEITIE, L5 Ik b,

H3 16 GCTE&’)ZD ?%5’% ZAT o 12850 OEAEHED [subjectPublicKey) OfE Gk
WMFA 7Ty b BSA 77Ty MEORMEHE Y F&ER<,) Z SHA-1 12XV ZH L7 E
ERLERT D,

H4 ZOBEBXEERLIZHRE 7Y = UFEHEREIC XV FigkT 5,

5 E&A77 v Mz [0) Z5c#d 5,

HE6  [FEHZERE ] T lissuerNameHash| [ZF0Ek SN 7EZFLET D,

HE7  [REHZESRESC] F 0 lissuerKeyHash) (ZRE&k S V- EZFLdkT 5,

ES8  [FEHZERE L] HF lserialNumber| ([ZiCEk I 7-EZFCET D,

9 ORIEITHHFEHIZHEY T L5810, RENBILEDD 7 4 —/V RERET D,

FIH BENE

— | B

FEAEIZOWTIAEE 2 I3 DOWTFNOFIHAIZY | [good)
Y LN b
2 |HE11ORP, HE1LLT7TETONTNNOFHIZ | [revoked)
UL L
3| IFEM k& ) & T issuerNameHash | .| lunknown]
lssuerKeyHash| #7 L < % [serialNumber| 273V
NV, TEFREAZEICFEE I TnotAfter] @
HIRFE Tl [FEBZERE L) NEF3RRE S Re T B
L7ghol=Z &

H10 &11@%$@§1ﬁ%71(@w¢nﬂ@$ﬁﬂ£ﬁénéﬁA~ N s
Uiz A% 7 ) = o UREERFIC L 0 5i8kd 5,

H11 RoERIZHET 5f$@Ju&éféﬁA\-f%ﬁﬁﬁJKﬁ@éﬁ?%ﬁﬁTéo
ZOHAICENT, HE 19D 4 ETOEBOFRHEITELT D & X3, RPNECTF
HIZOW T DOIRFLERT D, HES D 7 ETONTNOOFEENE C-RLIRIC, THE
1P 4AFETONTNULOFHENECZ L XL, HE1INDAETOFHD I B, K
WA U HEICOWTOLTET 5,

TH HFIH FLERNZE

% CRL OcspStatus
Reason Code

1| FERIER 1250 28 THO RN 12 &b & 5 1
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2 | PEEEBEOHIANG 335 1245 1 T 2 5 OHUEIC ;@ 3 2
':jé: nﬂi%i Lnﬂﬁéjﬂjﬁﬂnﬂ%%ﬁ Wﬁi’{%ﬁ‘é
ELT-BOBEMNR ST X

3 | FEEBRTHAIE 3350 165 1 HOHEIC LY, B | 2 4
FTOFEMIC L VEEAZT2ORMHY TR o7z L3R
WDl E

4 | PRGOS 33 5 16 5 1 THOMEIZ LV, BiL | 5 2

FTOFH LIS OFRIC L VFEHZ 35 O0nFHY T4 <
Rol- LB L L x

5 | FEEERTHAIE 33D 12 1HEF 1 50@MNdH o | 6 2
72 & (FIASE 3 Fommnb ol X &#fR<,)
6 | FEEEHAIFE 335D 13FE 1 HOBMEIC LV EFF| 6 1

HEOHEHORIEDR A b -7z &= (FSREH 5 HD
a3 o7z & = &ER<,)

7 |HEES K6 DWTHICHREN TS L X 6 3

8 |E9ICLY., lgood] D7 4 —/L RERELIZL & 0

9 [{E9ICX Y., Tunknown] O 7 4 —/)L RERE L L 0
X

5 HE

HF12 BEENEHOMNREZMHER LI-HKEZ 7Y = VR L0 Giek T 5,

H13  TEEBAERESC] I [ConfirmationTime] NFEkIN TV E XX, 2N HD
74—V RERIT D,

H14  TGEBAERESC] I [ConfirmationTime ] NGk IN Tz E XL, 74—
RiZfEz %ﬂ%&ﬁ*é

W15 TRERAZERESC] @ [Nonce| |ZFifk Sl % fldkd D,

%16  [ResponseData] % DER TfF5{k L7-fEIZ sha-256WithRSA |2 L 5 E 1%
4 il T ez fiid %,

W17 BRREORSOEFREFAELZ LT 5,

fRE D ALER

[GEAHECRE ) D Tentity-body) OWNEMNHIGL4 D (2) IZEDDHERITHE LW
A (FiFE4 o (3) OFE9ICEY Tunknown) D7 4 — /L RERET DHHAZRLS,) IF,

Tl

'ﬁ@ifﬁﬁmﬁ #E 3] @ lentity-body] (2, AiFt4 @ (3) ORNFITRZ T, A4 o (1)

DEDLHRUCE Y WONKEZFLIR LI bOZEET D,

TA—IF F—5R HEfE WIE
GE1)
OCSPResponse
| responseStatus 0CSPResponseStatus 1 (E2) ©
E1 W] MPICO OG5 7 4 —n Ricid, SPEE S LT IUER 5720,
2 REAZEREL) ICRENSH -2 LamTiow, (1) 2y 5,
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