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- PKIMessage
header PKIHeader
pvno INTEGER ©
sender GeneralName ([4])
I - Name (RDNSequence) O
recipient GeneralName ([4])
| - Name (RDNSequence) O
body PKIBody ([0])
- CertRegMessages
- CertRegMsg
certReq CertRequest
certReqld INTEGER ©
certTemplate CertTemplate
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subject [5] A
(£2)
- Name (RDNSequence)
- RelativeDistinguishedNa AN
me (J£3)
(organizationName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.10 10
(E2)
value DirectoryString Pﬁ% SOHLRIGS 33 50D 6 55 6 DM E 10
(UTF8String) LRV EEORESE s —~vTET|] (E2)
i%/T L7-b ozt 254 121%, &2
9%, (JE4)
- RelativeDistinguishedNa yAN
me (E5)
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3 1©
(F£2)
value DirectoryString Pﬁ%“uaﬁﬁu 335D 655 6 THOME ©
(UTF8String) AR ADE o2 ffﬂ—'\?%g‘;ffﬁﬂ’ (H2)
Lt%@”&ﬂﬁ‘f;’ LA, sk
%, (E4)
publicKey [6] SubjectPublicKeyInfo
algorithm AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 1 ©
parameters NULL yAN
subjectPublicKey BIT STRING A APEZERIS X5731-8 fit/EE D ITED ©
LHRUTHE S THERR L72 2,048 ' |
DAFHNE Zftdkd 5,
extensions [9] Extensions
(registeredCorporationInfo | Extension
)
extnld OBJECT IDENTIFIER 1.2.392.100300. 1. 1. 3 ©
extnValue OCTET STRING
- RegisteredCorporationln
foSyntax
corporateName [o]
- DirectoryString (P Zalskd 5, (46) ©
(UTF8String)
corporateAddress [2]
- DirectoryString TS (BRREBFE A3 = 3 E3E ©
(UTF8String) FRATHD L &IE, ENENE TN
WAL & BN 26T ) 2 ek d
%, (E6)
representativeDirect | [3]
orName
- DirectoryString TPGEINE DA | % ik B, ©
(UTF8String) (7£6)
representativeDirect | [4]
orTitle
- DirectoryString [BEREAHE OER ) ZidkT 5, ©
(UTF8String) (J£6)
pop ProofOfPossession
([1] POPOSigningKey)
algorithmldentifier Algorithmldentifier
algorithm OBJECT IDENTIFIER 1.2.840. 113549. 1. 1. 11 ©
parameters NULL AN
signature BIT STRING (JET) ©
regInfo SEQUENCE OF
AttributeTypeAndValue
| (suspensionSecretCode) AttributeTypeAndValue
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type OBJECT IDENTIFIER 1. 2. 392.100300. 1. 2. 105 ©
value SuspensionSecretCode
hashAlg AlgorithmlIdentifier
algorithm OBJECT IDENTIFIER 2.16.840.1.101.3.4.2. 1 ©
parameters NULL AN
hashedSecretCode OCTET STRING (JE8) ©
(timeLimit) AttributeTypeAndValue
type OBJECT IDENTIFIER 1. 2. 392.100300. 1. 2. 104 ©
value TimeLimit FASERRALIEEE 12 -0 25 L T 2 50 ©
WM (%) Z3eekd 5, (FE9)
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2 MRREIEE O R E
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- Certificate
tbsCertificate TBSCertificate
version [0]
- Version 2
serialNumber CertificateSerialNumber (E1)
signature AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840. 113549. 1. 1. 11
parameters NULL (E2)
issuer Name (RDNSequence)
- RelativeDistinguishedName
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString JP
- RelativeDistinguishedName
(organizationName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.10
value DirectoryString Japanese Government
(UTF8String)
- RelativeDistinguishedName
(organizationalUnitName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.11
value DirectoryString Ministry of Justice
(UTF8String)
- RelativeDistinguishedName
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(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value DirectoryString Registrar of Tokyo Legal Affairs Bureau
(UTF8String)
validity Validity
notBefore Time (UTCTime) (7E3)
notAfter Time (UTCTime) (E4)
subject Name (RDNSequence)
- RelativeDistinguishedName
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString JP
- RelativeDistinguishedName
(organizationName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.10
value DirectoryString (#5)
(UTF8String)
- RelativeDistinguishedName
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value DirectoryString (#6)
(UTF8String)
subjectPublicKeyInfo SubjectPublicKeyInfo
algorithm AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 1
parameters NULL (H2)
subjectPublicKey BIT STRING (E7)
extensions [3]
- Extensions
(authorityKeylIdentifier) Extension
extnld OBJECT IDENTIFIER 2.5.29.35
extnValue OCTET STRING
- AuthorityKeyldentifier
keyldentifier [0] Keyldentifier (*8)
authorityCertIssuer [1] GeneralNames
- GeneralName ([4])
- Name (RDNSequence)
- RelativeDistinguishedName
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString JP
- RelativeDistinguishedName
(organizationName) |AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.10
value DirectoryString Japanese Government
(UTF8String)

RelativeDistinguishedName

(organizationalUnit

AttributeTypeAndValue

Name)
type OBJECT IDENTIFIER 2.5.4.11
value DirectoryString Ministry of Justice
(UTF8String)
- RelativeDistinguishedName
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value DirectoryString Registrar of Tokyo Legal Affairs Bureau
(UTF8String)
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authorityCertSerialNumbe |[2] CertificateSerialNumber | (3£9)
r
(subjectKeyldentifier) Extension
extnld OBJECT IDENTIFIER 2.5.29. 14
extnValue OCTET STRING
|* SubjectKeyldentifier (E10)
(keyUsage) Extension
extnld OBJECT IDENTIFIER 2.5.29. 15
critical BOOLEAN DEFAULT FALSE TRUE
extnValue OCTET STRING
[ | keyUsage 110000000 (digitalSignature,
nonRepudiation)
(certificatePolicies) Extension
extnld OBJECT IDENTIFIER 2.5.29.32
extnValue OCTET STRING
- CertificatePoliciesSyntax
- PolicyInformation
policyldentifier CertPolicyld 1.2.392.100300.1.3.3 (3£1 1)
policyQualifiers SEQUENCE OF
PolicyQualifierInfo
- PolicyQualifierInfo
policyQualifierId OBJECT IDENTIFIER 1.3.6.1.5.5.7.2. 2
qualifier UserNotice
noticeRef NoticeReference
organization DisplayText (VisibleString) Ministry of Justice
noticeNumbers SEQUENCE OF INTEGER
- INTEGER 1
explicitText DisplayText (VisibleString) (FE12)

(authorityInfoAccess)

Extension

extnld OBJECT IDENTIFIER 1.3.6.1.5.5.7. 1. 1
extnValue OCTET STRING
- AuthorityInfoAccessSyntax
- AccessDescription
accessMethod OBJECT IDENTIFIER 1.3.6.1.5.5.7.48. 1
accessLocation GeneralName ([6] IA5String) |http://créa.moj. go. ip/bin/dcwegi/DC_HUSR/cert
/cert

(jCertificatePolicies)

Extension

extnld

OBJECT IDENTIFIER

1.2.392.100300.1.1.1

extnValue OCTET STRING
- JCertificatePoliciesSyntax
- PolicyInformation
policyldentifier CertPolicyld 1.2.392.100300.1.3.4 (3£1 1)
policyQualifiers SEQUENCE OF
PolicyQualifierInfo
- PolicyQualifierInfo
policyQualifierId OBJECT IDENTIFIER 1.3.6.1.5.5.7.2.2
qualifier UserNotice
noticeRef NoticeReference
organization DisplayText (UTF8String) EHA
noticeNumbers SEQUENCE OF INTEGER
[- INTEGER 1
explicitText DisplayText (UTF8String) (E1 3)
(registrar) Extension
extnld OBJECT IDENTIFIER 1.2.392.100300. 1. 1. 2
extnValue OCTET STRING

RegistrarSyntax (UTF8String)

WARUER RERLE

(registeredCorporationInfo)

Extension

|extn1d

OBJECT IDENTIFIER

1.2.392.100300. 1. 1.3



http://crca.moj.go.jp/bin/dcwcgi/DC_HUSR/cert/cert
http://crca.moj.go.jp/bin/dcwcgi/DC_HUSR/cert/cert

XKRTORATLDODERERMITERIC. 0. 1R DEEHRETREICHERLTTRT,
AFETRRMLATLDARZRL, BRIEMB8EIAZFEL TS,

(2025. 02. 28)

extnValue OCTET STRING
- RegisteredCorporationInfoSyn
tax
corporateName [o]
[- DirectoryString (UTF8String) | (71 4)
registeredNumber [1]
[- PrintableString (£15)
corporateAddress [2]
|* DirectoryString (UTF8String) | (731 6)
representativeDirector |[3]
Name
[- DirectoryString (UTF8String) | (71 7)
representativeDirector |[4]
Title
[- DirectoryString (UTF8String) | (1 8)
registryOffice [6]
[- DirectoryString (UTF8String) | (71 9)
(cRLDistributionPoints) Extension
extnld OBJECT IDENTIFIER 2.5.29.31
extnValue OCTET STRING
DistributionPoint [0] DistributionPointName
fullName [0] GeneralNames
DirectoryName [4] Name
| | RelativeDistinguishedName
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString JP
| | RelativeDistinguishedName
(organizationName) |AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.10
value DirectoryString (UTF8String) |Japanese Government

RelativeDistinguishedName

(organizationalUnitN

AttributeTypeAndValue

ame)
type OBJECT IDENTIFIER 2.5.4.11
value DirectoryString (UTF8String) [Ministry of Justice
§ RelativeDistinguishedName
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value DirectoryString (UTF8String) [Registrar of Tokyo Legal Affairs Bureau
DistributionPoint [0] DistributionPointName
fullName [0] GeneralNames

uniformResourceldentifi

GeneralName ([6] IA5String)

http://crcal. moj. go. jp/certificateRevocationL

er ist.crl
algorithm AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 11
parameters NULL (H2)
signature BIT STRING (E20)
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R G A
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K4 EIEAEZERLZEOBEANGER LT, EE 1250 2 5 1 HHE 2 5OHM O
T3 2% HDHBEARKEM 23K 59 43 59 & 7'V = v UHEHERFIC LV §edk T 5,
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5 [MOJ No. IStENEEF ) - [BEEOREFLr—~vFETRRLIZLD] OFERX
TRskT 5, B, - HEEOREZ —~FEHETHRR LG D)) 1%, EEEAFLEKIC
LB D DG EITIRY . ZhaRiET D,

e [M&xEEE - [RAOKREZo—~FEHETRRLIZLO)] OFXTRERT 5,

R, - TRAOKEEZ—~FHETERRLEDLO ) X, ERRSCREND 5
BIZRY . ZhEiskT 5,

7 EAFLER O [subjectPublicKey | |ZFLék S /- FIHZ FLdk 3 5, H RPEEHI X5731-8
MHEE D ICED D HRITHE - THE L 7= 2,048 £ hOABNENGTEEREIN D,

E8 XHFLEOEFEHED [subjectPublicKey| OfE G&Bll+4 277> b, ESF 7T v b
FOKREAE v b&R<,) Z SHA-1 2L 0 Z&# Lz itékd 5,

9 BiNEOEFREEDOE S & RERT 5,

H10 FEFIEHED [subjectPublicKey) Ofi GEBIFA4 27T v b, BE&A 7T v FROSR
Yy FZ2<,) & SHA-1I1C k) B LI~z itk 5,

H11 EBEER A=V RSN EENEICET 2R FEEL#NT 47 Y
= 7 MBI A LR T D,

H12 EiEAEEZFATAEOETEEFRAETICL D EEERT 5,
H13 EFEHELZANHTBEOTEEFHEEZ LT 5,
14 EBAFEED TcorporateName] (ZFCEk SV FIHZFLET D,
15 StHENEETZRRET D,
E16 EBAEED lcorporateAddress| ([ZFitdk SN 7-FIHEAZ LT 5,
E17 FERATEEED TrepresentativeDirectorName] Ziidk S V7= FIHEAZ LT D,
E18 FERIMFEED TrepresentativeDirectorTitle] itk S 7= HIHE A LERT D,
P19 FREETMEILS 33 A0 8 5 2 WU 4 SO BRIE BT 5.
#H20 [ItbsCertificate] % DER (Z XV 51k L7-fEIZ sha-256WithRSA |2 & 5 & &4
T B2 i8Rk d 2,
3 HREOW TN
J4—ILF T—5 8 REE
- Certificate
tbsCertificate TBSCertificate
Version [0]
- Version 2
serialNumber CertificateSerialNumber (E1)
Signature AlgorithmIdentifier
Algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 11
Parameters NULL (E2)
Tssuer Name (RDNSequence)
- RelativeDistinguishedName
(countryName) AttributeTypeAndValue
Type OBJECT IDENTIFIER 2.5.4.6
Value PrintableString JP
- RelativeDistinguishedName
| (organizationName) AttributeTypeAndValue
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Type OBJECT IDENTIFIER 2.5.4.10
Value DirectoryString Japanese Government
(UTF8String)

RelativeDistinguishedName

(organizationalUnitName)

AttributeTypeAndValue

Type OBJECT IDENTIFIER 2.5.4.11
Value DirectoryString Ministry of Justice
(UTF8String)
- RelativeDistinguishedName
(commonName) AttributeTypeAndValue
Type OBJECT IDENTIFIER 2.5.4.3
Value DirectoryString Registrar of Tokyo Legal Affairs Bureau
(UTF8String)
Validity Validity
notBefore Time (UTCTime) (J£3)
notAfter Time (UTCTime) (J:4)
Subject Name (RDNSequence)
- RelativeDistinguishedName
(countryName) AttributeTypeAndValue
Type OBJECT IDENTIFIER 2.5.4.6
Value PrintableString JP
- RelativeDistinguishedName
(organizationName) AttributeTypeAndValue
Type OBJECT IDENTIFIER 2.5.4.10
Value DirectoryString Japanese Government
(UTF8String)

RelativeDistinguishedName

(organizationalUnitName)

AttributeTypeAndValue

Type OBJECT IDENTIFIER 2.5.4.11
Value DirectoryString Ministry of Justice
(UTF8String)
- RelativeDistinguishedName
(commonName) AttributeTypeAndValue
Type OBJECT IDENTIFIER 2.5.4.3
Value DirectoryString Registrar of Tokyo Legal Affairs Bureau
(UTF8String)
subjectPublicKeyInfo SubjectPublicKeyInfo
Algorithm Algorithmldentifier
Algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 1
Parameters NULL (F2)
subjectPublicKey BIT STRING (#5)
Extensions [3]
- Extensions
(subjectKeyldentifier) Extension
extnld OBJECT IDENTIFIER 2.5.29. 14
extnValue OCTET STRING
[- SubjectKeyldentifier (1£6)
(keyUsage) Extension
extnld OBJECT IDENTIFIER 2.5.29. 15
critical BOOLEAN DEFAULT FALSE TRUE
extnValue OCTET STRING
- KeyUsage 101101100 (digitalSignature,
keyEncipherment, dataEncipherment. keyCertSign,
cRLSign)
(privateKeyUsagePeriod) Extension
extnld OBJECT IDENTIFIER 2.5.29. 16
extnValue OCTET STRING

PrivateKeyUsagePeriod
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notBefore [0] GeneralizedTime (HF7)
notAfter [1] GeneralizedTime (JE8)
(basicConstraints) Extension
extnld OBJECT IDENTIFIER 2.5.29.19
extnValue OCTET STRING
- BasicConstraintsSyntax
|CA BOOLEAN DEFAULT FALSE TRUE
(registrar) Extension
extnld OBJECT IDENTIFIER 1.2.392.100300. 1. 1. 2
extnValue OCTET STRING
[ RegistrarSyntax (UTF8String)  [HUsUEHS B iLE
(cRLDistributionPoints) Extension
extnld OBJECT IDENTIFIER 2.5.29.31
extnValue OCTET STRING
DistributionPoint [0] DistributionPointName
fullName [0] GeneralNames
DirectoryName [4] Name
| | RelativeDistinguishedName
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString JP

| | RelativeDistinguishedName

(organizationName) |AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.10
value DirectoryString (UTF8String) Japanese Government

| | RelativeDistinguishedName

(organizationalUnit |JAttributeTypeAndValue

Name)
type OBJECT IDENTIFIER 2.5.4.11
value DirectoryString (UTF8String) [Ministry of Justice
§ RelativeDistinguishedName
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value DirectoryString (UTF8String) [Registrar of Tokyo Legal Affairs Bureau
DistributionPoint [0] DistributionPointName
fullName [0] GeneralNames
uniformResourceldenti |GeneralName ([6] IA5String) http://crcal. moj. go. jp/authorityRevocationLis
fier t.crl
Algorithm AlgorithmIdentifier
Algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 11
Parameters NULL (F2)
Signature BIT STRING (#9)

F1 BRBEOBTEHZEOE LT 5,

F2 E3A77 vy Mo o) Ziskd 5,

E3 HEEENE AEAEOM A ZBGT 5 H O AR ORE0 /0% 7 U = v UIEAEREIC
X ViiEdT %,

E4 BEEENEIEAEOMAZBGT 2 B DA LT, 120 A Z#%E L7z B 0 AR
231759 5y 59 M%7 ) = UIEHERFIC XV FiEkT 5.

S BEEOAMNE ZEET D,

16  FETREHED [subjectPublicKey) OfE GEBI 142 7> b, BESA 27 7 v b ROKME
Ay Fa%R<,) 2 SHA- 1K 0 - Easiikd 5,

ET7 BEEENEREAEOM A ZBGT 5 H O AR ORE0 /0% 7 U = v UIEAEREIC

10
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XV EeERT D,

8 BAENEAEAEOEMERET2ANLERE LT, 60 AZRE L7 H O B AR
D 23 WF 5943 59 B & 7' = v UIFHERFIC KV Fidk T 5,

9  [ltbsCertificate] % DER (T X Y £ 51k L 72fEIZ sha-256WithRSA ([Z L 28 FE4 &
G A O [ R bk

%3 TFIHAZTOEEOARK
WETo b
PHEBFOHIANE 33 520 8 H 1 HOARIC X DMBEICHVLWET m haid, & —x
v hZo =7V H Ry 7 —A (LLF [TETF] & 9,) 7 Request for Comments (L4
T IRFCJ &£V 9,) 2616 ([ZBWTE® T Hypertext Transfer Protocol--HTTP/1.1 (LLF
HTTP) &v9,) &35,
2 EXDEZEDHEALNX
BEE EHEEANE OBOEIXDEZEIL. LLTOFIEIZL S,
B, OPb@F TCOREBEXOMHEIL, SLULTTED D,

(DBIAETER A R
i < @B T i®
% i
A @I ETRE R Cf
< @R A

C BRI THREREL 2%(ET 2.
. AL sha-256WithRSA (2 & 2 784 & Uiz [BAAIET L) &%

® ©
% B
BoE
o >

oL

[

T5,

@ HEEANIL, BFLEIC sha-256WithRSA IC X 2B T B4 2 U [REAEERE L 2%
(EERAD

@ BEEIX. PFHEAOEREAELZ @M S A E@NZIC L2507 LT Y XA
ICHES S HFREZ NS ) ICK VR EL L2 b DR OB SALIC AW - @ & 2 i A0
NBNEE AT EE L2 DIZ, sha-256WithRSA IZ L5 E B4 &k Ul [REAE
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XKRTORATLDODERERMITERIC. 0. 1R DEEHRETREICHERLTTRT,
AFETRRMLATLDARZRL, BRIEMB8EIAZFEL TS,

(2025. 02. 28)

WA BRET S,
3 BB
BIEL 2 DB B XORERRIZ. D (1) KLY (2) IZEDHLZAICKY, FHEBAICHY TS

REMEZ LR L, £ OWIZXE) Y T 2 il

2, LWFELC,) Zitékd %,
(1) TBHAREIRESC) KO [REMAEEREIL] DAL

ity ([CRJ i MR &, TLF) 13 AT

HE HE EREME Xty
1 | Request-Line POSTA/bin/dcwcgi/DC_HUSR/cert/cert CR+LF
AHTTP/1.1 (#£1)
2 request—header Host:crca. moj. go. jp CR+LF
3 entity—header Content-Type:application/pkixcmp CR+LF
Content—Length:N ({#2) CR+LF
4 general—header Connection:close CR+LF
CR+LF
5 entity—body (F3)
E1 AL E, A—x (R #&3, LLTRLC,
E2  INJ %, HES lentity-bodyl DO/ MNRALET D,
H3 IES lentity-body) OFREMEIL, HZRiL4IZEDD EZAITLD.
(2) TBARAISEESL) KO TREEISEE L O
RS HH R EE XY
1 Status—Line HTTP/1. 1A200A0K CR+LF
2 entity—header Content—-Type:application/pkixcmp CR+LF
3 Content-Length:N (##1) CR+LF
4 | general-header Date: (J£2) CR+LF
5 Connection:close CR+LF
6 | response—header Server: (J£3) CR+LF
7 Set—-Cookie Set—Cookie: CR+LF
(£4) CR+LF
8 | entity—body {*#5)
E1  INJ X, HES lentity-body] DA FNEEZLET D,
E2 EEOHRZZY = VBRI LV LT 5,
H3  [Server:] OWIZ, HilENMEDFHEEZTLIKT HI ENTE D,
HE4  TSet-Cookie:] DWIZ, BHLENEE DO FHEFIKTHI ENTED,
H5 IHFE 8 lentity-body) DORREEIL, H“FL4IZEDD EZAITLD,

4 KEXH D lTentity-body] DIWNE
(1) HFC 3 DAEXH D lentity-body) (21X, D (2) 726 (5) FTIZEDD L ZAIZ
K., IF=2M ) i 2z T, (483 DRIt > T, T7 10— R izt
FHHFERHEZLET D, ZOEAICBWT, IF—28) ficfT 20T, ASN.1 K UM%

3IZE

WoHEZAILLD, T—H DKk, DER IZ X 5.

12



XKRTORATLDODERERMITERIC. 0. 1R DEEHRETREICHERLTTRT,
AFETRRMLATLDARZRL, BRIEMB8EIAZFEL TS,

(2025. 02. 28)
(2) TBRIAZERESC) H > lentity-body] DO
J4—ILE T—HRE HEE WA
GE1)
- PKIMessage
Header PKTHeader
Pvno INTEGER 1 ©
Sender GeneralName ([4])
| - Name (RDNSequence) (2) O
recipient GeneralName ([4])
| - Name (RDNSequence) (2) O
transactionID (4]
- OCTET STRING LNA BELE 3231 RELFOELE AT ©
7 2,
senderNonce [5]
- OCTET STRING LA MPLE 323 FULT OSSR E R ©
T 5,
body PKIBody ([21])
- GenMsgContent
- InfoTypeAndValue
infoType OBJECT IDENTIFIER 1. 2.392.100300. 1. 2. 21 ©
infoValue GenmInfoReqContent
- NegotiationKey
symmAlg AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549.3.7 ©
parameters NULL AN
pubAlg AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549.1. 1. 1 ©
parameters NULL yAN
hashAlg AlgorithmIdentifier
Algorithm OBJECT IDENTIFIER 2.16.840.1.101.3.4. 2. 1 ©
Parameters NULL AN
E1 TRAI MPICORIOSH D 7 4 —/v FIZIE, L EAZRE L RTIIER B2V, TUA]

r
MFICORIO®H 5 7 4 —/v Rid, BT UEe 620, [WHE] fTICARHIO S 5

74—V RiL., BT AOINRICL o TIEEICRITAZ ENTE 5,
2 ESA7T7 v M 0] Zitikd 5,
(3) TBHRAIGEESC] o Tentity-bodyl DHNE

J4—ILF T—HR B[] WA
G£1)
- PKIMessage
Header PKIHeader
Pvno INTEGER 1 ©
sender GeneralName ([4])
| - Name (RDNSequence) (H2) O
recipient GeneralName ([4])
| - Name (RDNSequence) (H2) O
protectionAlg [1]
- Algorithmldentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 11 ©
parameters NULL (E2) O
senderKID [2]
[- KeyIdentifier (1£3) ©
transactionID [4]
[- OCTET STRING (1£4) ©
senderNonce [5]
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XKRTORATLDODERERMITERIC. 0. 1R DEEHRETREICHERLTTRT,
AFETRRMLATLDARZRL, BRIEMB8EIAZFEL TS,

(2025. 02. 28)

[- OCTET STRING (£5) ©
recipNonce (6]
[- OCTET STRING (7£6) ©
body PKIBody ([22])
- GenRepContent
- InfoTypeAndValue
infoType OBJECT IDENTIFIER 1.2.392.100300. 1. 2. 22 ©
infoValue GenpInfoResContent
status PKIStatusInfo
status PKIStatus 0 (&FE7) ©
negotiationKeys SEQUENCE OF
NegotiationKey
- NegotiationKey
symmAlg AlgorithmlIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549.3.7 ©
parameters NULL (E2) O
pubAlg AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 1 ©
parameters NULL (E2) O
hashAlg AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 2.16.840.1.101.3.4. 2. 1 ©
parameters NULL (E2) O
protection [o]
[- PKIProtection (1E8) ©
extraCerts [1]
[- SEQUENCE OF Certificate | (#%9) ©
NS

E1 WA MPICORDH 57 ¢ —/4 FIZiE, LFEERE LR T b, TLA]
WHICOHID®H 57 4 —/L Rid, BTRITFRITHIERE2R0,

F2 E3A77 v MT [0) Z5tskd 5,

HE3  TEIICHRE SN BFLE OFE FFEHED [subjectPublicKey | D GRA 1427 7 > b,
B34 77y NEROKREMNE Yy F&2R<,) % SHA-1IZ XD 2 LI fEE7eekT 5,

4 [BRAGELRFE L] T TtransactionID| ([CEeEk SN T-BEZERHT 5,

S5 13 FRLE 3231 FELFOEE A TET D,

6 [BRAGELRE L] T lsenderNonce| |ZiR8k SNl Z ST D,

HE7  TBHERERE Z2EFICZE LI 2rd2o, [0) Z25e8kd 5, TBHAEZEREST
[CRFER D THEITIE, RIL5 128D,

HE8 fI#k 31Z/RT [ProtectedPart] % DER IZ XV 551k L72fEIZ sha-256WithRSA (Z &
LETELEH UTAELRLET 5,

H9 BiLEORFOBETAEHEL LT 5,

(4) TREREZELRESC) D Tentity-body] DHE

TJ4—ILF T—AH REE W7
GET
- PKIMessage
header PKIHeader

pvno INTEGER 1 ©
sender GeneralName ([4])

| - Name (RDNSequence) (E2) O
recipient GeneralName ([4])

| - Name (RDNSequence) (H2) O
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KIRTURATLOODEREHRIZERIZ.O. 1M SDEEFHRIIBREBICERLTTEY,
RETREIIPATLDOARZRL, BRSNS ESAZFELTWS,
(2025. 02. 28)

transactionID [4]
- OCTET STRING [BH#AIS % ) o> TtransactionTD) ©
ZEERT D,
senderNonce [5]
- OCTET STRING TBHARINE#ESC) D TrecipNonce] ©
ZEERT D,
recipNonce [6]
- OCTET STRING [BRAGISZFEL) o [senderNonce | ©
TRLekT 5,
body PKIBody ([0])
- CertRegMessages
- CertRegMsg
certReq CertRequest
certReqld INTEGER 0 ©
certTemplate CertTemplate
serialNumber [1] INTEGER PSR FUHAISE 3 35D 85 2 2 ©
OB AIEAEOREZ R D,
publicKey [6] SubjectPublicKeyInfo
algorithm AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 1 ©
parameters NULL (E2) O
subjectPublicKey BIT STRING FERICERD AR E &5tk T 5, ©
pop ProofOfPossession
([1]POPOSigningKey)
algorithmIdentifier AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 11 ©
parameters NULL yAN
signature BIT STRING (1 3) ©

E1 W] MTICOMDH 5 7 ¢ — FICiE, S PEEER LT T2 b, TA)
WMHRIZOHIO®H 2 7 4 —/v RiE, TR ITRITER B0, WA fifICAMO S
57 4—/V NI, ST 2REICL > TERICRIT 2 Z LR TE D,
H2 R&A77 v M2 [0) 25887 5,
3 lcertReq) |ZJBT 24 % DER 1T X Y 7551k L 72 ffIC sha-256WithRSA (2 X 5 &1
B hi Ui % feskd 5, 7272 L. TsubjectPublicKey] (Z7E&k L7=ABNEI12XL DY
LB EL T UTHENREETE 55 O TRITIUZZR B0,
(5) TREREIGAES] D lentity-body] DN

T4—ILF T—45H REE WA
G£1)
- PKIMessage
header PKIHeader
pvno INTEGER 1 ©
sender GeneralName ([4])
|f Name (RDNSequence) (E2) O
recipient GeneralName ([4])
|f Name (RDNSequence) (H2) O
protectionAlg [1]
- AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 11 ©
parameters NULL (E2) O
senderKID [2]
[- KeyIdentifier (E3) ©
transactionID [4]
[- OCTET STRING (1E4) ©
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KIRTURATLOODEREHRIZERIZ.O. 1M SDEEFHRIIBREBICERLTTEY,
RETREIIPATLDOARZRL, BRSNS ESAZFELTWS,
(2025. 02. 28)

senderNonce [5]
[- OCTET STRING (E5) ©
recipNonce [6]
[- OCTET STRING (£6) ©
body PKIBody ([1])
- CertRepMessage
response SEQUENCE OF CertResponse
- CertResponse
certReqld INTEGER 0 ©
status PKIStatusInfo
status PKIStatus 0 (FE7) ©
certifiedKeyPair CertifiedKeyPair
certOrEncCert CertOrEncCert ([1])
- EncryptedValue
symmAlg [1] AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840. 113549. 3. 7 ©
parameters CBCParameter IV ©
encSymmKey [2] BIT STRING (E8) ©
keyAlg [3] AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 1 ©
parameters NULL (E2) O
encValue BIT STRING (JE9) ©
protection [o]
[- PKIProtection (£10) ©
extraCerts [1]
[- SEQUENCE OF Certificate | (#£1 1) ©

H1 WA MPICORIO®H D 7 4 —/L NI, L9 EEE L2 TS50, W)
WHICOMD®H 5 7 4 —/ Fid, S FRIT 2T 50,
2 EXA7T7 v M T0) ZiEskd 5,
HE3  BRBEORIOETEHED [subjectPublicKey) DOfE G&EBITA4 277 v b, &4
ITwy FEROSRERE Yy F&ER<,) %, SHA-1IZ X WA L~ H4 T 5,
w4 TFEBAEZERE L] T ltransactionID] [ZE0Ek S V7l % 5Lk D,
HES5  [FEBHEZELRESL] F 0 lrecipNonce] |[Zitdk SN MEZFLEKT D,
6 TFEBHEZERE L] T [senderNonce] (ZitEk S IVl % k7 D,
w7 [GEREECRES) ZIEFICZE L L a2mdmn, [0) Zitskd 5, [REREZERR
B CRERH -G, %5tk D,
8 FEFEHEON S (7Y =7 hahl 7% [1.2.840.113549.3.7) &7 2 Hifn &y
BHFRICEALDOICES,) CHWA L EN»XOME% Fﬁftﬁﬂgﬁzﬁjm D
['subjectPublicKey | IZFfEdk SN Tm AN ZHWT, 7YV =2 Mkl 1%
[1.2.840.113549.1.1.1] & HWE5E7 /LU XA K W EHAL L7 EA LT 2,
9 EREAELZES 0@ E &2 VT Sk L7 EZFEET 2,
10 {8312~ [ProtectedPart] % DER (Z X ¥ £F 51k L7 fEIZ sha-256WithRSA (Z
LD B1TEALHE U EETRET 5,
Bl ETEITHCEA Y LR OB TS T 5. JOBRAICBNT, Z0%
FLE OFETREAED RO b O TRV E E L, B OE T E b I TRldxd 5.
5 BEEROLER
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KIRTURATLOODEREHRIZERIZ.O. 1M SDEEFHRIIBREBICERLTTEY,
RETREIIPATLDOARZRL, BRSNS ESAZFELTWS,
(2025. 02. 28)

(1) TBAMRERESC) > Tentity-body] OHNEN L4 D (2) IZEDH HEXITHEHAE LW
Wa (i (2) OEEER<) i, BB, [BGISEES] OHEE 2 12250\ T,
[ Content-Type:application/pkixcmp | (2% 2 T [ Content-Type:text/html | & Foék L.
lentity-body| (Z DWW TiX, Biic4 D (3) ONEFIMR AT, WONEETHEKLIZH D%
EET D, ZoLEIE, HEEANT, [RERFERE] 22X ETDLZENTERY,
<IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0 //EN">
<HTML lang="ja”>

<META HTTP-EQUIV="Content-Type” CONTENT="text/html; charset=SHIFT JIS">
<TITLE> % »vt—YHE% </TITLE>

<BODY>

A=V NRICHERSH H7-0, B TEEFHATL,
</BODY>

</HTML>

(2) TBHARZEERESC) F@ Tentity-body) IZFiFk S 4172 [symmAlg). TpubAlg) X ThashAlg]
N, B4 O (2) KEDDERICEHE LARWSEEIIE, BREid, BB EEX o
lentity-body] (2. ATAL4 D (3) OAFICMNAT, FiFL4 D (1) IZEDLHAITEY |
RONBEZFLE LI b DOEEET D, ZOLEITIE, BEEAE, REHEERE ) 2&EF7T
HTENTER,

J4—ILF T—HE REE WA
G¥1)
- PKIMessage
Header PKIHeader
Pvno INTEGER 1 ©
Sender GeneralName ([4])
| - Name (RDNSequence) (E2) O
Recipient GeneralName ([4])
| - Name (RDNSequence) (F2) O
protectionAlg [1]
- AlgorithmIdentifier
Algorithm OBJECT IDENTIFIER 1.2.840. 113549. 1. 1. 11 ©
Parameters NULL (F2) O
senderKID [2]
[- KeyIdentifier (IE3) ©
transactionID [4]
[- OCTET STRING (7E4) ©
senderNonce [5]
[- OCTET STRING (1£5) ©
recipNonce [6]
[- OCTET STRING (1:6) ©
Body PKIBody ([22])
- GenRepContent
- InfoTypeAndValue
infoType OBJECT IDENTIFIER 1. 2.392.100300. 1. 2. 22 ©
infoValue GenpInfoResContent
Status PKIStatusInfo
[status PKIStatus 2 (J57) ©
Protection [o]
| - PKIProtection (*8) ©
extraCerts [1]
[- SEQUENCE OF Certificate | (£9) ©)
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KIRTURATLOODEREHRIZERIZ.O. 1M SDEEFHRIIBREBICERLTTEY,
RETREIIPATLDOARZRL, BRSNS ESAZFELTWS,
(2025. 02. 28)

HE1IDBEGET, HES8EWEIIZOWVTIE, ARE4 D (3) DE1IMNLIEG £T, ES
K OVEIIZ[FE L,
W7 TBAAERES ICRENboT-Z L a2 7T, [2] #iskT 5,
(3) TREIEELREL EPO) rentltybodyJ 23, HIRL 4 D (4) EODHIERUITHE S LW

& (&

5D (4) OHEAEZERL<) |

L BRER, [REEISEE jCJ @ Tentity-body |

12, BiER4 0O (5) ONEL

L7=2bOEXRETDH, ZO5E

AR AT, B4 o (1) o

WZiE, AT

EW 5 ITAUT L

. IRONE % Fosk

\F%%E*$Ij%ﬁﬁrbﬁiniﬁ6@

AN
ST F ) BEE A
GE1)
- PKIMessage
Header PKIHeader
Pvno INTEGER 1 ©)
Sender GeneralName ([4])
| - Name (RDNSequence) (E2) O
Recipient GeneralName ([4])
| - Name (RDNSequence) (E2) O
protectionAlg [1]
- AlgorithmIdentifier
Algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 11 ©
Parameters NULL (E2) O
senderKID [2]
[- KeyIdentifier (1£3) ©
transactionID [4]
[- OCTET STRING (7E4) ©
senderNonce [5]
|- OCTET STRING (IE5) ©
recipNonce (6]
|- OCTET STRING (IE6) ©
Body PKIBody ([23])
- ErrorMsgContent
pKIStatusInfo PKIStatusInfo
[Status PKIStatus 2 (JE7) ©
Protection [0]
|- PKIProtection (E8) ©
extraCerts [1]
- SEQUENCE OF Certificate | (9) ©

ELIMBIES ETIZOWTIL, AiFt4® (5) OIE1NHIES £TIZHE L,

W7 TREAEZEREL) KR ERb -T2 e amd o, [2) Z5tekT 5,

H8 {18k 3127~ [ProtectedPart] % DER (2 & ¥ £ 51k L7 fEIZ sha-256WithRSA (2
KB TFEL L LT EEZTERT 5,

£ BELE OB OEFREIEZ LT D,

(4) TEERAEZECRESL] @ Tentity-body |
lrecipNonce]. [serialNumber] X% [subjectPublicKey] 7%, Higt4 ® (4)
BB,

ERIZHEA LAn & &1,
DN

RZ T RIEE4 D (1) 1T

ED D AU L

18
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XKRTORATLDODERERMITERIC. 0. 1R DEEHRETREICHERLTTRT,
AFETRRMLATLDARZRL, BRIEMB8EIAZFEL TS,

(2025. 02. 28)

ZOHEITIE. BHEEAE, TBRERES) 2k E LadhiEebnn,

TZ4—ILK T—45E R B WA
G£1)
- PKIMessage
Header PKTHeader
Pvno INTEGER 1 ©
Sender GeneralName ([4])
| - Name (RDNSequence) (2) O
recipient GeneralName ([4])
| - Name (RDNSequence) (2) O
protectionAlg [1]
- AlgorithmlIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 11 ©
parameters NULL (E2) O
senderKID [2]
|- KeyIdentifier (E3) ©
transactionID [4]
[- OCTET STRING (7E4) ©
senderNonce [5]
[- OCTET STRING D) ©
recipNonce (6]
[- OCTET STRING (E6) ©
Body PKIBody ([1])
- CertRepMessage
response SEQUENCE OF CertResponse
- CertResponse
certReqld INTEGER 0 ©
status PKIStatusInfo
[status PKIStatus 2 (JE7) ©
protection [0]
[- PKIProtection (E8) ©
extraCerts [1]
|* SEQUENCE OF Certificate (H9) ©

ELINBEIETITOWTIL, AiEe (3) OELIMLHIEIETLERELE,

F4 HAIFSOEEORHEICHERT 2EHMMEHE~ADREDOAR
T 2 BREAIRLER AR K N T 7 A V4
4 2 EREAIRLEREER, 7 7 A VA R OT 7 A N~OFEsk TR OV T, ARt 101
MO 3ETIZEDD EZAILLD,
2 WG EOEEEH T 7 AL
J4—ILF T—HE REME WA
GE1)
- PKIMessage
header PKIHeader
pvno INTEGER 1 ©
sender GeneralName ([4])
I - Name (RDNSequence) O
recipient GeneralName ([4])
| - Name (RDNSequence) O
Body PKIBody ([0])
- CertRegMessages
I - CertRegMsg
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KIRTURATLOODEREHRIZERIZ.O. 1M SDEEFHRIIBREBICERLTTEY,
RETREIIPATLDOARZRL, BRSNS ESAZFELTWS,
(2025. 02. 28)

certReq CertRequest O
reglnfo SEQUENCE OF
AttributeTypeAndValue
(suspensionSecretCode) AttributeTypeAndValue
type OBJECT IDENTIFIER 1.2.392.100300. 1. 2. 105 ©
value SuspensionSecretCode
hashAlg AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 2.16.840.1.101.3.4. 2.1 ©
parameters NULL A
hashedSecretCode OCTET STRING (H2) ©

w1 WA MPICOHIO®H D 7 4 —/L Ridid, LPEERE LT IER B0, [HAH)]
WHIZOOH 57 4 —/v Rk, T & IT R o 2y, TWAE] MPICAHOH 5
4=V RIE, BT 2RI L > HERICERITHZ N TE S,

W2 EEBLOWHITS%E SHA-256 12 L 0 A# LI-EE 58T 5, @B T0R SIE, 831
FoAL 64 34 REAF &35, M 2 CFEOHPAIE, HARPEESFE X0201 THIE Sz
77 TFARE TSRS LT D, LFHORSRIUT, HARPEHEKFE X0208-1997 [ft)E

WCHET D HRCL D

%5 WKIEBOEENAR
1 @EEF7e han
PSR FLHLIINEE 33 520 13 25 2 THOHBLEIC ;é%%:owf@ BRUENMEN T 5 EE
b MM ADMER T 2E AR AR L AT 2 ERBEREREHFABETITO b L L, £D
WE~7 e k=, HTTP &9 5,
2 FEIXDEZAEDHEATENX
BREE LM A& OMOBEXOEZAEIL, LFOFIRIZL S,
7B, OPL@F TOXELDHERIZONTIL, %3 FTEDD,

DBRAEE R R
i ’ QU #
it i
A @ 1l iR B L R Gl
. Dt b R
@ E&Am\ﬁﬁﬁmfﬁﬁﬁkﬁij%%hﬁé
@ BEEE, BHAIC sha-256WithRSA 2k 5B T B4 %4 U [HASEEL) &k

(CERAN
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KIRTURATLOODEREHRIZERIZ.O. 1M SDEEFHRIIBREBICERLTTEY,
RETREIIPATLDOARZRL, BRSNS ESAZFELTWS,
(2025. 02. 28)

@ JEHA

BRLESEASE S A E T
IEJRERES ] 25 ET 5,

INBANE & VTS

b L7z Tk

@ BELEIX. EHAIZ sha-256WithRSA 1T X 5 #EFE4 &k Ulc URILEINEEL] ik

B9 5,
3 KEXORERK

TR 2 OB OMKIT, ’kD (1) KW (2) |

REMEZ FLER L, T OWIZXY) Y WIS % HiIfHE 5 2 fedk ™ 5,
(1) TBHAREIREESC) KUY MKRIEJmERESC) DAL

EHDHEIAIZEY FHAIHEETS

H& IHH BREE XY
1 Request-Line POSTA\/bin/dcwecgi/DC_HUSR/cert/cert CR+LF
AHTTP/1. 1
2 request—header Host:crca. moj. go. jp CR+LF
3 entity—header Content-Type:application/pkixcmp CR+LF
Content—Length:N (1) CR+LF
4 general—header Connection:close CR+LF
CR+LF
5 | entity-body (rE2)
H1 INJ &, IHES5 lentity-body] O A MEZTET D,
2 HES rentlty body| OREMIL, KRiL4IZEDDH EZAITL D,
(2) TBHMRIGEE) KO UKIEJRIGEES ) Ok
HE Z2L: 1] REE =S
1 Status—Line HTTP/1. 1A200/A0K CR+LF
2 entity—header Content—-Type:application/pkixcmp CR+LF
3 Content-Length:N (¥ 1) CR+LF
4 | general-header Date: (J£2) CR+LF
5 Connection:close CR+LF
6 | response—header Server: (1£3) CR+LF
7 Set—Cookie Set—Cookie: CR+LF
(£4) CR+LF
8 | entity—body {*#5)

1 INJ 1%, A% 8 lentity-body] DA MEAEFTET D,

H2 FEORKZ Y =y UEERNI LV sT 5,

3 [Server:] OWIT, BFlENHEEDFHAFLIKT HI ENTED,
4  [Set-Cookie:] OWIT, BFLENHEEDFHAFLEKT HI ENTED,
5 HHE 8 lentity-body) DOREMEIL, HiL4ITEDD L T AIZL D,

4 KEIXH D Tentity-body] ODHNE

(1) HIJHE?)@%\ 53 @ Tentity-body |
AN A Mg IR E WL 4 oIcie - T,
é%@%ﬁﬁ?éo_®%étﬁwf
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KIRTURATLOODEREHRIZERIZ.O. 1M SDEEFHRIIBREBICERLTTEY,
RETREIIPATLDOARZRL, BRSNS ESAZFELTWS,
(2025. 02. 28)

HETAITED, T—H O EIX, DERICK D,
(2) TBH#AZEERESL) o Tentity-body] DOWE

J4—ILE T—HRE HEE WA
GE1)
- PKIMessage
header PKTHeader
pvno INTEGER 1 ©
sender GeneralName ([4])
| - Name (RDNSequence) (2) O
recipient GeneralName ([4])
| - Name (RDNSequence) (2) O
transactionID [4]
- OCTET STRING 131 FLAE3 234 FULF RS E ©
kT D,
senderNonce [5]
- OCTET STRING 134 FELE B 2351 AT OB E ©
T %,
Body PKIBody ([21])
- GenMsgContent
- InfoTypeAndValue
infoType OBJECT IDENTIFIER 1. 2. 392.100300. 1. 2. 21 ©
infoValue GenmInfoReqContent
- NegotiationKey
symmAlg AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549.3.7 ©
parameters NULL AN
pubAlg AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549.1. 1. 1 ©
parameters NULL yAN
hashAlg AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 2.16.840.1.101.3.4. 2. 1 ©
parameters NULL AN

E1 TRE WPICOHIO®H D 7 4 — RITIE, P EE e LRI b, [
WHIZOHID®H 5 7 4 —/v RliE, BT TRTIUXR LR, TWHE] MPICAMOSH %
74—V RiE, RBRETONRICL > TEEICRIT D Z ENTE 5,

H2 R&A77 v M2 [0) 25887 5,

(3) TPALAISZESC) o lentity-body] DOHNE

J4—ILF T—5E B[] WA
GE1)
- PKIMessage
header PKIHeader
pvno INTEGER 1 ©
sender GeneralName ([4])
I - Name (RDNSequence) (H*2) O
recipient GeneralName ([4])
| - Name (RDNSequence) (H2) O
protectionAlg [1]
- AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 11 ©
parameters NULL (E2) O
senderKID [2]
- Keyldentifier (7£3) ©
transactionID [4]
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|- OCTET STRING (7£4) ©
senderNonce (5]
|- OCTET STRING (£5) ©
recipNonce (6]
|- OCTET STRING (7£6) ©
Body PKIBody ([22])
- GenRepContent
- InfoTypeAndValue
infoType OBJECT IDENTIFIER 1.2.392.100300. 1. 2. 22 ©
infoValue GenpInfoResContent
status PKIStatusInfo
status PKIStatus 0 (&FE7) ©
negotiationKeys SEQUENCE OF
NegotiationKey
- NegotiationKey
symmAlg AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840. 113549. 3. 7 ©
parameters NULL (E2) O
pubAlg AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 1 ©
parameters NULL (E2) O
hashAlg AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 2.16.840.1.101.3.4. 2. 1 ©
parameters NULL (E2) O
protection [o]
| - PKIProtection (H#8) ©
extraCerts [1]
[- SEQUENCE OF Certificate | (7£9) ©

E1MBEEETIIHOWNWTIE, JiERE 34D (3) OE1IMHES FTIZFEL,

E7

WCHBEND - T-8A100E, Bt 512k b,

E8

TEL Ak U B E LT D,

f+§k 4 12779 TProtectedPart] % DER (2 L Y 51k L 7= sha-256WithRSA (2 L 5

BRAREERAESL) ZIEFICZ(E LT Z L amd iz, [0) 2ty 5, [BRMAZESRES

e
e,

9 BB OERFTOEFREAEZ LT 5,
(4) MAIEBERESL] T lentity-body] DOHNE
J4—ILF T—5E B[] WA
GE1)
- PKIMessage
header PKIHeader
pvho INTEGER 1 ©
sender GeneralName ([4])
| - Name (RDNSequence) (H2) O
recipient GeneralName ([4])
I - Name (RDNSequence) (E2) O
transactionID [4]
- OCTET STRING [BALGIEEESC) H  MtransactionID] ©
ZRiskd b,
senderNonce [5]
- OCTET STRING TBRARISE #E L) D [recipNonce] ©
TRtk d b,
recipNonce [6]
- OCTET STRING [FA4RINE L) H10> [senderNonce ©
TRtk d b,
Body PKIBody ([21])
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- GenMsgContent
- InfoTypeAndValue
infoType OBJECT IDENTIFIER 1.2.392.100300. 1. 2. 1 ©
infoValue GenmSuspReqContent
certDetails CertTemplate
serialNumber [1] INTEGER EFIENEOE S 2RI 2. ©
issuer (3]
- Name (RDNSequence)
- RelativeDistinguishedNa
me
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6 ©
value PrintableString JpP ©
- RelativeDistinguishedNa
me
(organizationName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.10 ©
value DirectoryString Japanese Government ©
(UTF8String)
- RelativeDistinguishedNa
me
(organizationalUnitNam |AttributeTypeAndValue
e)
type OBJECT IDENTIFIER 2.5.4.11 ©
value DirectoryString Ministry of Justice ©
(UTF8String)
- RelativeDistinguishedNa
me
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3 ©
value DirectoryString Registrar of Tokyo Legal Affairs ©
(UTF8String) Bureau
revocationReason ReasonFlags 6 ©
suspensionReasonCode INTEGER 1 ©
suspensionDetail EncryptedValue
keyAlg [3] AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 1 ©
parameters NULL AN
encValue BIT STRING (7E3) ©
1 2 BICORIN® 57 ¢ — FITH, SPIiE ik L iuEie by, W)

WPICOHID® 5 7 4 —/V RiZ, ST iR iudze 572u,
CEoTHREICRITLZENTE D,

74—V Rid,
2 XA 7T7 v M
3 PEH¥ER

Theader| % SHA-1

LT DN
(0] Zi#kd 5,
SOHIHIE 33 &0 6 %5 5 1

HH 4 5 ORI 5 DR
SRV EB LT BTN LT D& %

[WAZE ] T ARIDO & 5

Z. DER IZ LW afk LTz
BELE DRBNE 2 W T,

F 7= Mk TFA [1.2.840.113549.1.1.1] LT 557 /L3 XAk iFE kL

IAEARLET D, BELE DA

I, TBALAISAE ] OF 9IRS b DA A

L2272 6720,
(5) MRIEBINEEL] T Tentity-body] DHNE
TZ4—ILE T4 REE WA
GE1)
- PKIMessage
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header

PKIHeader

pvno

INTEGER

sender

GeneralName ([4])

Name (RDNSequence)

(HE2)

recipient

GeneralName ([4])

Name (RDNSequence)

(E2)

O

protectionAlg

[1]

AlgorithmIdentifier

algorithm

OBJECT IDENTIFIER

1.2.840.113549. 1. 1. 11

parameters

NULL

(E2)

senderKID

[2]

Keyldentifier

(7£3)

transactionID

[4]

OCTET STRING

(4)

senderNonce

(5]

OCTET STRING

(7 5)

recipNonce

(6]

OCTET STRING

(#16)

O\ |10\ [o[\|©]\|0|©

body

PKIBody ([22])

GenRepContent

InfoTypeAndValue

infoType

OBJECT IDENTIFIER

1.2.392.100300. 1. 2. 2

infoValue

GenpSuspResContent

status

PKIStatusInfo

status

PKIStatus

0 (FE7)

revCert

Certld

issuer

GeneralName ([4])

Name (RDNSequence)

RelativeDistinguishedNa
me

(countryName)

AttributeTypeAndValue

type

OBJECT IDENTIFIER

2.5.4.6

value

PrintableString

JP

©|©

RelativeDistinguishedNa
me

(organizationName)

AttributeTypeAndValue

type

OBJECT IDENTIFIER

2.5.4.10

value

DirectoryString

(UTF8String)

Japanese Government

©|©

RelativeDistinguishedNa
me

(organizationalUnitNam

e)

AttributeTypeAndValue

type

OBJECT IDENTIFIER

2.5.4.11

value

DirectoryString
(UTF8String)

Ministry of Justice

©|©

RelativeDistinguishedNa
me

(commonName)

AttributeTypeAndValue

type

OBJECT IDENTIFIER

2.5.4.3

value

DirectoryString
(UTF8String)

Registrar of Tokyo Legal Affairs
Bureau

©|©

serialNumber

INTEGER

(8)

protection

[0]

PKIProtection

(£9)

extraCerts

[1]

SEQUENCE OF Certificate

(E10)
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1 WA MO0 H D 7 4 —/v Ricix, BEE ek Ui by, THAE)
WHIZOMDO®H 5 7 4 —)V Rk, T RIT 2Tl b,

F2 RESA77 v MT 0] ZisT 5,

H3  HE1OICRERSINTBFLE OEFIEED IsubjectPublicKey | DOfE G&BlI+A4 27 7
v b BEA7 T v FROKRHEME Yy b &BR<,) %, SHA-1IZ LY ZEH L7 fExiesd
ol

H4 URIEBRESRESL) F 0 TtransactionID ] [ZFEEk S NVE 2 FCEkT D,

W5 MKRIEEERESL] T TrecipNonce| (ZFCEkS NIl % Léxd 5,

W6 MRIEMEREL] F0 [senderNonce] |ZFifk S N7 fl4 fldkd 5,

H7 MRIERERE 2 EEICZE LI 2Rt 10) 2iskd 5, HRIEEERE
X ATEFE RS o TG AR, BRI X D,

8 FBAFIEHEOER S AT D,

E9 41279 [ProtectedPart] % DER |2 K Y #5514k L7-{HIZ sha-256WithRSA (Z &
LB T U EE ST D,

H10 BEEORFOBETEHELLET D,

5 B

(1) TBHAGERESC) 1 Tentity-bodyl 23FTEE4 @ (2) ITED HERITHEA LisWgGE (1
LB D (2) IZEDDHEEIRL,) BT HEFLEOHEICOWTIL, AiFtdE 3050 (1)
2L D, ZoHAIE, BHEAE, KRIEREREL] 255122 N TE R0,

(2) TBH&REERESC F @ Tentity-body] ([ZFiEk S 172 [symmAlg]. TpubAlg] X% ThashAlg]
WHIFE 4 D (2) KEDDZHRICHA LARWVWEAIE, BiEik, BB EE o
lentity-body) (2. AiiFE4 @ (3) OWNEIZMR AT, AiRE4 D (1) OEDDHFRITLY
WONEEZTER LT b OEFET D, ZOHEITIE, MEAIX, MKIEREREL] 2%(EFT
HTEMTERR,
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T4—ILF T—45H REE WA
GE1)
- PKIMessage
Header PKIHeader
Pvno INTEGER 1 ©
Sender GeneralName ([4])
| - Name (RDNSequence) (E2) O
recipient GeneralName ([4])
I - Name (RDNSequence) (H2) O
protectionAlg [1]
- AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 11 ©
parameters NULL (E2) O
senderKID [2]
[- Keyldentifier (FE3) ©
transactionID [4]
[- OCTET STRING (FE4) ©
senderNonce [5]
[- OCTET STRING (J£5) ©




XKRTORATLDODERERMITERIC. 0. 1R DEEHRETREICHERLTTRT,
AFETRRMLATLDARZRL, BRIEMB8EIAZFEL TS,
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recipNonce [6]
- OCTET STRING (#£6) ©
Body PKIBody ([22])
- GenRepContent
- InfoTypeAndValue
infoType OBJECT IDENTIFIER 1.2.392.100300. 1. 2. 22 ©
infoValue GenpInfoResContent
status PKIStatusInfo
[status PKIStatus 2 (E7) ©
protection [o]
[- PKIProtection (1:8) ©
extraCerts [1]
| - SEQUENCE OF Certificate | (7£9) ©

ELINBEE ETICOWTIL, BIREE 3P40 (3) OIE1MHEG £ TIZFE L,

7 TBIMRERES ICBREN DT L AR, [2) 258k d 5,

8 18k 4 17 ProtectedPart] %z DER (2 & ¥ % 51k L 72{EIZ sha-256WithRSA |2
LB ELLHE AT 5,

9 BREORHOE

AL E & LT 5,

(3) MARILRERESC] D Tentity-body] 73, Aift4 @ (4) IZEDAHERICHEA LRV

& (&L (4) OBEER<) 2,

BB, MRIEEISEESC @ lentity-body 12,

B4 @ (5) ONFIARNZ T, Biicd D (1) ITEDLHHFRICEY ., RMONEZE LI

bOEEET D, ZOHAEICIE, AT, TBIMMERE] Z2HEE LT sz,
T4—ILK T—4E R EE WA
GE1)
- PKIMessage
header PKIHeader
pvho INTEGER 1 ©
sender GeneralName ([4])
| - Name (RDNSequence) (F2) O
recipient GeneralName ([4])
| - Name (RDNSequence) (F2) O
protectionAlg [1]
- Algorithmldentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549.1.1. 11 ©
parameters NULL (E2) O
senderKID [2]
[- KeyIdentifier (1£3) ©
transactionID [4]
[- OCTET STRING (E4) ©
senderNonce [5]
[- OCTET STRING (1£5) ©
recipNonce [6]
[- OCTET STRING (1:6) ©
Body PKIBody ([23])
- ErrorMsgContent
pKIStatusInfo PKIStatusInfo
[status PKIStatus 2 (E7) ©
protection [0]
[- PKIProtection (7£8) ©
extraCerts [1]
| - SEQUENCE OF Certificate (E£9) ©

E1IBES6 ETICOWTIL, BiEd® (5) OE1IMLHES £TIZFE L,
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7 MRIEWERE) IZREDRH-TZ L amTod, [2) Zitekd 5,
8 k4R (ProtectedPartJ Z DER 1T £ U 551k L 7 fEIZ sha-256WithRSA (Z
K OETFEL L LTEEZ ST 5,
9 BALEORHOE T IENE LT D,
(4) MAIEBERESL) O lentity-body ) IZFiEk S 417 ltransactionID],  [senderNonce] .
lrecipNonce]. [serialNumber|. lissuer]. [suspensionReasonCode] X% [encValue]
2. EIFEA O (4) ITEDLBACHEHA L Eid, BEix, MKERSEE] ©
lentity-body) (2. AilFE4 @ (5) OWEL WKT\ A4 @ (1) [ZEDLHFRITED
WONRZRLHE LB OERET S, oA, mH AL, TBIMGERE ] 2FHEEL

T UT 2 570,

J4—ILK T—45E REE 7B
GX1)

- PKIMessage
header PKIHeader
Pvno INTEGER 1 ©)
sender GeneralName ([4])
|* Name (RDNSequence) (H2) O
recipient GeneralName ([4])
|— Name (RDNSequence) (E2)
protectionAlg [1]
- AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 11
parameters NULL (E2)
senderKID [2]
[- KeyIdentifier (1:3)
transactionID [4]
[- OCTET STRING (:4)
senderNonce [5]
[- OCTET STRING (7E5)
recipNonce [6]
[- OCTET STRING (7E6)
Body PKIBody ([22])
- GenRepContent
- InfoTypeAndValue
infoType OBJECT IDENTIFIER 1.2.392.100300. 1. 2. 2 ©
infoValue GenpSuspResContent
status PKIStatusInfo
status PKIStatus 2 (FE7) ©
revCert Certld

O

O\ |0\ [o]\|©]\|0|©

issuer GeneralName ([4])

- Name (RDNSequence)

- RelativeDistinguishedNa
me

(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString JP

©|©

- RelativeDistinguishedNa
me

(organizationName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.10
value DirectoryString Japanese Government

(UTF8String)

©|©
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- RelativeDistinguishedNa
me
(organizationalUnitNam |AttributeTypeAndValue
e)
type OBJECT IDENTIFIER 2.5.4.11 ©
value DirectoryString Ministry of Justice ©
(UTF8String)
- RelativeDistinguishedNa
me
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3 ©
value DirectoryString Registrar of Tokyo Legal Affairs ©
(UTF8String) Bureau
serialNumber INTEGER (8) ©
protection [o]
|- PKIProtection (E9) ©
extraCerts [1]
|f SEQUENCE OF Certificate | (71 0) ©

HE1MWDIEE ETIZOWT, Aift4® (5) OFE1IMNHEG ETIZFEL,

H7  MRIEBERE ICERERNH T L aRmd 720, [2) ZF8T 5,

rEs & .&Eﬁiméﬁ%;ﬂﬁﬁé

H9 £k 41277 [ProtectedPart] % DER IZ & YV 51k L7-fEIZ sha-256WithRSA (&
L 2ETEAEH AT D,

10 BEORIOEFHEHEL T 5,

%6 FTFIAZICKRIAARVZDOFEROAR
WE7a hav
PSSO 33 40 15 45 2 THOBLE K ONAISRE 3 THICB W CHER 3555 33 50 8 &
1 HOHEIZ XD FEITHWL@ET e h=avid, HTTP &7 5,
2 EIXOEZEDOFALX
BELE EHEEANEDOMOELOEZEIX, LTOFRIAIZK 5,
2B, ORVQDOFEEBILDOHERIZONTIX, H“iL 3LLTFTED D,

i (DZEH R BT R e
= E
A < QRIS A Gl

O HEHANRBEREICEETD fpﬁﬁﬁg* 5CJ I, FRICRAEFREAEICRHE N
MmotAfter| @ HEKFE TIZ, EFFRREEFLATICEIZE L 20X 672\, £2, mEDFR
EDHKE (BfiEHEDOTEINT rnotBeforeJ 5 InotAfter] F TOHFPHIZIES,)
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WZOWTO TFEZERES ] 1T, FERIBRDEFREFICFLSE SN2 TnotAfter] O H D
BHMOERELTT HABXRWHE TIZ, EFRFEPRRLATICERE LR ITIUIR 5720,
@ HiEIL. HiEAIC sha-256WithRSA IC L 2 EF B4 Z# Uz [REFISEE L) 2515
T2,
3 KEIXDOHRK
AL 2 DK B ILOMFKIL, KD (1) KO (2) IZEDDEZAICLY, FHEAICEST D
REMAZFLER L, ZOWITKY) Y I T 2 R & fisk T 5.
(1) TRERIZERE L) DR

H& IHH BREE XY
1 Request-Line POSTA\/bin/dcwecgi/DC_HUSR/cert/cert CR+LF
AHTTP/1. 1
2 request—header Host:crca. moj. go. jp CR+LF
3 entity—header Content-Type:application/ocsp—request CR+LF
Content—Length:N (1) CR+LF
4 general—header Connection:close CR+LF
CR+LF
5 | entity-body (rE2)
H1  INJ %, HHE 5D lentity-body] D/ b EEiET 5,
W2 IES O lentity-body| DOFREMIX, ZiL4 ITEDHD LT AITL D,
(2) TRERUSZESL) ORERK
HE Z2L: 1] BREE Xgy
1 Status—Line HTTP/1. 1A200/A0K CR+LF
2 entity—header Content-Type:application/ocsp—response CR+LF
3 Content-Length:N (##1) CR+LF
4 | general-header Date: (J£2) CR+LF
5 Connection:close CR+LF
6 | response—header Server: ({£3) CR+LF
7 | Set—Cookie Set—Cookie: (7 4) CR+LF
CR+LF
8 | entity—body (#*#5)

H1 INJ 1%, %8 lentity-body] D31 MEEZFET D,

H2 FEORAKEZ Y =y UEERNI LV s T 5,
3 [Server:] OWIT, BFlENHEEDOFHAFLIKT HI ENTED,
4  [Set-Cookie:] OWIT, BFLENHEEDFHAFLEKT HI ENTED,
5 HE 8D lentity-body| DEREMIT, HL4ITEDD EZAIZLD,
4 ZBEXHO Tentity-body)] DINE

(1) AIFE 3 DFBILH D lentity-body] (ZiL, D (2) Xix (3) IZEDDHEZAIZLD,

[ — &8 Mg 22 T, M85 ORIt~ T, T7 40— R MicBiF 2%
HAFET D, ZOHFHICBWT, IF5—28) Momix, ASN.1 ROMfHRSIZED D &
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AL D, T2 Ok, DERICX D,
(2) TGERAZERESC] o> lentity-body] DO

T4—ILF T—45E BREME WA
GE1)
- 0CSPRequest
tbsRequest TBSRequest
requestList SEQUENCE OF Request
- Request
reqCert CertID
hashAlgorithm AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.3.14.3. 2. 26 ©
parameters NULL yAN
issuerNameHash OCTET STRING RE DXFG & 70 D BRI ED ©
lissuer| IZJ@T HER45r% . DERIZ L&
DR L7 E% . SHA-1 1 &0 254
L7l Z 58k d 2,
issuerKeyHash OCTET STRING (*2) ©
serialNumber CertificateSerialNumber |FFRADEERIZIR D EFEHFHEDO R % ©
T %,
singleRequestExtensions [o] A
(£ 3)
- Extensions
(confirmationTime) Extension
extnld OBJECT IDENTIFIER 1. 2. 392.100300. 1. 2. 102 K©)
extnValue OCTET STRING
- ConfirmationTime FEORIG & 72 D EDORFE D B IR A 10
7 =y UEEHERRC K FEERT D (1
4),
requestExtensions [2]
- Extensions
(nonce) Extension
extnld OBJECT IDENTIFIER 1.3.6.1.5.5.7.48.1. 2 ©
extnValue OCTET STRING
- Nonce 3o REAE323A MELFOELSE D ©
T 5,

H1 o WA MPICOFIOH D 7 4 —/L NI, L9EZeE L2 TUuE e b7, WA
WFICOHIO®H 2 7 4 —)b Fid, T TR sv, W] T ARDH %
74—V RiE, GBI ORNFRICL > THREICRIT L Z N TE D, TWAH] iz T OF
DIHDHT7 4=V FIZiL, FIC7 0=V RERIT T & &3, L PELZREeEk L2 T LR
SYANAR

E2 FEHOXG L 70 b8 REHEEER L7 B50E OFE FREHED [subjectPublicKey | @
i GEBl 427> b, BE&A7T v FEORBHE Y F&R<,) %2 SHA1 IZX VA
LB 2R 5,

3 KT 4=V REBRETDHZEICEY  IBEORFED BRHZOWTOFEHAZRT 5 2
EMNTX D,

4 N EORFED HEF] &%, ROOXITQ@ LT 5,

O FEHORIGRE 72 D EREHEIC MnotAfter] & L CRidkSN7-HEFE CTOR 12dH
> Tk, BAEAZEIC notBefore] & L (it IN7- BB GAEAEZERTHE T
D OEE O H IR
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©@ EAFEEIZ TnotAfter] & L CRldkSiL/z HIRFLAREDND notAfter] & L Crisk
SNTF-HERBLTHLS 7 HEBZRWHE TORIZH > TiX, EFiEAEIC
lmotBefore] & U CitEkIN7- AKEAD notAfter] & L (it AKEE TO

DAL E O H R
(3) TREMISERESL] o> Tentity-body] DO
J4—I)LK T4 HEE WhiE
GE1)
- OCSPResponse
responseStatus 0CSPResponseStatus 0 (FE2) ©
responseBytes (0]
- ResponseBytes
responseType OBJECT IDENTIFIER 1.3.6.1.5.5.7.48. 1. 1 ©
response OCTET STRING
- BasicOCSPResponse
tbsResponseData ResponseData
responderID ResponderID([2])

- KeyHash (A 3) ©
producedAt GeneralizedTime (HF4) ©
responses SEQUENCE OF

SingleResponse
- SingleResponse
certID CertID
hashAlgorithm AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.3.14.3.2. 26 ©
parameters NULL (E5) O
issuerNameHash OCTET STRING (7E6) ©
issuerKeyHash OCTET STRING (HF7) ©
serialNumber CertificateSerialNumber | (7£8) ©
certStatus CertStatus (CHOICE)
good (0] NULL (E9) AO
(H#9)
revoked [1] RevokedInfo (E9) AO
(H#9)
revocationTime GeneralizedTime (1 0) 1©
revocationReason [0] CRLReason (FE11) TO©
unknown [2] UnknownInfo (E£9) AO
(1£9)
thisUpdate GeneralizedTime (E12) ©
singleExtensions [1]
- Extensions
(ocspStatusCode) Extension
extnld OBJECT IDENTIFIER 1.2.392.100300. 1. 2. 103 ©
extnValue OCTET STRING
| - OcspStatusCode (E11) ©
(confirmationTime) Extension A
(1 3)
extnld OBJECT IDENTIFIER 1.2.392.100300. 1. 2. 102 TO©
extnValue OCTET STRING
| - ConfirmationTime (E1 4) TO©
responseExtensions [1]
- Extensions
(nonce) Extension
extnld OBJECT IDENTIFIER 1.3.6.1.5.5.7.48.1. 2 ©
extnValue OCTET STRING
| - Nonce (E15) ©
signatureAlgorithm Algorithmldentifier
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| algorithm OBJECT IDENTIFIER 1.2.840. 113549. 1. 1. 11 ©
parameters NULL (#5) O

| signature BIT STRING (71 6) ©
certs (0]

| [- SEQUENCE OF Certificate | (FE1 7) ©

HE1 THE MPICOMO®H 5 7 4 — RiTiE, P EE ek LR b, T
WHICOMD®H %5 7 4 —/v Fid, BT RITRTNERER20, T fTICAHIOH %
74—V R, ST ONFIC Lo TERICHR T A Z &N TE 5, TWE] iz T OF)
DIHD7 44—V FiTiE, EIZT7 4 = FEFRTZEET, L PEEEL 2Tk
by, TWE] MFIZAOHID®H D7 4 —/L RITiX, HIIWZEDDHEZ ALY, W
NP1 DT 4 =) R BE LRITIER 5720,

H2  [REESRESL # EWICZE LI L amd 7o, 10) #5835, [REIERES
WCEBFE DD - T25EI12IE, $BRL5 1T X 5,

H3 HE1GIZEDDIETBLEITHIZERLE OETEAED [subjectPublicKey| DfE (7%
WMAA 27Ty b BEF 7Ty PROREHE Y F&BR<,) & SHA- 1 ICX VA L8
Z LT D,

4 ZOEXEFERLEZAKEZ 7Y =y DRI L0 58T 5,

5 E3A77 v MM [0) #5875,

6 [FEHFEREL] F0 lissuerNameHash| 2tk S /-l % itk d 5,

E7  [GERZESRESL] F0 lssuerKeyHash] (ZRidk SN2 FLdkT 5,

ES  [FEAZEREL] F0 lserialNumber| (Zitdk S 7-fE % Lk T 5,

9 ROFRIHITHHEICEY T HHEIC, RENBICEDD Y 4 —/V FERET D,

HIH BENE

— | BH

SEFHEICOWTIHEE 2 I3 OWTFILOFIHEIZY | [good)
M LN
2 |EL1OERY, HE1INLL7TETOWNTNANOFEHIZ | [revoked]
?7%?5 Ze
3| TREB Bk FE L) # [ issuerNameHash | . | Tunknown|
lissuerKeyHash| # L < % lserialNumber| 272V
75)3?) D X i$¥nﬁﬁﬁi \_nﬂﬁéﬂf: rnotAfterJ D
E'Hjﬂ‘:i'( e rﬂﬁ%* =R ﬁ)%%nun BRELAT ?U
L7pinol=Z &

HE10 E11ORFIEE12L 7TETONTNNOFENGLERSNDGEIT YL FHNE
U7 B %E 7 U = DR XV 5idk T 5,

H11 RoORICEITL IFH] ICHYT2H5A1C, [RRENE] ICED LHTFE T D,
:@%ﬁﬂ%wr\@%1#64&?@@@@%@&&%#5&%m\%mm&u&%
HIZOWTOHFERT 5, HELSND 7 ETONT OO FENA U RLIZIZ, HE
IMBAETONTNIOFENELZE X, HE 1L A4ETOFERHD S L, K]
\ZAE U FEHEICHOWTDOLEEET 5,
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T HIH RN
* CRL OcspStatus
Reason Code
1 | PEERGEE 1250 2F THOEHR b -T- & & 5 1
2 ﬁ% SRR 833 50 1255 1 THEE 2 5 OMEIC ;D 3 2
nﬂz%i Lnﬂﬁéjﬂjiﬂnﬂ%%ﬁ ’Tﬁ%{%ﬁ“é
%Ltgmﬁéem%otk%

3 | FESRTHAIFE 33 LD 16 F 1 HOHEICL Y, BT | 2 4
FTOFEMIZ L VIERZ T2 ORMY TR o7 L3R
H5HEE

4 | FEEEREOHAIS 33 5D 16 F 1 HOBEIZ LY, BiL | 5 2
FrOFHUANDOFEIZ L VFEAZ T 5O MHY T <
ol L X

5 | FEERTHRAIFE 335D 12F 1 HE 1 50@MNH- | 6 2
7-& & ([FIAZE 3 5FomMmndH o7& a2kkr<, )

6 | PAEEFHAIE 335D 13 H 1 HOHEIC LV ETHE | 6 1
HECHEHDOIRIEORH DR -7 L& (FISFKE 5HD
N o= L ExEERL,)

7 |EES KO 6 DWTHICHREYT D EX 6 3

8 |E9ICLY, lgood] DT 4 —/L RERELIZL & 0

9 | #9112k Y, lunknown] 7 4 — /L REREL- & 0
=

HF12 BEENEHOMNREZMHER LI-HKEZ 7Y = VR L0 ek T 5,
H13 [REZEERE] 12 TConfirmationTime 75%65%%2@“(1/\7”:&%@\ ZnbHo
74—V RERT D,
HE1 4 TREHZERE ) IZ IConfirmationTime] 2SFigk STV X%, 74 —L
[ =Rk &g B
H15 [FEHZRESL] @ Noncel [ZitdkS Iz EZET 5,
#16  [ResponseData] % DER TfF75{k L7-fEIZ sha-256WithRSA |2 L 5 &E %
4 il T E 2 seikd 5%,
E17 BAEEORFOEFENELLEET D,
5 FLEER LR
[REBHZERE S 0 Tentity-body] OWAEN R4 D (2) IZEDHERICHEAS LW
A (AfFE4 @ (3) OEFE9ICLY Tunknown] O7 4 — /L FERET H5H2MR<) 1T, B

LBV, TREBHIGZEEESC) @ Tentity-body) (2, A4 @ (3) OWNEIZRA T, AiEc4 @ (1)
@E&)éﬁfﬁu  RONEBEEZFLER LTI DEEET D,
J4—ILF T—HE REME WA
GE1)
- 0OCSPResponse
I responseStatus 0CSPResponseStatus 1 (7E2) ©

E1 WA WTICORIOH S 7 4 —/L RiIZi, BPEA2TE LT UL 5720,
2 TEEBHERE S IR R H -T2 2R d -0, (1] #3087 5,
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H
~

KR ~DRHA
1 &8l
Kih VU A K (Certificate Revocation List & U8 Authority Revocation List) 1%, FEHEN
DRI 2 Mt A > b (CRL Distribution Points) 234 i — 3 > TAREN 5,
2 BEInbran
KhVU A MEARARA > bR RS = 3 v ~0@fE 7 e bk, HITP % 721% IETF
23 RFC:4511 |28 W CTE®D 7= Light-weight Directory Access Protocol Version 8 & 9%,
3 &#JR b+ (Certificate Revocation List)

Z4—ILF T—4E REE
[ | CertificatelList
tbsCertList TBSCertList
version [0]
B Version 1
signature AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840. 113549. 1. 1. 11
parameters NULL (1)
issuer Name (RDNSequence)
| | RelativeDistinguishedName
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString JP
| | RelativeDistinguishedName
(organizationName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.10
value DirectoryString Japanese Government
(UTF8String)
| | RelativeDistinguishedName
(organizationalUnitName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4. 11
value DirectoryString Ministry of Justice
(UTF8String)
| | RelativeDistinguishedName
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value DirectoryString Registrar of Tokyo Legal Affairs Bureau
(UTF8String)
thisUpdate Time (UTCTime) (AF2)
nextUpdate Time (UTCTime) (H3)
revokedCertificates SEQUENCE OF SEQUENCE
userCertificate CertificateSerialNumber (E4)
revocationDate Time (UTCTime) (H#5)
crlEntryExtensions Extensions
reasonCode Extension
extnld OBJECT IDENTIFIER 2.5.29. 21
extnValue OCTET STRING
CRLReason ENUMERATED (£6)
crlExtensions Extensions
authorityKeyldentifier Extension
extnld OBJECT IDENTIFIER 2.5.29. 35
extnValue OCTET STRING
[ | AuthorityKeyIdentifier
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keyIdentifier [0] Keyldentifier (JE7)
authorityCertIssuer [1] GeneralNames
5 GeneralName ([4])
= Name (RDNSequence)
| | RelativeDistinguishedName
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString  ]]17]
| | RelativeDistinguishedName
(organizationName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.10
value DirectoryString Japanese Government
(UTF8String)

| | RelativeDistinguishedName

(organizationalUnitName) JAttributeTypeAndValue

type OBJECT IDENTIFIER 2.5.4.11
value DirectoryString Ministry of Justice
(UTF8String)
| | RelativeDistinguishedName
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value DirectoryString Registrar of Tokyo Legal Affairs Bureau
(UTF8String)
authorityCertSerialNumber [2] CertificateSerialNumber | (J£8)
cRLNumber Extension
extnld OBJECT IDENTIFIER 2.5.29.20
extnValue OCTET STRING
CRLNumber INTEGER (H#9)
IssuingDistributionPoint Extension
extnld OBJECT IDENTIFIER 2.5.29. 28
critical BOOLEAN DEFAULT FALSE TRUE
extnValue OCTET STRING
distributionPoint [0] DistributionPointName
fullName [0] GeneralNames
DirectoryName [4] Name (fE1 0)
R RelativeDistinguishedName
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString JP
| | RelativeDistinguishedName
(organizationName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.10
value DirectoryString Japanese Government
(UTF8String)

R RelativeDistinguishedName

(organizationalUnitName) [|AttributeTypeAndValue

type OBJECT IDENTIFIER 2.5.4.11

value DirectoryString Ministry of Justice
(UTF8String)

R RelativeDistinguishedName

(commonName) AttributeTypeAndValue

type OBJECT IDENTIFIER 2.5.4.3

value DirectoryString Registrar of Tokyo Legal Affairs Bureau
(UTF8String)

uniformResourceldentifier [6] IA5String http://crcal. moj. go. jp/certificateRevoca
tionList. crl
onlyContainsUserCerts BOOLEAN DEFAULT FALSE TRUE
signatureAlgorithm AlgorithmIdentifier
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I algorithm OBJECT IDENTIFIER 1.2.840. 113549. 1. 1. 11
I parameters NULL (A1)
I signatureValue BIT STRING (#E11)

H1 ESA7T7 v M 10] 2igHd 5,

W2 KU A NORITHEZ 7 U = VRN LY ek 5,

HE3 KU A IPDRICEITEND AR 7Y = v DHERERFIC LV 28T 5, FRESn-A
BFF L VHNCRITESNDZ ERHDAD, FRESNTZHEEL D RBICRITIND Z i,

H4 RYPLEBEBFEAED VY TLEEEZLET D,

HES5 EBAAFHENKY LI-RZZ2 7 ) = UEREEC LV 5EET 5,

HE6 WORICHEITD [HIEH] YT 5681, RRENE] TEDIBF kT b, =

DEEIZENT, HE 1D 4 ETOEROFHITKEY T D & X1T, &AICELULFH

IZCOWTDOREEEFET D, BESNDLTETONTNNOFENE LK, BEL

MHEAETONTNDOFENELZEEIT, BE1ILLA4FEFTOHRED S b, KA

U HIEBIZOWTOLEEET 5,

TH%E HIF LN E

1 | PEBREE 1250 2E THORHENH-T- L X 5

2 | EEREHAIE 33 LD 12 F 1IHE 2 FOREICLV EFIEHEIZ | 3

SN BRRFRIIAE LA TH R LEEOBANH -T2 &

23

3 | PEEEEHAIE 334D 16 F 1 HEOBEIC LY BFLATOFERIZLD | 2

SEHEZTEONEY TR R ERBD D & &

4 | PEEETHAIE 3350 16 55 1 HOMEIZ L D BEHTOFEHLLIS D | 5

FEHICEVIERAZ T 2ORMY TR Zol- B b L&

5 | PEERTEHAIE 335D 12F 1IHFE 1 5OBHERH o7& ([FHE |6

B3 EOBHEND-T- & X HRL,)

6 | FEERGEHRAIZE 335D 13FE 1HEDOHEIZL WV EFEHEOMEHDIK | 6

IEoEERH-T-E& (REFELEHOBEND -7~ & &2 FE<,)

7 |HEESKRDPEDNTHIZHEYTH L = 6

E7 BAEWIET D7-OIEHA S5 ARESN 1% iekd 5,

ES8 XHiEDEFEHAEOEFE LT D,

H9 CRLI—# v 2FKE (BK20 47T v B2 RME) &3tékT 5,

10 PHERTHAIE 3350 8% 2HE 4 B0 Fiailtkd 5,

#11 TtbsCertList] % DER T/ 51k L7-fEIZ sha-256WithRSA IZ L A B FEL 2T

T EZFLET 5,
4 %) R b (Authority Revocation List)
J4—ILK T—4HE REE
B CertificatelList
tbsCertList TBSCertList
version [0]
B Version 1
signature AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 11
parameters NULL (FE1)
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issuer Name (RDNSequence)
| | RelativeDistinguishedName
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString JP
| | RelativeDistinguishedName
(organizationName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.10
value DirectoryString Japanese Government
(UTF8String)

RelativeDistinguishedName

(organizationalUnitName)

AttributeTypeAndValue

type OBJECT IDENTIFIER 2.5.4.11
value DirectoryString Ministry of Justice
(UTF8String)
| | RelativeDistinguishedName
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value DirectoryString Registrar of Tokyo Legal Affairs Bureau
(UTF8String)
thisUpdate Time (UTCTime) (E2)
nextUpdate Time (UTCTime) (#3)
revokedCertificates SEQUENCE OF SEQUENCE
userCertificate CertificateSerialNumber (AF4)
revocationDate Time (UTCTime) (#5)
crlEntryExtensions Extensions
reasonCode Extension
extnld OBJECT IDENTIFIER 2.5.29.21
extnValue OCTET STRING
CRLReason ENUMERATED (H#6)
crlExtensions Extensions
authorityKeyldentifier Extension
extnld OBJECT IDENTIFIER 2.5.29. 35
extnValue OCTET STRING
[ | AuthorityKeyldentifier
keyldentifier [0] Keyldentifier FE7)
authorityCertIssuer [1] GeneralNames
- GeneralName ([4])
| Name (RDNSequence)
| | RelativeDistinguishedName
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString JP
| | RelativeDistinguishedName
(organizationName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.10
value DirectoryString Japanese Government
(UTF8String)

RelativeDistinguishedName

(organizationalUnitName)

AttributeTypeAndValue

type OBJECT IDENTIFIER 2.5.4.11
value DirectoryString Ministry of Justice
(UTF8String)
| | RelativeDistinguishedName
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value DirectoryString Registrar of Tokyo Legal Affairs Bureau

(UTF8String)
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|||authorityCertSerialNumber [2] CertificateSerialNumber | (7% 8)
cRLNumber Extension
extnld OBJECT IDENTIFIER 2.5.29.20
extnValue OCTET STRING
CRLNumber INTEGER (#9)
IssuingDistributionPoint Extension
extnld OBJECT IDENTIFIER 2.5.29. 28
critical BOOLEAN DEFAULT FALSE TRUE
extnValue OCTET STRING
distributionPoint [0] DistributionPointName
fullName [0] GeneralNames
DirectoryName [4] Name FE10)
| | RelativeDistinguishedName
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString JP
R RelativeDistinguishedName
(organizationName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.10
value DirectoryString Japanese Government
(UTF8String)
| | RelativeDistinguishedName
(organizationalUnitName) [|AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.11
value DirectoryString Ministry of Justice
(UTF8String)
R RelativeDistinguishedName
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value DirectoryString Registrar of Tokyo Legal Affairs Bureau
(UTF8String)
uniformResourceldentifier [6] IA5String http://crcal. moj. go. jp/authorityRevocati
onList. erl
onlyContainsCACerts BOOLEAN DEFAULT FALSE TRUE
signatureAlgorithm Algorithmldentifier
algorithm OBJECT IDENTIFIER 1.2.840. 113549. 1. 1. 11
parameters NULL 1)
signatureValue BIT STRING FE11)
H1 E&A77 v MM [0) 25887 5,

E2 RAVALOREITHEZZ Y =

DIEHERRIC L R D,

E3 KU R FBRICEITSND AlfZ 7 ) = v VRN KLY T 5, fEES A
FFLDRNCRITSND Z L BH DN, HESNZARI DV RICETSND Z LT,

H4 K LIE-EFEHEO VY TAERSERET D,

HES HE66DORFEELINDL A4 ETOWVWTNOOFENLHEINDIGAIC, YEFEANED
T-HEZ 7 ) = UPEHERRIC KV RS D,

6 WORIZEITSH TFH| IS TIHEIC, [RRENE] CTED L T ZiekT 5,
% HIH FLERAA
1 *ﬁﬁmun nﬁﬁikk@ﬁﬂﬁkﬁﬁ%%ﬁ Lf:k % 3
2 7 ) D4 /nlu\nm)%’@f%&%z})ﬁ‘ﬁ&'ﬂﬁ L/f: & % 1
3 | OBBICE VFHAGRREEME LT & X 5
4 BB OMEHEN G LT & & 2
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W7 BAEMGET 57OIER I D ABREERN T &5k 5,

H8 XiEDEFREHEDE S &R T D,

#9 CRLY—7 v 2&ESE (K247 7T v bEB2RVE) Ziékd 5,

H10 PEESFHRAIE 33 50 85 2 THIE 4 5 OXGIHT & sk 5,

#11 TtbsCertList] % DER T/ 51k L 72fHIZ sha-256WithRSA (Z L 5 E B4 &k U
Tz T 5,
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