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¥£2—2 HERIHEZEOAR
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UM ERRREHE 2R T 5, 72, BEEALT 2 EHT LT, kO3 KV 4
EODHEZAICEY, [F—28 WBTF 5B AT, 82 — 2 oERIcHE> T,
(74— R) I 2 FEERRER LY 7B EEERT 5,
(2) F—X O E{ki%, DERIZX 5,

2  FHAGEGEREE
J4—ILF T—4H BREE
- Certificate
tbsCertificate TBSCertificate

version [o]

- Version 2
serialNumber CertificateSerialNumber (1)
signature AlgorithmIdentifier

algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 11

parameters NULL (H#2)
issuer Name (RDNSequence)

- RelativeDistinguishedName

(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString JP
- RelativeDistinguishedName
(organizationName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.10
value DirectoryString Japanese Government
(UTF8String)

RelativeDistinguishedName

(organizationalUnitName)

AttributeTypeAndValue

type OBJECT IDENTIFIER 2.5.4.11
value DirectoryString Ministry of Justice
(UTF8String)
- RelativeDistinguishedName
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value DirectoryString Registrar of Tokyo Legal Affairs Bureau
(UTF8String)
validity Validity
notBefore Time (UTCTime) (#3)
notAfter Time (UTCTime) (4)
subject Name (RDNSequence)
- RelativeDistinguishedName
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString JP
- RelativeDistinguishedName
(organizationName) AttributeTypeAndValue
|type OBJECT IDENTIFIER 2.5.4.10
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value DirectoryString (#E5)
(UTF8String)
- RelativeDistinguishedName
(organizationalUnitName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.11
value DirectoryString (JE5)
(UTF8String)
- RelativeDistinguishedName
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value DirectoryString JE5)
(UTF8String)
subjectPublicKeyInfo SubjectPublicKeyInfo
algorithm AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840. 113549. 1. 1. 1
parameters NULL (E2)
subjectPublicKey BIT STRING (E6)
extensions [3]
- Extensions
(authorityKeyldentifier) Extension
extnld OBJECT IDENTIFIER 2.5.29. 35
extnValue OCTET STRING
- AuthorityKeyldentifier
keyIdentifier [0] Keyldentifier (E7)
authorityCertIssuer [1] GeneralNames
- GeneralName ([4])
- Name (RDNSequence)
- RelativeDistinguishedName
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString JP
- RelativeDistinguishedName
(organizationName |AttributeTypeAndValue
)
type OBJECT IDENTIFIER 2.5.4.10
value DirectoryString Japanese Government
(UTF8String)
- RelativeDistinguishedName
(organizationalUn |AttributeTypeAndValue
itName)
type OBJECT IDENTIFIER 2.5.4.11
value DirectoryString Ministry of Justice
(UTF8String)
- RelativeDistinguishedName
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value DirectoryString Registrar of Tokyo Legal Affairs Bureau
(UTF8String)
authorityCertSerialNumb |[2] CertificateSerialNumber (:8)
er
(subjectKeyldentifier) Extension
extnld OBJECT IDENTIFIER 2.5.29.14
extnValue OCTET STRING
[- SubjectKeyldentifier (E9)
(keyUsage) Extension
extnld OBJECT IDENTIFIER 2.5.29.15
critical BOOLEAN DEFAULT FALSE TRUE
extnValue OCTET STRING
- KeyUsage 000001100 (keyCertSign., cRLSign)
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(certificatePolicies) Extension
extnld OBJECT IDENTIFIER 2.5.29.32
critical BOOLEAN DEFAULT FALSE TRUE
extnValue OCTET STRING
- CertificatePoliciesSyntax
- PolicyInformation
polieyldentifier CertPolieyld 12392 100300131 (41 0 )
policyldentifier CertPolicyld 1.2.392.100300.1.3.3 (3£1 0)
(policyMappings) Extension
extnld OBJECT IDENTIFIER 2.5.29.33
critical BOOLEAN DEFAULT FALSE TRUE
extnValue OCTET STRING
- PolicyMappingsSyntax
issuerDomainPeliey CertPolicyld 1239210030013 1+ GE1 0
ool ol Poliovld FEER
issuerDomainPolicy CertPolicyld 1.2.392.100300.1.3.3 (£1 0)
subjectDomainPolicy CertPolicyld E11)
(basicConstraints) Extension
extnld OBJECT IDENTIFIER 2.5.29.19
critical BOOLEAN DEFAULT FALSE TRUE
extnValue OCTET STRING
- BasicConstraintsSyntax
|CA BOOLEAN DEFAULT FALSE TRUE

(authorityInfoAccess)

Extension

extnld

OBJECT IDENTIFIER

1.3.6.1.5.5.7. 1. 1

extnValue OCTET STRING
- AuthorityInfoAccessSyntax
- AccessDescription
accessMethod OBJECT IDENTIFIER 1.3.6.1.5.5.7.48. 1
accessLocation GeneralName http://crta.moj. go. jp/bin/dewegi/DC_HUSR/cert
([6] IA5String) /cert
(cRLDistributionPoints) Extension
extnld OBJECT IDENTIFIER 2.5.29.31
extnValue OCTET STRING
DistributionPoint [0] DistributionPointName
fullName [0] GeneralNames
DirectoryName [4] Name
| | RelativeDistinguishedName
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString JP
| | RelativeDistinguishedName
(organizationName) |AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.10
value DirectoryString Japanese Government
(UTF8String)
| | RelativeDistinguishedName
(organizationalUnit JAttributeTypeAndValue
Name)
type OBJECT IDENTIFIER 2.5.4.11
value DirectoryString Ministry of Justice
(UTF8String)
| | RelativeDistinguishedName
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value DirectoryString Registrar of Tokyo Legal Affairs Bureau
(UTF8String)
DistributionPoint [0] DistributionPointName
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fullName [0] GeneralNames
uniformResourceldentif|GeneralName http://crcal. moj. go. jp/authorityRevocationLis
ier ([6] IA5String) t.crl
algorithm AlgorithmlIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 11
parameters NULL E2)
signature BIT STRING (E12)

1 MHARGRGEHEOE LT D,

2 RSA77v b 10) 2idékd 5,

HE3 MERGREAEZEOHEAZMGT 2 HOAARER ORF0 30 E 7 U = v JHEUEREC
RLER T D,

H4 AHERGEEAEOHEAZ AT 2 B HEHE LT, GPKI THE S -2/ L7
A o HAKE#] 28 IF 59 43 59 b4 7'V = » UREHERRIZ LV Fiék 3 2,

W5 7V v VAR ORI E RS T D,

H6 7V v URIEROARNE 25tk D,

E7 BB OBELEHED [subjectPublicKey] OfE GEBI+A4 277> b, BE&A 7T v b
FOKRERAE Y b&HRL,) %2 SHA-1 (X A L7 fl%itéT 5,

E8 XFEOEIENEDEFZLERT 5,

9  [subjectPublicKey] Offi G&AIFA 277> b, BIA 7Ty PEROSKFEAE Y F &K
<,) % SHA-1IZX VL LT fEEFLET 5,

HE10 EBEAF—LX—VIHERINDHEARGGENESICET 2R FHEZ®NT 5
F 7Yz MR A RLERT D,

HE11 7V PRRERORY —DA47 V=7 MNEBITEREET 5,

12  [tbsCertificate] % DER IZ X U f551k L72fEIZ sha-256WithRSA |2 & 5 & &4
i Ul A Riek T %,
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3

U7 3EAZE (OldWithNew)

J4—ILF T—458 BRENE
- Certificate
tbsCertificate TBSCertificate
version (o]
- Version 2
serialNumber CertificateSerialNumber (JE1)
signature AlgorithmlIdentifier
algorithm OBJECT IDENTIFIER 1.2.840. 113549. 1. 1. 11
parameters NULL (2)
issuer Name (RDNSequence)
- RelativeDistinguishedName
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString JP
- RelativeDistinguishedName
(organizationName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.10
value DirectoryString Japanese Government

(UTFS8String) (1 1)

RelativeDistinguishedName

(organizationalUnitName)

AttributeTypeAndValue

(UTF8String) (E1 2)

type OBJECT IDENTIFIER 2.5.4.11
value DirectoryString Ministry of Justice
(UTF8String) (FE1 1)
- RelativeDistinguishedName
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value DirectoryString Registrar of Tokyo Legal Affairs Bureau
(UTF8String) (J¥1 1)
validity Validity
notBefore Time (UTCTime) (£3)
notAfter Time (UTCTime) (F4)
subject Name (RDNSequence)
- RelativeDistinguishedName
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString JP
- RelativeDistinguishedName
(organizationName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.10
value DirectoryString Japanese Government

RelativeDistinguishedName

(organizationalUnitName)

AttributeTypeAndValue

type OBJECT IDENTIFIER 2.5.4.11
value DirectoryString Ministry of Justice
(UTF8String) (JE1 2)
- RelativeDistinguishedName
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value DirectoryString Registrar of Tokyo Legal Affairs Bureau
(UTF8String) (JE1 2)
subjectPublicKeyInfo SubjectPublicKeyInfo
algorithm AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 1
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parameters NULL (E2)
subjectPublicKey BIT STRING (#5)
extensions [3]
- Extensions

(authorityKeyldentifier) Extension

extnld OBJECT IDENTIFIER 2.5.29.35
extnValue OCTET STRING
- AuthorityKeyldentifier
keyIdentifier [0] KeyIdentifier (6)
authorityCertIssuer [1] GeneralNames
- GeneralName ([4])
- Name (RDNSequence)
- RelativeDistinguishedName
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString JP

- RelativeDistinguishedName

(organizationName |AttributeTypeAndValue

)
type OBJECT IDENTIFIER 2.5.4.10
value DirectoryString Japanese Government
(UTF8String) (FE1 1)

- RelativeDistinguishedName

(organizationalUn |AttributeTypeAndValue

itName)
type OBJECT IDENTIFIER 2.5.4. 11
value DirectoryString Ministry of Justice
(UTF8String) (1 1)
- RelativeDistinguishedName
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value DirectoryString Registrar of Tokyo Legal Affairs Bureau

(UTF8String) (#:1 1)
authorityCertSerialNumb|[2] CertificateSerialNumber (E7)

er
(subjectKeyldentifier) Extension
extnld OBJECT IDENTIFIER 2.5.29. 14
extnValue OCTET STRING
[- SubjectKeyldentifier (1E8)
(keyUsage) Extension
extnld OBJECT IDENTIFIER 2.5.29. 15
critical BOOLEAN DEFAULT FALSE TRUE
extnValue OCTET STRING
- KeyUsage 101101100 (digitalSignature,
keyEncipherment, dataEncipherment. keyCertSign.
cRLSign)
(certificatePolicies) Extension
extnld OBJECT IDENTIFIER 2.5.29.32
extnValue OCTET STRING
- CertificatePoliciesSyntax
- PolicyInformation
|p01icdeentifier CertPolicyld 2.5.29.32.0 (3£9)
(basicConstraints) Extension
extnld OBJECT IDENTIFIER 2.5.29.19
critical BOOLEAN DEFAULT FALSE TRUE
extnValue OCTET STRING
- BasicConstraintsSyntax
|cA BOOLEAN DEFAULT FALSE TRUE
(authorityInfoAccess) Extension
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extnld OBJECT IDENTIFIER 1.3.6.1.5.5.7.1. 1
extnValue OCTET STRING
- AuthorityInfoAccessSyntax
- AccessDescription
accessMethod OBJECT IDENTIFIER 1.3.6.1.5.5.7.48. 1
accesslLocation GeneralName http://crta.moj. go. jp/bin/dcwegi/DC_HUSR/cert
([6] IA5String) /cert
(cRLDistributionPoints) Extension
extnld OBJECT IDENTIFIER 2.5.29.31
extnValue OCTET STRING
DistributionPoint [0] DistributionPointName
fullName [0] GeneralNames
DirectoryName [4] Name
| | RelativeDistinguishedName
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString JP
| | RelativeDistinguishedName
(organizationName) JAttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.10
value DirectoryString Japanese Government
(UTF8String)
| | RelativeDistinguishedName
(organizationalUni JAttributeTypeAndValue
tName)
type OBJECT IDENTIFIER 2.5.4.11
value DirectoryString Ministry of Justice
(UTF8String)
| | RelativeDistinguishedName
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value DirectoryString Registrar of Tokyo Legal Affairs Bureau
(UTF8String)
DistributionPoint [0] DistributionPointName
fullName [0] GeneralNames
uniformResourceldenti |GeneralName http://crcal. moj. go. jp/authorityRevocationLis
fier ([6] IA5String) t.crl
algorithm Algorithmldentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549.1.1. 11
parameters NULL (E2)
signature BIT STRING (1 0)

1

Vv 75iEE (OldWithNew) OF 54 itékd 5,

H2 R&A77 v M2 [0) 25887 5,
13 TsubjectPublicKey | |Z7tdk &= ARMNE DM Mz BIGT 5 H O HARER 080430
a7 =y UEERFIC LV FEkT 5,
[subjectPublicKey) |ZFidk S 7= ABNE OMEMZE T 95 B 0 AR 23 B 59
5 59 bR Y Y = o DR L 0 Gk B,
HES5  —HREIOETLE OAMNE ZFET 5,
HE6  EHOELEDOEFIEHED [subjectPublicKey | OfE GBIl +4 277 > b, B&F7
Ty MROKREHE Y FZ2FR<,) % SHA-1 1L ZH L I-fEZiekd 5,
HE7 EHOBGLEOEFEHEOER S LILERT D,

E4
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8  TsubjectPublicKey| Offi G&Al 4727 v b, BE&A 77 v NEREHAE v &k
<o) % SHA-1 T XV EH LIfEEFET D,

T FHOBILEOMIELY 7T 2124720, AU —ITHIREZR T RN & 2 BT
LA TV NlF AL T D,

#10 [ItbsCertificate] % DER (Z XV 51k L7-fEIZ sha-256WithRSA |2 & 5 &4
Zeolh Uz itk T 2,

HE11 EHOBLEOEFEHED lsubject] DEZFHKT D,

H12 —HRETOBFTEOEFIEHED [subject] DIEZFET 5,
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4 U 7GiEHE (NewWithOld)
J4—ILF T—458 BB
- Certificate
tbsCertificate TBSCertificate
version (0]
- Version 2
serialNumber CertificateSerialNumber JE1)
signature AlgorithmlIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 11
parameters NULL (2)
issuer Name (RDNSequence)
- RelativeDistinguishedName
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString JP
- RelativeDistinguishedName
(organizationName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.10
value DirectoryString Japanese Government

(UTFS8String) (1 1)

RelativeDistinguishedName

(organizationalUnitName)

AttributeTypeAndValue

(UTFS8String) (FE1 2)

type OBJECT IDENTIFIER 2.5.4.11
value DirectoryString Ministry of Justice
(UTF8String) (FE1 1)
- RelativeDistinguishedName
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value DirectoryString Registrar of Tokyo Legal Affairs Bureau
(UTF8String) (¥ 1 1)
validity Validity
notBefore Time (UTCTime) (£ 3)
notAfter Time (UTCTime) (F4)
subject Name (RDNSequence)
- RelativeDistinguishedName
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString JP
- RelativeDistinguishedName
(organizationName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.10
value DirectoryString Japanese Government

RelativeDistinguishedName

(organizationalUnitName)

AttributeTypeAndValue

(UTF8String) (71 2)

type OBJECT IDENTIFIER 2.5.4.11
value DirectoryString Ministry of Justice
(UTF8String) (1 2)
- RelativeDistinguishedName
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value DirectoryString Registrar of Tokyo Legal Affairs Bureau

subjectPublicKeyInfo

SubjectPublicKeyInfo

algorithm

AlgorithmIdentifier

algorithm

OBJECT IDENTIFIER

1.2.840.113549.1.1.1
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parameters NULL E2)
subjectPublicKey BIT STRING (J£5)
xtensions [3]
- Extensions
(authorityKeyldentifier) Extension
extnld OBJECT IDENTIFIER 2.5.29.35
extnValue OCTET STRING
- AuthorityKeyldentifier
keyIdentifier [0] KeyIdentifier (:6)
authorityCertIssuer [1] GeneralNames
- GeneralName ([4])
- Name (RDNSequence)
- RelativeDistinguishedName
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString JP
- RelativeDistinguishedName
(organizationName |AttributeTypeAndValue
)
type OBJECT IDENTIFIER 2.5.4.10
value DirectoryString Japanese Government
(UTF8String) (FE1 1)
- RelativeDistinguishedName
(organizationalUn |AttributeTypeAndValue
itName)
type OBJECT IDENTIFIER 2.5.4.11
value DirectoryString Ministry of Justice
(UTF8String) (FE1 1)
- RelativeDistinguishedName
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value DirectoryString Registrar of Tokyo Legal Affairs Bureau
(UTF8String) (#:1 1)
authorityCertSerialNumb|[2] CertificateSerialNumber (E7)
er
(subjectKeyldentifier) Extension
extnld OBJECT IDENTIFIER 2.5.29. 14
extnValue OCTET STRING
[- SubjectKeyldentifier (E8)
(keyUsage) Extension
extnld OBJECT IDENTIFIER 2.5.29.15
critical BOOLEAN DEFAULT FALSE TRUE
extnValue OCTET STRING
- KeyUsage 101101100 (digitalSignature,
keyEncipherment, dataEncipherment, keyCertSign,
cRLSign)
(certificatePolicies) Extension

extnld

OBJECT IDENTIFIER

2.5.29.32

extnValue

OCTET STRING

CertificatePoliciesSyntax

- PolicyInformation
|p01icdeentifier CertPolicyld 2.5.29.32.0 (J£9)
(basicConstraints) Extension
extnld OBJECT IDENTIFIER 2.5.29.19
critical BOOLEAN DEFAULT FALSE TRUE
extnValue OCTET STRING
- BasicConstraintsSyntax
|CA BOOLEAN DEFAULT FALSE TRUE

(authorityInfoAccess)

Extension

10
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extnld OBJECT IDENTIFIER 1.3.6.1.5.5.7.1. 1
extnValue OCTET STRING
- AuthorityInfoAccessSyntax
- AccessDescription
accessMethod OBJECT IDENTIFIER 1.3.6.1.5.5.7.48. 1
accessLocation GeneralName http://créa. moj. go. jp/bin/dewegi/DC_HUSR/cert
([6] IA5String) /cert
(cRLDistributionPoints) Extension
extnld OBJECT IDENTIFIER 2.5.29.31
extnValue OCTET STRING
DistributionPoint [0] DistributionPointName
fullName [0] GeneralNames
DirectoryName [4] Name
| | RelativeDistinguishedName
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString  ]]17]

| | RelativeDistinguishedName

(organizationName) |AttributeTypeAndValue

type OBJECT IDENTIFIER 2.5.4.10
value DirectoryString Japanese Government
(UTF8String)

| | RelativeDistinguishedName

(organizationalUni |AttributeTypeAndValue

tName)
type OBJECT IDENTIFIER 2.5.4.11
value DirectoryString Ministry of Justice
(UTF8String)
| | RelativeDistinguishedName
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value DirectoryString Registrar of Tokyo Legal Affairs Bureau
(UTF8String)
DistributionPoint [0] DistributionPointName
fullName [0] GeneralNames
uniformResourceldenti |GeneralName http://crcal. moj. go. jp/authorityRevocationLis
fier ([6] IA5String) t.crl
algorithm AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 11
parameters NULL (A*2)
signature BIT STRING (FE10)

H1 Uy 7iEAE (NewWithOld) OF 54 5LékT 2,

F2 E3A77 v M [0) Zitskd 5,

#3  TsubjectPublicKey | (ZFiEk S AV ABHE O Z BHAGT 5 B O HARREH 0 F 0 53 0
a7 =y UEEHERHIC LV R D,

HE4 —MRETOETEE OEFREHED [subjectPublicKey | ([ZFEEk SN2 ABNE OFEH %
T2 A O AKRERR 23 K7 59 77 59 % 77V = » VIRHERFIC LV fldk§ %,

5 BHTOBE OARNE Z5ekT 5,

H6 —HREIOBTE DOETIEHED [subjectPublicKey) Of GEElT4 277~ b, £&
F7 Ty RRORMEAE Y FZER<,) % SHA-1IZK Y EH Lol A ek T 2.

7 —HREIORFLE OEFAEAZEOE 5L ik T 2,

11
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8  TsubjectPublicKey| Offi G&Al 4727 v b, BE&A 77 v NEREHAE v &k
<o) % SHA-1 T XV EH LIfEEFET D,

T FHOBILEOMIELY 7T 2124720, AU —ITHIREZR T RN & 2 BT
LA TV NlF AL T D,

10 ltbsCertificate] % DER 2 & Y &5k L72MEIZ sha-256WithRSA (2 L 2 E+FE4
Zeolh Uz itk T 2,

F11 —HRETOBFE OEFIEHED [subject] DIEZFELT 5,

H12 HHOELEOBEFIEHED [subject] DA LERT 5,

12
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%3 —2 HEFREIAZEFO LR

TV URGEROME Y AT RV IZBW AR ESNS, =720, AEAERE L, UTRD)
INT=HLDITDOWTIE, ZDORY TAW,

13
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6 2 *EEDLH nIEEﬂi&UU /7:.1EEEEO);E})]|‘$' FﬂTénEBﬂ&U%w ;ko)jj_it

1 @EFE7a han
FRAGRGEREIIE R VY 7 G E (BT THAGEGERERTES ) L9 ,) OFMEICET S
AE R O DFERD T2 D DEZAZIZH WD 8E 7 7 k=vid, HTTP &3 2,
2 EXDOEZEFEOEAEA
BRUE & MEEE & OB OB OEZEIL. BLFOFIEIC
¥, OQRVQDKEILDHERNIZDOUVNTI \%ﬁ3HTTE@50

B ORLIEE S » R i
# - QIS AL Gl

O MEEEDBFLEICEET 2 FEHZERES 1. AR 5 HH BEBRERE I 2 2 fo sk S
A7z TnotAfter] @ HERFE TIZ, BARIERFLANICREEZE L RITHIE RO, £z, @k
@%EO)EIH%E (FnotBeforeJ 7»5 notAfter) i“(“@%lz. RS ,) [ZoWTo TFERHZER
B/ I, (2% 2 FH A GRRERE I 5 ICFEsk S L7z TnotAfter] O H OB H MG EE L
TT7THZEZBRZRWVWHETIZ, EFRIPRFATICREEE L 2T b,

@ FFUEIL. MEEEIZ sha-256WithRSA IZ XA EFEA4 A Uz [REHINEE L) #254E
T 5,

3 KB
ARE 2 DB BEXOMAIT, RO (1) KO (2) ITEDDHEZAICEDY, FHEHICHEY TS
WEMAFLE L, T OWIZXY) Y M8 T 2 HlHEE 5 2 fidkd 5.
(1) TREBAZELRESC) ORERK

HE HE BREE XgY
1 Request-Line POSTA\/bin/dcwecgi/DC_HUSR/cert/cert CR+LF
AHTTP/1. 1
2 request—header Host:crca. moj. go. jp CR+LF
3 entity—header Content—-Type:application/ocsp—request CR+LF
Content—Length:N (1) CR+LF
4 general—header Connection:close CR+LF
CR+LF
5 | entity-body ({F2)

H1  INJ 1%, HFES5 D lentity-body)] D31 MEEZFLET D,
F2 HFESO lentity-body| DOFEMEIL, Bl ITEDD EZAILLD,

14
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(2) TREWISETEIL) ORERK

IHE Z=2L:1] BREE XY
1 | Status—Line HTTP/1. 1A200A0K CR+LF
2 entity—header Content-Type:application/ocsp-response CR+LF
3 Content-Length:N (7% 1) CR+LF
4 | general—header Date: (3£ 2) CR+LF
5 Connection:close CR+LF
6 | response—header Server: (J£3) CR+LF
7 Set—Cookie Set—Cookie: (1 4) CR+LF

CR+LF
8 entity—-body (J*5)

H1 INJ 1%, IHE 8 lentity-body] ONA MEZTET D,
H2 BEORARZEZ S = UEREREC L 0 5T 5,
HE3  TServer:| OWIZ, HiENHEEOFHEALIEKTH I LN TX D,
4  TSet-Cookie:] DWKIZ, HENEEDHHEFHIHKTDHIENTXD,
5 IHFE 8D lentity-body| DRREMIX, HiL4ITEDHD LI AIZLD,

4 HEXTD lentity-bodyl DHNE

(1) AIFE 3 DAEILH D Tentity-body 2%, kD (2) XX (3) IZEDDHEZAIZLD,
(77— 20 8T 2Rz AT, (85 ORIt > T, 17 40— K] flicHBiT 525
HAEFEKT D, ZOHEICBWT, [F—28) oL, ASN.1 KOHERSIZED D &
ALK D, T—H DR E, DERIZX D,

(2) IFERAZERFEL] F 0 lentity-body] ONE

T4—ILF T—45H REE WA
GE1)
- OCSPRequest
TbsRequest TBSRequest
RequestList SEQUENCE OF Request
- Request
ReqCert CertID
HashAlgorithm Algorithmldentifier
Algorithm OBJECT IDENTIFIER 1.3.14.3.2.26 ©
Parameters NULL A
IssuerNameHash OCTET STRING AEB DR L 70 2 KR AR GERE R 5 O ©
lissuer| 2@ AE4r% . DERIZ X
DR L7 E% . SHA-1 (2 & 0 25 H
U7z ek T 2,
IssuerKeyHash OCTET STRING (H2) ©
SerialNumber CertificateSerialNumber |gERAOFERIZIR 2 FH AFEAEREAEZLE O ©
FeTa ik T 5,
SingleRequestExtensions [0] A
(J£3)
- Extensions
(confirmationTime) Extension
ExtnId OBJECT IDENTIFIER 1.2.392.100300. 1. 2. 102 1©
ExtnValue OCTET STRING
- ConfirmationTime AEA D5 & 72 D E DR ED H I % 1O
7Y = VREEYERR I LV BT 5 (I
4),
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requestExtensions [2]
- Extensions
(nonce) Extension
extnld OBJECT IDENTIFIER 1.3.6.1.5.5.7.48.1. 2 ©
extnValue OCTET STRING
- Nonce 134 ML 3231 RELTFOfLE A R ©
92,

H1 o W MPICOEIO®H D 7 4 —/b R, LPFEEE L2 TS b, )
BFICOHIO®H 2 7 ¢ —/L Rid, T T Rl b, TWE] T AROH %
74—V R, ST ORI Lo TIERICHR T A Z &N TE 5, TWZHE] iz T OF)
DIHDH7 44—V FIZiL, EIC7 0 — Vv RERIT & &1, L PELFes L2 TR
SYAAN

B2 FEHOXNRERIMARIMEMEAESELERLZBELEOE FIEHEFED
lsubjectPublicKey | OfE GRAll+A4277 v b, B&A 7T v I\&Uﬂiﬁﬂﬂ vy N AR
<,) #SHA-1 |2 X V&L -HEEHT D,

E3 KT 4=V REBRETDHZ LTI BEORFED BRI DWW COFEHZERT 5 2
LB TED,

4 MBEOREDOHERE L%, ROOXITZ@ LT 5,

O FEHORIG L 72 D ARAERE EZEIZ TnotAfter) & L CildkS iz AR E TOM
W23 - Tlik, fHAGRGFAEAESZEC TnotBefore)] & U Citdk &7 HEFD BRI % 3%
KT 5 E TOMOIE D H Ik
@ FHAGRAEGERAEZEC notAfter] & L CitdkS L7z HEELIEESD notAfter] & L
TSN HEZRE LT b 7T HZE X WH £ TORIZH - TiE, tHAFRREREY]
EE|Z TnotBefore| & L CRtgk 47z HIEDNG [notAfter] & L CRiEkS4u7z HIEE

FETOMDIEED HEf
(3) TRERHIGEESC) o rentity-bodyj D Ij\]*
TJ14—ILF — 5% REE WA
GE1)
- OCSPResponse
responseStatus 0CSPResponseStatus 0 (F2) ©
responseBytes [o]
- ResponseBytes
responseType OBJECT IDENTIFIER 1.3.6.1.5.5.7.48. 1. 1 ©
Response OCTET STRING
- BasicOCSPResponse
tbsResponseData ResponseData
responderID ResponderID([2])

- KeyHash (H#3) ©
producedAt GeneralizedTime (H=4) ©
responses SEQUENCE OF

SingleResponse
- SingleResponse
certID CertID
hashAlgorithm AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.3.14.3.2.26 ©
parameters NULL (E5) O
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issuerNameHash OCTET STRING (#6) ©
issuerKeyHash OCTET STRING (E7) ©
serialNumber CertificateSerialNumber | ({£8) ©
certStatus CertStatus (CHOICE)
good [0] NULL (E9) AO
(H#9)
revoked [1] RevokedInfo JE9) AO
(H#9)
revocationTime GeneralizedTime (JE10) ©
revocationReason [0] CRLReason (HFE11) 1©
unknown [2] UnknownInfo JE9) AO
(#£9)
thisUpdate GeneralizedTime (1 2) ©
singleExtensions [1]
- Extensions
(ocspStatusCode) Extension
extnld OBJECT IDENTIFIER 1. 2. 392. 100300. 1. 2. 103 ©
extnValue OCTET STRING
| - OcspStatusCode (HFE11) ©
(confirmationTime) Extension A
(%1 3)
extnld OBJECT IDENTIFIER 1. 2. 392. 100300. 1. 2. 102 1©
extnValue OCTET STRING
[- ConfirmationTime (JE14) 10
responseExtensions [1]
- Extensions
(nonce) Extension
extnld OBJECT IDENTIFIER 1.3.6.1.5.5.7.48.1. 2 ©
extnValue OCTET STRING
[- Nonce (JE15) ©
signatureAlgorithm AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 11 ©
parameters NULL (E5) O
signature BIT STRING (1 6) ©
certs [0]
[- SEQUENCE OF Certificate | (JE1 7) ©

"1 WA MPICOFIOH D 7 4 —/b NI, L9 EZE L2 T b, WA
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74—V RiX, BB T ORI L > TEREICRIT A2 Z N TE 5, WA AT OFH
DIHDH7 44—V FIZiE, EIC7 0 — 0V RERIT & EX, L EETe L 2T
Sy, W] MFIZAOHIO®H D7 4 —/V RIZiX, EIIZEDDEZAILLY, T
N1 D7 =) REeF53RE LRITIULR B 720,

F2  [GERHECRES) 2 EFEICZE LI 23720, [0) Ziskd 5, [REFAZERES
WCERE NS TR, it b Ic Xk 5,

HE3 E1G6IZEDDIETELZITOTERLE OETREHAED [subjectPublicKey | DOffi (7%
WAA 7Ty b, BSA7 Ty NEOKRMEHE Y F&BR<,) %2 SHA-1 2LV 2 L7 E
ZRLERT Do

HE4 ZOBEBXEERLIZAKEZ 7Y =y UEHERIC LD R8T 5,

5 ESA77 v Mo [0) #5875,

6 TFEZEREL] H o lissuerNameHash| ZFtdk SN 7% fékd 5,
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E9 RORIEITHHEEICHLY T LHEIC. RENRICED DV 4 —/V RERET D,
HIH RENE

— | B

*E;E‘LHALAH nﬂz%ikk LOI/\TIE%E 2 X% 3 @b\ﬁ“ﬁ“W)% |—gOOdJ
HIZHZY L2 &
2 |HE1L1ORF, HE1NHAETOWNTNLOHFIEAIZ | [revoked]
AL L
3| NFEM sk &% ) 1 T issuerNameHash | .| lunknown]
lssuerKeyHash | # L < % lserialNumber] (2529
WY IXFHAREERAEFICRLEKINL
rnotAfterJ DO HKFE TIC TREZEREL) NETR
BRATICBE L oz b
#10 &11@%¢%§1#64if®w¢n#®$@#ﬁﬁénéﬁA- VR NE
C7T-AREZ 7 ) = DFREHERFIC XV 5Lk %,

HE11 WRORIHIT D TFHHEH] (ITHEYTHHEIC, [REENE] (CED I BT ELeEKT 5,

7 HIH OB
% CRL OcspStatus
Reason Code
1 | FHAGRREE EEOTEHNEEZ LT L & X 3 2
2 | 70 v VRGER OMEGN G LT & & 1 5
3| MOENPOBEHICIVIEAERIEAME L & X 5 1
4 | BB OMERN L LT & X 2 4
5 912k, lgood] D7 4 — /W RERE LIZL X 0
6 92k, lunknown| @7 4 —/L R&EHFHELT- L 0
3
H12 BEE 753.&5)?@%%%%%5 L7-HEZ 7 ) = UFEEHERHC X0 5edkd 5,
F1 3  TEEBAERE) 12 [ConfirmationTime| EEEINTWZ L XX, 2 bd
74—V RERIT D,
F14 TEEBERE] 12 [ConfirmationTime] 2ECEES N Tz XX, 74—
RNIZAE aﬂﬁﬁ”é

H15 [FERHZERTESL] @ Noncel [Zit#kS Iz EZTET 5,
#16 [ResponseData] % DER TfF51{k L7-fEIZ sha-256WithRSA I L 5EF&
C iR AN [ Rk o A
E17 BELEORHOEFIEAELZ LT 5,
5  FEERO L
[REBHEERE S H D Tentity-body] OWADRIRLA D (2) [ZED HERICES LW
& (g4 o (3) OEFEICEY Tunknown) O7 4 — /L RERET H5EEER<,) X, &
FLE IR, TREBISZESC] @ lentity-body] 1T, A4 @ (3) ORFITR AT, Higc4 d (1)
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DEDLFNUCE Y WOWNEZFLER LI bOZEET D,

TZ4—ILK T—45E R B WA
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- 0OCSPResponse
|Response8tatus 0CSPResponseStatus 1 (E2) ©

E1 W] MPICORIOSH 57 4 —/v BIZIE, B PEZ LS LT TR 5720,
2 RERZEREL CRENb-Z L emTin, 1) 2id s,
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