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BACKGROUND OF IP PROTECTION MALAYSIA
• Intellectual Property Corporation of Malaysia (MyIPO) is the custodian of IP law in Malaysia but have no

enforcement mechanism.

• Enforcement of criminal IP is under jurisdiction of Enforcement Division MDT

• Malaysia was placed in the USTR Priority Watch List in 2000 and 2001. In 2002, significant improvement

was made on IPR protection. Malaysia was then removed from the Priority Watch List.

• Continuous efforts in the enforcement of intellectual property protection have enabled Malaysia to maintain

its position as a country not listed on the USTR Special 301 Report Watchlist for 13 consecutive years since

2012.

The government has implemented several measures to combat piracy and counterfeit goods,
including:

• Establishing a Special Task Force Committee to enhance cooperation with law enforcement agencies

(LEAs).

• Forming a dedicated unit to address online piracy and counterfeit issues.

• Collaborating with brand owners to strengthen intelligence sharing, operations, and training initiatives.
• Taking action under the Anti-Money Laundering, Anti-Terrorism Financing and Proceeds of Unlawful

Activities Act 2001 (AMLATFPUAA).
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LEGAL FRAMEWORK ON IP RIGHT ENFORCEMENT 

• Malaysia is a signatory to major international treaties, including the TRIPS Agreement (WTO) and WIPO 

conventions, underscoring its commitment to global IP standards.

• Key legislation includes the Copyright Act 1987, Patents Act 1983, Trademarks Act 2019, Geographical 

Indications Act 2022 and Industrial Designs Act 1996.

Alternative Legal Provisions:

• Consumer Protection Act 1999: Ensures consumer rights 

against counterfeit or unsafe products, creating an indirect 

deterrent.

• Trade Descriptions Act 2011: Addresses misleading 
branding or claims, labeling & descriptions of goods.

Cybercrime and Digital Piracy

• Leveraging the Communications and Multimedia Act 1998 

(CMA) to regulate online platforms hosting illegal content.
• Blocking and taking down websites involved in piracy or 

counterfeit product distribution.

Application of the Anti-Money Laundering Act

• The Anti-Money Laundering, Anti-Terrorism 

Financing and Proceeds of Unlawful Activities Act 

2001 (AMLATFPUAA) is used to prosecute IP-

related offenses.

• Enables seizure of assets gained from profits of 

counterfeit goods or piracy activities, disrupting 

financial networks behind such crimes.

OTHER ENFORCEMENT MECHANISM AND ALTERNATIVE CHARGES
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WHAT KIND OF APPROACHES ARE ADOPTED IN THE LEGAL 

SYSTEM OF YOUR COUNTRY?

1. BORDER ENFORCEMENT MEASURES AND CUSTOMS 

CONTROL

• Trademarks Act 2019 includes provisions for customs

enforcement. Rights holders can apply to the Royal Malaysian

Customs Department to take action against goods imported or

exported that infringe trademark rights, particularly counterfeit

products sold via e-commerce platforms

2. CONSUMER PROTECTION

• Under Consumer Protection Act 1999, sellers on e-commerce 

platforms must ensure that the goods they sell are authentic and

not counterfeit. The Act also imposes responsibilities on sellers 

and service providers to accurately represent products, including

those bearing trademarks.

• CONSUMER PROTECTION (ELECTRONIC TRADE 

TRANSACTIONS REGULATIONS 2012 were introduced in 

Malaysia under the Consumer Protection Act 1999 to regulate 

and protect consumers involved in electronic trade transactions, 

particularly on e-commerce platforms. The regulations are 

designed to address the increasing importance of online trade and 

ensure that consumers have a safe and transparent online 

shopping experience.

3. SELF-REGULATION BY E-COMMERCE PLATFORMS

• PLATFORM POLICIES: Many e-commerce platforms

operating in Malaysia, such as Lazada, Shopee, and

international platforms like Amazon have implemented

their own internal policies to address trademark

infringement. These platforms often provide mechanisms for

trademark owners to report violations, which can lead to the

removal of infringing listings or products

• NOTICE AND TAKE DOWN: Trademark owners can issue

notices to e-commerce platforms when they identify

trademark infringements, requesting the removal of

infringing listings or the suspension of seller accounts. E-

commerce platforms usually have processes in place to act

promptly when trademark infringement is reported.
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WHAT KIND OF APPROACHES ARE ADOPTED 

IN THE LEGAL SYSTEM OF YOUR COUNTRY?

Malaysia has strengthened its copyright enforcement mechanisms over the years 

through legislative reforms, institutional measures, and public-private partnerships. 

Here’s a detailed overview of how Malaysia is tackling copyright infringement.

Malaysia's copyright enforcement is governed by:

i. Copyright Act 1987 (as amended) – The primary statute for copyright 

protection.

ii. Copyright (Amendment) Act 2022 – Enhanced enforcement powers for 

authorities, including:

- Powers of entry and seizure without a warrant in certain cases.

- Increased penalties for infringement.

- Enforcement against unauthorized streaming and digital piracy.
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COPYRIGHT ACT 1987 (AMENDMENT) 2022

Subsection 41 (1)(k)
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Section 43AA – Offences 

relating to streaming technology 

COPYRIGHT ACT 1987 (AMENDMENT) 2022
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RM1,019,962,600.00

ENFORCEMENT MECHANISM AND STATUTES RELATED

• SITE BLOCKING

Cooperate with Malaysian Communication 
And Multimedia Commission (MCMC) under 

section 263(2) Communication And 
Multimedia Act 1998 to do site blocking.

Section 263. General duty of licencees.

(1) A licensee shall use his best endeavour to prevent the network facilities
that he owns or provides or the network service, applications service or

content applications service that he provides from being used in, or in
relation to, the commission of any offence under any law of Malaysia.

(2) A licensee shall, upon written request by the Commission or any other
authority, assist the Commission or other authority as far as reasonably

necessary in preventing the commission or attempted commission of an
offence under any written law of Malaysia or otherwise in enforcing the laws

of Malaysia, including, but not limited to, the protection of the public revenue
and preservation of national security.
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ENFORCEMENT MECHANISM AND STATUTES RELATED

• Fast-Track web site blocking 
starting from 20 May 2019 against 
any web contradicting Copyright 
Act 1987.

• SITE BLOCKING
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INITIATIVES TO COMBAT DIGITAL PIRACY (CYCORE)

The Cyber ​​Copyright Enforcement

(CyCORE) program has been created with

the aim of combating the distribution of

copies of local films in digital form through

the internet medium on websites.

MOVIE 
SITE 
BLOCKING 

39 110
(Web Site)

CyCore (2021 – 2025)
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CHALLENGES FACED IN IP ENFORCEMENT ONLINE

03

04

Copyright Act 1987 (amendment 2022) Manpower
•2300 enforcement officers

•Over 6,692,809 registered business

•32.7 million consumers

•13 Acts

Demand
• Indifferent attitude of consumers

•Preference for cheaper options

•Raising awareness to consumers

Geo-Location
•Smuggling / influx of counterfeit 

goods from foreign countries. 

•Borderless

Training
• Given to different government 

agencies

• Cooperation with the private sectors.
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CHALLENGES FACED IN IP ENFORCEMENT 

ONLINE

03

• Effective exchange of information with TM 
owners, stakeholders and authorities

Intelligence/Informati

on sharing

• Joint actions and cooperation

• Enhance collaborationCooperations among 

LEA

• * Frequent domain changes
• * Blocked links reopened

• * Copyright infringement involving live streamingDigital evidence
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RM1,019,962,600.00

CO-ORDINATION WITH OTHER ENFORCEMENT 

AGENCIES & INDUSTRIES 

Customs (KDRM) –

border

Police (PDRM) - arrest 

cases, intelligence 

sharing 

Malaysian Communications 

and Multimedia Commission 

(MCMC) – online piracy / 

counterfeit 

(site blocking/content removal)

Broadcasting 
Companies / Copyright 

Industries

Local Council –

information on 

ownership of 

businesses 

Co-operation with IPR 
owners:

- intelligence sharing

- Product training
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• Cyber Copyright Enforcement (CyCORE).

CYCORE COLLABORATIONS
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STATISTICS OF COUNTERFEIT CASES (2023 – JULY 2025) 

STATISTICS OF COPYRIGHT CASES (2023 – JULY 2025)

TRADEMARK ACT 2019

YEAR

TOTAL

2023 2024 2025

CASES 394 412 262 1068

SEIZURE VALUE (RM) 14,933,851.64 9,408,171.58 5,105,089.02
29,447,112.24

(USD 6,966,481)

COPYRIGHT ACT 2019

YEAR

TOTAL

2023 2024 2025

CASES 31 31 33 95

SEIZURE VALUE (RM) 14357,369.00 1,232,591.00 862,494.40
3, 452,454.40

(USD 817,408)
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STATISTICS OF SITE BLOCKING & CONTENT REMOVAL 

(2023 – JULY 2025)

• Copyright : 2,479

• Trademark: 39
SITE 

BLOCKING 

• Copyright : 95

• Trademark: 1,484

CONTENT 
REMOVAL 

Cooperate with Malaysian 
Communication And Multimedia 

Commission (MCMC) under section
263(2) Communication And 

Multimedia Act 1998 to do site 
blocking.
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AWARD AND RECOGNITION

MDTCA has received certificates and letters of appreciation from the Asia Video Industry

Association (AVIA) based in Hong Kong, English Premier League, London, LV and ASTRO Malaysia

Berhad.
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OPS DIGITAL 

PIRACY-

TELEGRAM

COMPLAINAN

T : ASTRO

GALLERY
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OPS TROJAN-

ANDROID BOX

OPS - DIGITAL 

PIRACY (INTERNET) 

COMPLAINANT : 

SKOP 

PRODUCTION 

(FILEM MUNAFIK)

COMPLAINANT  

: ASTRO

GALLERY
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THANK YOU

MINISTRY OF DOMESTIC TRADE AND 

COST OF LIVING (MDT)

MALAYSIA

ENFORCEMENT DIVISION, MDT

EMAIL : shamsul@kpdn.gov.my 

WEB    : www.kpdn.gov.my

SHAMSUL NIZAM BIN KHALIL
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