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- Certificate
tbsCertificate TBSCertificate
version (0]
- Version 2
serialNumber CertificateSerialNumber (JE1)
signature Algorithmldentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 11
parameters NULL (E2)
issuer Name (RDNSequence)
- RelativeDistinguishedName
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString JP
- RelativeDistinguishedName
(organizationName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.10
value DirectoryString Japanese Government
(UTF8String)

RelativeDistinguishedName

(organizationalUnitName)

AttributeTypeAndValue

type OBJECT IDENTIFIER 2.5.4.11
value DirectoryString Ministry of Justice
(UTF8String)
- RelativeDistinguishedName
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value DirectoryString Registrar of Tokyo Legal Affairs Bureau
(UTF8String)
validity Validity
notBefore Time (UTCTime) (JE3)
notAfter Time (UTCTime) (E4)
subject Name (RDNSequence)
- RelativeDistinguishedName
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString JP
- RelativeDistinguishedName
(organizationName) AttributeTypeAndValue
|type OBJECT IDENTIFIER 2.5.4.10




KEETERASATLOARERLTEY, 4H, ERHIFISHSEIAZFELTLS,

EREOMBIZUTOEEY,
BaYXATLNOOEREGR (0. 1iR) : H®f
0. 1THRALDEEE (1. OhR) : e
1. O SDEEER (1. 15K : KE (2025. 12. 1)
value DirectoryString (£ 5)
(UTF8String)
- RelativeDistinguishedName
(organizationalUnitName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.11
value DirectoryString (£5)
(UTF8String)
- RelativeDistinguishedName
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value DirectoryString (#5)
(UTF8String)
subjectPublicKeyInfo SubjectPublicKeyInfo
algorithm AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 1
parameters NULL *2)
subjectPublicKey BIT STRING (JE6)
extensions [3]
- Extensions
(authorityKeyldentifier) Extension
extnld OBJECT IDENTIFIER 2.5.29. 35
extnValue OCTET STRING
- AuthorityKeyldentifier
keyldentifier [0] Keyldentifier (E7)
authorityCertIssuer [1] GeneralNames
- GeneralName ([4])
- Name (RDNSequence)
- RelativeDistinguishedName
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString JP
- RelativeDistinguishedName
(organizationName JAttributeTypeAndValue
)
type OBJECT IDENTIFIER 2.5.4.10
value DirectoryString Japanese Government
(UTF8String)
- RelativeDistinguishedName
(organizationalUn JAttributeTypeAndValue
itName)
type OBJECT IDENTIFIER 2.5.4.11
value DirectoryString Ministry of Justice
(UTF8String)
- RelativeDistinguishedName
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value DirectoryString Registrar of Tokyo Legal Affairs Bureau
(UTF8String)
authorityCertSerialNumb |[2] CertificateSerialNumber (£8)
er
(subjectKeyIdentifier) Extension
extnld OBJECT IDENTIFIER 2.5.29.14
extnValue OCTET STRING
- Sub jectKeyldentifier (E9)
(keyUsage) Extension
extnld OBJECT IDENTIFIER 2.5.29.15
critical BOOLEAN DEFAULT FALSE TRUE
extnValue OCTET STRING

KeyUsage

000001100 (keyCertSign, cRLSign)
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(certificatePolicies) Extension
extnld OBJECT IDENTIFIER 2.5.29. 32
critical BOOLEAN DEFAULT FALSE TRUE
extnValue OCTET STRING
- CertificatePoliciesSyntax
- PolicyInformation
polieyldentifier CertPolieyld 1239210030031 10
policyldentifier CertPolicyld 1.2.392.100300.1.3.3 (3£1 0)
(policyMappings) Extension
extnld OBJECT IDENTIFIER 2.5.29.33
critical BOOLEAN DEFAULT FALSE TRUE
extnValue OCTET STRING
- PolicyMappingsSyntax
issuerDomainPolicy CertPolieyld 1239210030031 =10
stbjeetDomainPoliey CertPolicyld e 1)
issuerDomainPolicy CertPolicyld 1.2.392.100300.1.3.3 (3£1 0)
subjectDomainPolicy CertPolicyld (FE11)
(basicConstraints) Extension
extnld OBJECT IDENTIFIER 2.5.29.19
critical BOOLEAN DEFAULT FALSE TRUE
extnValue OCTET STRING
- BasicConstraintsSyntax
|CA BOOLEAN DEFAULT FALSE TRUE
(authorityInfoAccess) Extension
extnld OBJECT IDENTIFIER 1.3.6.1.5.5.7.1. 1
extnValue OCTET STRING
- AuthorityInfoAccessSyntax
- AccessDescription
accessMethod OBJECT IDENTIFIER 1.3.6.1.5.5.7.48. 1
accessLocation GeneralName http://crea. moj. go. jp/bin/dcwegi/DC_HUSR/cert
([6] IA5String) /cert
(cRLDistributionPoints) Extension
extnld OBJECT IDENTIFIER 2.5.29.31
extnValue OCTET STRING
DistributionPoint [0] DistributionPointName
fullName [0] GeneralNames
DirectoryName (4] Name
B RelativeDistinguishedName
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString JP
B RelativeDistinguishedName
(organizationName) JAttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.10
value DirectoryString Japanese Government
(UTF8String)
B RelativeDistinguishedName
(organizationalUnit JAttributeTypeAndValue
Name)
type OBJECT IDENTIFIER 2.5.4.11
value DirectoryString Ministry of Justice
(UTF8String)
| | RelativeDistinguishedName
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value DirectoryString Registrar of Tokyo Legal Affairs Bureau
(UTF8String)
DistributionPoint [0] DistributionPointName



http://crca.moj.go.jp/bin/dcwcgi/DC_HUSR/cert/cert
http://crca.moj.go.jp/bin/dcwcgi/DC_HUSR/cert/cert

KEETERASATLOARERLTEY, 4H, ERHIFISHSEIAZFELTLS,

EBROAFILULTOESEY,
BTYATLNCOERER (0. 1) =
0. 1THRALDEEE (1. OhR) : e
1. O SDEEER (1. 15K : KE (2025. 12. 1)
fullName [0] GeneralNames
uniformResourceldentif]GeneralName http://crcal.moj. go. jp/authorityRevocationLis
ier ([6] IA5String) t.crl
algorithm Algorithmldentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 11
parameters NULL (E2)
signature BIT STRING (FE12)
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3 Uy 7iEHE (OldWithNew)
J4—ILK TR BREB
- Certificate
tbsCertificate TBSCertificate
version [0]
- Version 2
serialNumber CertificateSerialNumber (1)
signature AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 11
parameters NULL (r2)
issuer Name (RDNSequence)
- RelativeDistinguishedName
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString JP
- RelativeDistinguishedName
(organizationName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.10
value DirectoryString Japanese Government
(UTF8String) (1 1)

RelativeDistinguishedName

(organizationalUnitName)

AttributeTypeAndValue

(UTF8String) (71 2)

type OBJECT IDENTIFIER 2.5.4. 11
value DirectoryString Ministry of Justice
(UTF8String) (F£1 1)
- RelativeDistinguishedName
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value DirectoryString Registrar of Tokyo Legal Affairs Bureau
(UTF8String) (FE1 1)
validity Validity
notBefore Time (UTCTime) (E3)
notAfter Time (UTCTime) (JE4)
subject Name (RDNSequence)
- RelativeDistinguishedName
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString JP
- RelativeDistinguishedName
(organizationName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.10
value DirectoryString Japanese Government

RelativeDistinguishedName

(organizationalUnitName)

AttributeTypeAndValue

type OBJECT IDENTIFIER 2.5.4.11
value DirectoryString Ministry of Justice
(UTF8String) (1 2)
- RelativeDistinguishedName
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value DirectoryString Registrar of Tokyo Legal Affairs Bureau
(UTF8String) (FE1 2)
subjectPublicKeyInfo SubjectPublicKeyInfo
algorithm AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 1
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|parameters NULL (E2)
subjectPublicKey BIT STRING (#5)
extensions (3]
- Extensions
(authorityKeyldentifier) Extension
extnld OBJECT IDENTIFIER 2.5.29.35
extnValue OCTET STRING
- AuthorityKeyldentifier
keyldentifier [0] Keyldentifier (E6)
authorityCertlssuer [1] GeneralNames
- GeneralName ([4])
- Name (RDNSequence)
- RelativeDistinguishedName
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString JP
- RelativeDistinguishedName
(organizationName JAttributeTypeAndValue
)
type OBJECT IDENTIFIER 2.5.4.10
value DirectoryString Japanese Government
(UTF8String) (FE1 1)
- RelativeDistinguishedName
(organizationalUn JAttributeTypeAndValue
itName)
type OBJECT IDENTIFIER 2.5.4.11
value DirectoryString Ministry of Justice
(UTF8String) (FE1 1)
- RelativeDistinguishedName
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value DirectoryString Registrar of Tokyo Legal Affairs Bureau
(UTF8String) (1 1)
authorityCertSerialNumb][2] CertificateSerialNumber (E7)
er
(subjectKeyldentifier) Extension
extnld OBJECT IDENTIFIER 2.5.29.14
extnValue OCTET STRING
|* SubjectKeyldentifier (#8)
(keyUsage) Extension
extnld OBJECT IDENTIFIER 2.5.29.15
critical BOOLEAN DEFAULT FALSE TRUE
extnValue OCTET STRING
- KeyUsage 101101100 (digitalSignature.
keyEncipherment, dataEncipherment, keyCertSign,
cRLSign)
(certificatePolicies) Extension
extnld OBJECT IDENTIFIER 2.5.29.32
extnValue OCTET STRING
- CertificatePoliciesSyntax
- PolicyInformation
|policy1dentifier CertPolicyld 2.5.29.32.0 (1£9)
(basicConstraints) Extension
extnld OBJECT IDENTIFIER 2.5.29.19
critical BOOLEAN DEFAULT FALSE TRUE
extnValue OCTET STRING
- BasicConstraintsSyntax
|cA BOOLEAN DEFAULT FALSE TRUE

(authoritylnfoAccess)

Extension
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extnld OBJECT IDENTIFIER 1.3.6.1.5.5.7. 1. 1
extnValue OCTET STRING
- AuthorityInfoAccessSyntax
- AccessDescription
accessMethod OBJECT IDENTIFIER 1.3.6.1.5.5.7.48. 1
accessLocation GeneralName http://crta. moj. go. jp/bin/dcwegi/DC_HUSR/cert
([6] TA5String) /cert
(cRLDistributionPoints) Extension
extnld OBJECT IDENTIFIER 2.5.29.31
extnValue OCTET STRING
DistributionPoint [0] DistributionPointName
fullName [0] GeneralNames
DirectoryName (4] Name
= RelativeDistinguishedName
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString TP
= RelativeDistinguishedName
(organizationName) JAttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.10
value DirectoryString Japanese Government
(UTF8String)
= RelativeDistinguishedName
(organizationalUni JAttributeTypeAndValue
tName)
type OBJECT IDENTIFIER 2.5.4.11
value DirectoryString Ministry of Justice
(UTF8String)
R RelativeDistinguishedName
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value DirectoryString Registrar of Tokyo Legal Affairs Bureau
(UTF8String)
DistributionPoint [0] DistributionPointName
fullName [0] GeneralNames
uniformResourceldenti |GeneralName http://crcal. moj. go. jp/authorityRevocationLis
fier ([6] IA5String) t.crl
algorithm AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 11
parameters NULL (#2)
signature BIT STRING (E10)
H1 U Z75EHE (OldWithNew) DOF 5% itékd 5,
2 k477 v Mo o) &5tecd 5,
3 [subjectPublicKey| |ZFEEk SNV ABRNE O ZBALGT 5 H O HARFRE OFE0 57 0

a7 =y DR
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5359 W a7 ) = VERHERFIC KV g D,

5

—RETOBFTE OARMNE 25T 5,

H6  IHOBGE OEIEHAED IsubjectPublicKey] O G&BI+427 7 v b, £&47
T MERORERAE Y h&BR<,) % SHA-1 I XV Z&H: L= iz iekd 5,

ET7T OB LEEOEFEHEDE LT 5,
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4 VU 73EHE (NewWithOld)
TJ4—ILF T—4H B ENE
- Certificate
tbsCertificate TBSCertificate
version [0]
- Version 2
serialNumber CertificateSerialNumber (1)
signature AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 11
parameters NULL (#F2)
issuer Name (RDNSequence)
- RelativeDistinguishedName
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString JP
- RelativeDistinguishedName
(organizationName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.10
value DirectoryString Japanese Government
(UTF8String) (1 1)

RelativeDistinguishedName

(organizationalUnitName)

AttributeTypeAndValue

(UTF8String) (JE1 2)

type OBJECT IDENTIFIER 2.5.4.11
value DirectoryString Ministry of Justice
(UTF8String) (F£1 1)
- RelativeDistinguishedName
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value DirectoryString Registrar of Tokyo Legal Affairs Bureau
(UTF8String) (FE1 1)
validity Validity
notBefore Time (UTCTime) (E3)
notAfter Time (UTCTime) (4)
subject Name (RDNSequence)
- RelativeDistinguishedName
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString JP
- RelativeDistinguishedName
(organizationName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.10
value DirectoryString Japanese Government

RelativeDistinguishedName

(organizationalUnitName)

AttributeTypeAndValue

type OBJECT IDENTIFIER 2.5.4.11
value DirectoryString Ministry of Justice
(UTF8String) (1 2)
- RelativeDistinguishedName
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value DirectoryString Registrar of Tokyo Legal Affairs Bureau
(UTF8String) (F£1 2)
subjectPublicKeyInfo SubjectPublicKeyInfo
algorithm AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 1
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|parameters NULL (E2)
subjectPublicKey BIT STRING (H#5)
extensions (3]
- Extensions
(authorityKeyldentifier) Extension
extnld OBJECT IDENTIFIER 2.5.29.35
extnValue OCTET STRING
- AuthorityKeyldentifier
keyldentifier [0] Keyldentifier (H6)
authorityCertIssuer [1] GeneralNames
- GeneralName ([4])
- Name (RDNSequence)
- RelativeDistinguishedName
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString JP
- RelativeDistinguishedName
(organizationName |AttributeTypeAndValue
)
type OBJECT IDENTIFIER 2.5.4.10
value DirectoryString Japanese Government
(UTF8String) (F£1 1)
- RelativeDistinguishedName
(organizationalUn JAttributeTypeAndValue
itName)
type OBJECT IDENTIFIER 2.5.4.11
value DirectoryString Ministry of Justice
(UTF8String) (FE1 1)
- RelativeDistinguishedName
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value DirectoryString Registrar of Tokyo Legal Affairs Bureau
(UTF8String) (1 1)
authorityCertSerialNumb|[2] CertificateSerialNumber JE7)
er
(subjectKeyldentifier) Extension
extnld OBJECT IDENTIFIER 2.5.29. 14
extnValue OCTET STRING
|* SubjectKeyldentifier (#8)
(keyUsage) Extension
extnld OBJECT IDENTIFIER 2.5.29.15
critical BOOLEAN DEFAULT FALSE TRUE
extnValue OCTET STRING
- KeyUsage 101101100 (digitalSignature,
keyEncipherment, dataEncipherment. keyCertSign,
cRLSign)
(certificatePolicies) Extension
extnld OBJECT IDENTIFIER 2.5.29.32

extnValue OCTET STRING
- CertificatePoliciesSyntax
- PolicyInformation
|policyldentifier CertPolicyld 2.5.29.32.0 (1#9)
(basicConstraints) Extension
extnld OBJECT IDENTIFIER 2.5.29.19
critical BOOLEAN DEFAULT FALSE TRUE
extnValue OCTET STRING
- BasicConstraintsSyntax
|CA BOOLEAN DEFAULT FALSE TRUE

(authorityInfoAccess)

Extension

10
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extnld OBJECT IDENTIFIER 1.3.6.1.5.5.7.1. 1
extnValue OCTET STRING
- AuthorityInfoAccessSyntax
- AccessDescription
accessMethod OBJECT IDENTIFIER 1.3.6.1.5.5.7.48. 1
accessLocation GeneralName http://créa. moj. go. jp/bin/dewegi/DC_HUSR/cert
([6] TA5String) /cert
(cRLDistributionPoints) Extension
extnld OBJECT IDENTIFIER 2.5.29.31
extnValue OCTET STRING
DistributionPoint [0] DistributionPointName
fullName [0] GeneralNames
DirectoryName [4] Name
R RelativeDistinguishedName
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString JP
R RelativeDistinguishedName
(organizationName) JAttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.10
value DirectoryString Japanese Government
(UTF8String)
R RelativeDistinguishedName
(organizationalUni JAttributeTypeAndValue
tName)
type OBJECT IDENTIFIER 2.5.4.11
value DirectoryString Ministry of Justice
(UTF8String)
| RelativeDistinguishedName
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value DirectoryString Registrar of Tokyo Legal Affairs Bureau
(UTF8String)
DistributionPoint [0] DistributionPointName
fullName [0] GeneralNames
uniformResourceldenti |GeneralName http://crcal.moj. go. jp/authorityRevocationLis
fier ([6] IA5String) t.crl
algorithm AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840. 113549. 1. 1. 11
parameters NULL (E2)
signature BIT STRING (#10)

H1 U7 E (NewWithOld) OF 5 E5iEkT 5,
k2 RSAZ7T v M (0] Ziikd 5,
#£3  [subjectPublicKey| (ZFLEk S NV ABNE O AZBAGT 2 HOHARRFHE OFF0 45 0

Wa 7Y =y VIR LD T 5,

H4 —HRETOBFLE DOE

FEE D TsubjectPublicKey | (ZFiEk S AL ABNE OFEH %

T35 HODHAAKRKEM 23 K 59 77 59 Fb & 7 U = v UREAERFIC X 0 5idkT 5,
E5 EHOREOANBENE AT 5,

H6 —HRETOBTLE DE

AEBED TsubjectPublicKey) Ofi GEAIF-A4 727 7> b, £&

X7y PROREHE y F&2R<,) &2 SHA-1IZX Y ZH LI fdiardd %,

E7 —HRETOBFTEE DOE

11

AEHEOF S EZ T D,
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78  TsubjectPublicKey] Ofli Gkl+A4 27T v b, B&EF 7T v hEORBHE v H 2K
<,) % SHA-1IZ X0 ZE# - Eaitsd 2.

H9 HHOKLE O EFEL Y 735104720, R Y O—ICHIREZR T RN &2 BT
HAT V7 NilkBl a2k T D

#10  ItbsCertificate] % DER IZ XV 751k L 7-fEIZ sha-256WithRSA |Z L 2 E1E4
Zi Uz iiik s 2,

11 —HRETORLE OB TAEHEFED lsubject] DEZFEET 5,

H12 EHOBTEDOETENED lsubject] DOEAFLEKT 5.

12
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%3 —2 HEZEGIAEFO AR

1 @Al
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£6—2 MAEZRMIAZERV) VVHAZEOENEICET FEHARVZTDERDAR
1 ®E7a ban
MHEZRGEEAER VY o 7 3EE (ULF THARGEEAES] L)) OFOMICET 5

FEFA R N DFERDT= D DOEZEICH WS @E 7 e haiik, HTTP &35,
2 EXDOEZEOIEAFEX

BRLE & BREEH & ORIOBIXOEZEZ, UTOFIHEIZLD
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Content—Length:N (1) CR+LF
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CR+LF
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CR+LF
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HEFLET D, ZOHBEITBNT, IF5—28) foRix, ASN.1 ROfHRSIZED D &
AL, T2 DfFkiE. DERICE D,
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- Nonce 1A REAE3284 F LT OF iz i ©
95,
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- OCSPResponse
responseStatus 0CSPResponseStatus 0 (E2) ©
responseBytes [0]
- ResponseBytes
responseType OBJECT IDENTIFIER 1.3.6.1.5.5.7.48. 1. 1 ©
Response OCTET STRING
- BasicOCSPResponse
tbsResponseData ResponseData
responderID ResponderID([2])

- KeyHash (7 3) ©
producedAt GeneralizedTime (1E4) ©
responses SEQUENCE OF

SingleResponse
- SingleResponse
certID CertID
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algorithm OBJECT IDENTIFIER 1.3.14.3.2.26 ©
parameters NULL (#£5) O
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issuerKeyHash OCTET STRING (E7) ©
serialNumber CertificateSerialNumber | (7£8) ©
certStatus CertStatus (CHOICE)
good (0] NULL (##9) NO
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thisUpdate GeneralizedTime (1 2) ©
singleExtensions [1]
- Extensions
(ocspStatusCode) Extension
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extnValue OCTET STRING
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