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| EFO1 [ /BRI — REHR SIS K Dtk
£ 3-5 77 B RAMEERIKEEEAD)
77 A T U AME
MF —
EFO01 | Free
EF02 | Free
DF1 —
EFO01 7—‘1»)77‘7% ]\ %‘é%ll nunE & SM
EF02 | TER H — REEFH 5|2 X D38GE & SM
EFO03 T—Epj]’“ ]“ %%GC nunE & SM
EF04 fﬁﬂﬁ~ REEFIZ L HFGE & SM
DF2
| EFO1 E%ﬁ% R IC & D FRGE
DF3 —
| EFO1 | fER I — RS &K 510 L H ik

HF1l) SMIZEXaT7 Avb—V 0 7 av NICEDETHRMLETHLZ EE2RT,
£ 2) Free 137 7 B AT A0 ORFNDMLERNT & 27T,



334 EF AT—3ARA

RN — REFZFIZLDIE. MO EFaT A=V 0 FCHRAHLBAGREERD 7 7 A
DT —HFHNFIZLLTFDERY,

2TOTF—EZF TV =7 NIBEER LT 5,

F7-. UUF 3.3.4.1~3.3.44, 334.7~3349\2875% [1F5{t) OWNEIL, 5 XFOHPHE
RLTBY, XFEOHEAFR (mra— RFER) 1ZUTF-8 BOM7AAL) Thab,

3.3.4.1 BT — X ESRK (MF/EF01)
Bl7 7 A MF (5 2 HRER D — 8 5F 2 AR K (£ 3 3 3k m)
2T WKT—4 =1
E —-
(A 1) N (EacE (e G
“C0” 4| R —T s VB JIS 0001, 0002, 0003... & A HL 2
X0201 179
#1) 0001 DIFATE"30 30 30 317
3.3.4.2 J— RFERI (MF/EF02)
Bl7 74 MF (5 2 HRER D — 85 2 AR K (£ 3 5 3k 5m)
27 | KT —HE |
(A H) N ek FEAR
77— RS JIs 05 : 8 2 HARFER I — I
“cr” 2 X0201 06 : 2 2 HEARERRI A B FEA
07 : FFEMEE I — K
08 : FrE R AL H R
) 22 HERE I — RoGE
117 30 357
3.3.4.3 TERE 1 — RZEDFS (DFI/EF01)
BT 7 A DF1L (55 2 ANIERE H — R4 2 TR B K R FE I 2 3 0m)
v BRT—4 T —X
E —-
(A 1) N EacE (e G
“c2” 12 | ERE I — REDOF S JIS PePHHT R/ A TR/ A
X0201 X573/ % DA

-10




3.3.4.4 FmFLEEE (DF1/EF02)
Bl7 7 AL DF1 (5 2 HARIER I — R85 2 KR BIK 3 GERA 4k 18)
27 wRT—# F—X
£ .
N b B
St 1) 7~ 51 A
“C5” 8 | ARG T H JIS YYYYMMDD
X0201 1) 2024 4£ 3 A 31 HDBE
"3230323430333331”
“C6” 8 | £4FHH JIS YYYYMMDD
X0201 [\
“C7” 1| #Rla—F JIS 1'% 214 3G
X0201
“Cc8” 3| [EgE - Hsk JIS EFE - Mgk — K
X0201
“C9” 10 | G JIS EFERHE=— R~
X0201
“CE” 4 | 7ERRHIM JIs SR TRV A Y % L < i DDD
X0201 IR OGE GREHF 72 E) 0000
“CA” 2 | FrrofElg JIS FFRloOfEE=a— K (2 41)
X0201 HERIKFEF G E 3T H | L
“CB” 8 | #FFI4EHH JIS YYYYMMDD
X0201 HERIKEF G E 3T H L
“0C” U | AR5 IR JIS VLIS L
X0201 QLRGBS < BE TR 2]
AHREZIC L VIRE SN I B O A 0]
9k R AT
HERI KR GEI 2 X TH H 2 L
“CD” 8 | FERMM O T H JIS YYYYMMDD
X0201 FERIK B FERA I HE I L
3.3.4.5 R&A A— - EHE (DF1I/EF03)
Bl7 7 AL DF1 (5 2 HARIER I — R85 2 KR BIK 3 G 4k 8)
2T KT —# F—X
= .
N s ig =5
OSg B w5 51 A
“DO” 2500 | 44 A — Binary | MMR JTAF (tiff)
“D1” 3000 | wEmife Binary | JPEG2000 % 7 — i

KEZIADLT —F A AN KRT — 2 & (Length) [T 72 72 W55

E (0x00) TXF 4 7 &5

3.3.4.6

fEJEH A X — (DF1/EF04)
BT 7 A DF1 (G 2 ARIERE B — R 78 2 IR Bk (35 R 22 4m)

T — % Dtk AOFEEIE Null

g7

kT — 4
e

(A 1)

74

N

(Encxle

Fifll

k=111

-11




“DFD1”

2500

FEEHA X —

Binary

MMR JE5f (i ff)

KEZIADBT —F YA APKRT — 5 & (Length) [T 7272V G A

(0x00) TRXT 4 7 &b

T — X D% AOHEEIE Null E

3.3.4.7 B SNEEIFFFIAR (DF2/EF01)
Bl7 7 A0 DF2 (G 2 HVER T — KD &)
2T BRT—# F=5
s -
A =1k A
(A 1) 7~ 51 A
“D5” 7 | s JIs 0L
I IC HZAEND X0201 LR (I 28 R LAPY « SRR SR )
EanEAC RO 23 0] (i 28 BFILLN - 20855 OIEH)
“D6” 8 | SEFF AT HARR JIS YYYYMMDD
X0201 ) 2024 42 3 H 31 A DA
"3230323430333331”
“D7” 1| ABEBIFF AT JIS 0: 4L
X0201 1A
F) L OBAE” 307
3.3.4.8 BERSMNEEFF R (DF2/EF02)
Bl7 7 A0 DF2 (G2 HVER I — KD &)
57 | BKT—% =
=S -
A =1k A
(A 1) 7~ 51 A
“D8” 1| R AR S AT R JIS 0: 4L
RAF—H A a— K X0201 1:HFE
B L OBAE” 307
3.3.4.9 Z DOfth. (DF2/EF03)
BT 7 A DF2 (55 2 WANIERE 1 — R/ 2 (AR B K A RE I B 4 )
527 | BKT—4 57
=S -
A 1k A
(A 1) x5 51 A
“D9” 1| HAEEREHTERD JIS 0:EL
THLEE X0201 L A EEREHTREE 2 ik
f) I L o413 307
“DE” 200 | T JIS K 100 SCFARE
X0213:
2004




3.3.4.10 Fxy7a— N, AREFEHZE (DF3/EF01)
B7 74 DF3 (B2 HRIER I — F/8 2 ARk A 2 3E I 4 m)

57 | BAF—4 5 77

(A 1) . FEEAL Gl
‘D 96 | Fxvra—F(BLH Binary | ASN.17/x(
“DD” 602 | APHHEREA & Binary [ X.509 (ver.3) Bz

ECDSA (NIST P-384 SHA256) % 487E
MIRRT—H F L LTiL602

NA BT, EBRICEZAEND
T 413598 & L <X 599 /XA k

MHED T 7 A A XL L, BAOFEMITHEEBIETS 5.
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PRREIGZ
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— X ThD, RTAENIA T a DRI A=FTHD, KHa~<r N CTHERNRT A —
ADBHEWET D, BRTA—ZDEKREE 4-1 [T, a~vy FEOK T A—ZHIL 4.2
DURspDfa~y Rt ESRo Z &,

vy B NT A — )

RFAWAT > 225 A= 5)

CLA | INS | P1 | P2 | Lc T4 Le
a1 =<y RRAyE—I(a<r N APDU)DKERR
Fd41 a2 FRAEBE—IUHNRSA—ZOER

INTGA—=H% B3 Bk

CLA 1 7T ANA K (4.1.15H)

INS 1 avy RA1 FN41.23/H)

P1 1 NG A—=H A 1(4.1.3 ZH)

P2 1 INTGA=HNA | 2(4.13 B

Lc 1lor3 Lc 7 4 —/L F(4.1.4 2 H)

T—H n T—H 74—V F(a~< F)(415 &)

Le lor2or 3 |Le 7 14—/ R(4.1.6EH)

v RIZXHLTIC I— R BIEEINDLVARSAA =Y (VAR A APDU)E [
—& | . ISW1) . [SW2] HOAEL S, 4-2 OXHICHEEINTEESND, [F—%] 1%
O RIZR LT IC I—RNEETDHT—XTHY, IEINDIRET—FRNEWGAIT L
AR AR = IZF = ZIIFE LR, SW1L KN SW2 [T~ ROMPRRELZRL, L
ARV ARX =D UTHEHET D, KT A—FOEREE 42 [T, T~ REOKNS
T A—=ZDFFMICHONTIE 4.2 DIEOFKFa~vy NHESROZ &,

KR A R
SwW1

=5

T

SW2

K42 VABVARAvE—D (VAR R APDU)DHER
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F42 LVRARBUVARAOBE—DL RS A—FDEKE

NG A=K rE3 Bk
=_ % n | F—Z 74— R(LARYR)(4.1.7 BH)
SW1 1 WHEASA b 1(4.1.8 )
SW2 1 REENNA b 2(4.1.8 1)

411 ISR\ Ak
av RD7 7 A4 MCLA)E, EFaT7 A vb—Vr /MEOEAOREL2£T, TE

ICARHAR TRET 5 CLA DFF bR &2 7=,
FRELS DA EIAERR T Ly,

K43 7T AL MEH

{[A F=RUS
700" | 3=~ F(SM i)
“08” | SM =< > R (SMi fH)

412 AR\ AF
a2 R RINS)E, RBEsnDa~y R&ERT, ICH—RT7 7V r—vaviavy
NEZETD L INS TRENTA Y FOBIEZFATT D,

Fa4-4 o< FLEINSOXRY R b

o< R4 INS | &/
SELECT FILE “A4” | 4.2.1
VERIFY “20” | 4.2.2

GET CHALLENGE “84” | 4.2.3
MUTUAL AUTHENTICATE | “82” | 4.2.4
READ BINARY “B0” | 4.2.5

413 INTGA—BINA(F
a<w Y RONRT A—=234 NPLP2) X, &~y REAHIED /XT A —X 2/ 5{bT 5,
Fa<w RO Pl, P2 HEALEERIZOWVWTIE 42 UKD o~ RBICEHT 5,

414 Lc 24—ILF
Le 74—V RIS 57— 5 7 4 =V ROR S 27T, F—8 74—/ RBFEE LRV
A, Lc 74—V RHIEELRY,

415 T—RI74—)LF@ETUEK)

A ROT—H 7 40— )V R, Fa~<r MERIOECET — ¥ 2RET D,
Ko<y ROF—X 74— RKONFIZHOWTIE 4.2 IZE#T 45,
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416 Le 74—JLF

Le 74— VKIXIC = FRDOLVARV AT =X 74—V RE2ERTDHZLERT, 2~
VROVARARLT =BT 44—V KPHFIET DG, a2~ RO Le 74—V RBFET D,
VARV AT =7 4 — )V RRFIELRWES, 22 RO Le 74—/ RHFEE LA,

417 T—RI4—ILR(L ARV R)

VARV ADT —H 7 4 —)L Nid, Fa~y FERERIOLCET =228 IC I— R bk S
na,

Fa<w RIS LI VAR AT —H T 4 — )L RKORNKFIZOWTIE 4.2 IZE#EHT5,

418 IKEE/NAF

VAR ADIRIENSA R (SWL,SW2)IL, =~ ROMLIRRREEZ /R,
FAREEANA PR TERIZR 4SO LB L35,
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F45 RTF—FRAT— F—&

swi | sw2 =3
vy | vgar VOERENZOF SHIES (B) LB,
B XN 72 EF OFL DF NEHZE L (F8) LT3,
“63” | “00” | BAAR—3k,
“63" | “ox” | AR —8, [“XIZ&-T, Y OFBITARERER(1~15) 273, ]
“64” | “00” | 7 7 A NEIEIBEBRICETE DD D,
“65” | “81” | AE VU ~DEIALMNKK LT,
w67 | g | K Dile 7 A RAME STV A MRERY),
APDU D E EMR[E-> TV 5,
“68” | “81” | BE SN BT v INEFIZL DT 7 AR AR L 22y,
“68” | “82” | CLA XA N THREINIZEX 2T A v —V  JHEEA M L,
“69” | “81” | 7y A &L FIELIza v K,
“69” | “82” | X2 VT 4 AT —HX ANE I,
“69” | “83” | WAL IEEZ T IT ey,
“69” | “84” | BRI Tz IEF MPAZEL (%) LT3,
“69” | “85” | 2~ ROMRASMNHRE I,
“69” | “86” | I L K EF AS7RLN,
aAvY RF—=HE LT, ¥ FaT Ave—Vr ZICNERT — 44T V7 NI LR
A%
O T I LS BN, ¥ a7 A v b Dy SN B ART A AT D 7 FIEHE LT
A%
| EX 2T Ay Y O ZOMASAIEL <7V
| EX 2T Ay P TREOT AT Ve FORSBELLS A,
| EX 2T Ayt Y FEEOT AT POMSIEL A,
“69” | 88" | kX a7 Avb—T L HEOT —FF T V=7 NOIRFARES,
| 2 U RF A LU, X a T A vtV SO N T TR AT — 4TV x I |
ML NN D, ]
ZOfl, EX 2T Av—T 0 VEEO TV S A IE L U TE R0,
“69” | “99” | 77U r— 3 TEIR SN TRV,
“oA” | “80” | T—Z T 4 — IV RDEZITNIELL 2\,
“6A” | “81” | BEREMNIRIEE LTy,
wonr | gy | ZZEARRZ 7 Ay, .
S0 EF FBI 1 CHRE L7 EF 2320,
“6A” | “84” | 77 A NLHNDAEVEEENZED 720,
“6A” | “85” | Lc DEA TLV BEEICFE L TV 5,
“6A” | “86” | P1-P2 DEANIE L < 72\,
“6A” | “87” | Lc DEA P1-P2 L FfEL TV 5D,
“6A” | “88” | BRI N I-EENIE L < BE SN TV,
“6B” | “00” | EF FaPHAMC A 7 v b LIZ(BAERED),
“6D” | “00” | INS MRS TN (HRERR D),
“6E” | “00” | CLA MRS TR W HRERAY ),
“6F” | “00” | HO2Wr B H (IRARRD),
“90” | “00” | EWHKT
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42 AXRBEER AT R/INTGA—4
FKa<wr ROEFK., OB NT A —HXEFEIZHOWTHAT S,

421
(1) ELXOF MG HE

— ARa< KX, MF £721XDF ZERT 5 7-DIfFEHT 5,

SELECT FILE a< R

— EIRT S DFILDF 4 (AID)C L » THRET 5.,

(2) FERRMELEOEX 20 T 1 &

—  FFITHEEL

@) a~vrKAyE—Y

MF &

*+7% v b INTA=8%4 | kS & ER
0 CLA 1 “00” SExxaw N
1 INS 1 “A4” SELECT FILE ==~ > K
2 P1 1 “00” MF &4
3 P2 1 ”00” MF &R
4 Lc 1 702" T—AEHORE S
5 T—H 2 “3F 00” MFID

DF &

F7'y N | RNIA—HL | ES {8 =S
0 CLA 1 “00” Exa<w R
1 INS 1 “A4” SELECT FILE =< > K
2 P1 1 “04” DF &R
3 P2 1 ’0C” VARV AT — XL
4 Lc 1 ”10” T—AHOREX
5 T—H 16 | “D392F0004FXXXX | &&iR7 % DF ® DF4

XX XX XX XX XX XX (AID), 3.3.2 &,
XX XX XX”

4 VAR AAE—Y

*7% v INT R —H A, kX i IS
0 SW1 1 TRZER TRZEM
1 SW2 1 TRZER TRZM
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5 AT—HAU—F

f

SW1 | sw2 SR

¢

o | gy |EREAEI DR AHZS () LCvs, ]
HIR S 7- EF O# DF 28 < (88) LTW5,

“64” | “00” | 7 7 A NHHEERICEE R H D,

v | w0 |Le XD Le 7 A —/ FBSHESTORSMWERY),
APDU O I HhiE-> T 5,

“68” | “82” | CLA "1 FTHREINIZEX 2T A vt —T 0 FEEREA AL L 72\,

69" | “85" | == RO L SR,

X T A= RO S 7 OENIEL < 720,

‘69" | ‘88" | EX 2T Avb— U SHEEOT 24TV =7 S ONEFE D HLES

a<w L RTFT—F L LT, BFaT Ave—I 0 FIconWTCTHE T ARNnWT —X%
FT e FRFEEL TN,

ZTOM, BEX2T A ybE—T ZRHEO TLV #iE %4 1E L LB TE 220,

“69” | “99” | 77 AKX T 7 A IV OTRIR D LBL L7,

“6A” | 82" | T/ B ARIER T 7 A DR,

“6A” | “86” | P1-P2 DfEMNIE L < 72\,

“6A” | “87" | Lc ™fED P1-P2 L F/EL T\ 5,

“6D” | “00” | INS NMEEI N TWARW(IRAERRD),

“6E” | “00” | CLA 23Rt SN TV W (RAERE D ),

6F | 00" | F bl R (R A D ).

“90” | “00” | IEF & T

(6) HricEIA
— Lc fEXVba~r FTF—2ERRKREVWEA, Lc OfEEZESE L TUEEITH,
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422 VERIFY avw K
(1) EFEROFI S
— 2&:7‘/ FiZ. ¥
FEFIZ

WY D,

3E75 HELNIHGFRIAE T — NIEREV — RERE ) ERA L,
DRBFEEATH T2

- muulﬁﬁ%ﬁﬁbﬁ_)’ﬁm\ sw1-sw2=“6300"75§3@%éh50
B LS, MEDHRICE Y BN D,

- uruu j:fﬁf@,{j(

(2) FENEREROEX =20 T 1 S

— EFaTAvE—VLI(SM vy B
— WRERBEFAEBITERIRE 32,

@) avrKAvk—v

FEH

LV ARav  REFTTHT L,
(IC % — FRIZHREFRME 2 sk L7y, )

FT7y b | RNTRA—FL | EX fiE B
0 CLA 1 “08” SM o< K
1 INS 1 “20” VERIFY =~ R
2 P1 1 “00” LI
3 P2 1 86" 8 5 AL
4 Lc 1 ”13” T—HMOEZ
5 T4 19 | “861101"||Fs = LS 7= | SMILT —4 A7V =7 |

S RFE2— K
(i) AL SN T 5 FRRE 2 — R DA ITIE
O fEGFEFET— F(12 731 BFIZ/SF 4 > 778000 00 00") &I L, 16 /XA R DA F 1
e 5,
@ OOARALF VI EExaT Ave—Vr Tty v a @O T 5, ST
A 2% AES 128bit key CBC &=— K. IV="00 00 ... 00" &3 %,
| i Sh el = — | "800000 00" |
(12) (4)
‘ W5 ={L.(AES 128bit key,CBC)
| 155“71@5];1qu:{“_ f\ |
(16)
4) VAR ARA -

FT7Ey b | RNTA=FL | ES fiE B
0 SW1 1 TRZH TRZH
1 SW2 1 TRZMH TRZMH
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5 AT—HAU—F

a1}
¥

SW1 | SW2

‘62" | “83" | DF 23PAZ < (38) LTW%,

“63” “00” H\E\/ﬁ\ﬂ:#ﬁo

“64” | “00” | 7 7 A NHHEMERICEE R H D,

7 | oo |Le XU Le 7 £~ FAMEoCOBMERY). ]
APDU O E S5 HiE-> T 5,

“68" | “81” | fEE SN T ¥ AN BT L DT 7 & AEREZHRHL L 720,

“68" | “82" | CLA "A FTHESNI-EF 2T A v —I 0 FTHEREZME L 220,

“69" | 81" | 7y A NREGEE FELTza~v 2 R,

“69" | “82" | X =2V T 4 AT —F ANHE SR,

“69” | “84” | B X7~ IEF BNHEL (38) LTW5,

69" | “85" | =~ 2 ROOMEHSRAF N S v,

“69” | “86” | I L >~ EF 2372\,

xR aT Ay =V TEED S T OEMNIEL 720,

“69" | 88" | EX 2T AvbE—V 0 VEEOT —2 47V =7 N ONEFEREES

A RTFT—=2E LT, EFaT Ayt —Vr Tl onTRETE T —X
A7 V=7 PPFEL TV D,

ZTOM, EX2T A yE—T VRHEO TLV #iE %4 1E L LB TE 220,

“6A” | “82” | %EHE EF i3 7- CHE € L 7= EF 2372\,

“6A” | “86” | P1-P2 DfEANIE L < 720,

“6D” | “00” | INS 2MEHE STV RV RAEREY),

“6E” | “00” | CLA 2Rt SN TV W (A Y ),

“6F” | “00” | B ORI E (RERY ),

“90” | “00” | IEHHT

(6) ‘Rrrc g
— Lefik ba~r RF—FERRE WS, LeDfizEE LTRABELTH,
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423 GET CHALLENG <YK

(1) EFEE ORI HSm
— Ko<= FiE, #%BHO MUTUAL AUTHENTICATE i< RIZYESE-> T IC H— R
LT ¥ L UERIGET D0 T 5,

(2) FERRELEOEX 20 T 1 &

—  FFITHEEL

@) a~vrKAyE—Y

7'y b | RTRA=FL | X il =S

0 CLA 1 “00” Yxa<w R

1 INS 1 “84” GET CHALLENGE ==~

NN

2 P1 1 “00” FRICHE L

3 P2 1 ”00” FrRlCHE L

4 Le 1 “08” 8 A FDOF ¥ L VER
4) VAR AR =Y
7'y b | RTRA—FL | X il =S

0 T—H 8 HLEL H—RFyL v

8 SW1 1 TERSHR TERZR

9 SW2 1 TRER RS
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5 AT—HAU—F

SW1 | sw2 LS

“62” | “83” | DF 23PHZ < (%) LT\W5D,

64" | 00" | 7 7 A VHIEEIRICRE DN H D,

o | oo |LE AT Le 74—V FBMES TS RAERD),
APDU O XM [HhE-> T\ 5,

68" | “81" | 5/ ST T ¥ XN E I K DT 7 B AMRE A TR L e\,

“68" | “82” | CLA XA P TIHRESNI-EFaT A v — 0 FHEREZIREE L 2\,

“69” | “85” | =~ KOS Sz,
EFXaT AV TR O Y TOMNELS Ry, ]
EFXa2T AoV FHEOT AT ey PORSPEL R,
EFXa2T Ao FHEOT AT Py POMASIEL 7V ]

‘69" | 88" | b X 2T Ay b=V THEOT -S4 T V= FOIEFSHEESN,, ]
S RF— AL LT, EFaT A vE— VU ZIloNTRETE RN T — X
ATZZ=7 PPFEL N D, ]
ZOM, EXa T A= VEEO TLV 84 IE L SABLTE 2Ry,

“6A” | “86” | P1-P2 OfEANIE L < 72\,

“6D” | “00” | INS MRS TWWRWIRARR D),

“6E” | “00” | CLA 23Rt S TV WA RR D ),

“6F” | “00” | H CLi2Wi B (AR ),

“90” | “00” | I T

(6) FrRCFIH
— FRZEEL
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424 MUTUAL AUTHENTICATE <> F

(1) ELEOF MG

— KawrFiE, — L

BT DI S5,

(2) FENEREROEX =20 T 1 S

EfTEXa2T7AvEe—V ey a viedt

— ARV RFEETTLOZE BRI —FRbF Y L P2 G LTS 2 L,
— AT RFPRBELEEBEIE, BEI—F2oF v LU PE2RIGT5 2 L,
— = RERIEEMAE LTSS,

@ avwrFAyt—v

By val BTV T ENRD,

F7y b | RFA—FL | RS il F=RUS
0 CLA 1 “00” FXaw R
1 INS 1 “82” MUTUAL
AUTHENTICATE =2~ >
e
2 P1 1 “00” FRlCHEL
3 P2 1 ”00” FRICHEL
4 Lc 1 28" T—=AHOES
5 T—X 40 E_IFD||M_IFD Bl 1 58
45 Le 1 “00”
4) VARV ARAYE—Y
FT7ky b | RNTA=FL | ES il IS
0 T4 40 | E_ICC||M_ICC B 1 58
40 SW1 1 TERZH TEZR
41 SW2 1 TERZHR TEZR
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5 AT—HAU—F

il
=

SW1 | SW2

“62” | “83” | DF 23fZ< (38) LT\ 5,

“63” “00” H\E\/ﬁ\ﬂ:#ﬁo

“64” | “00” | 7 7 A NHHEMERICEE R H D,

7 | oo |Le T Le 74— FpMEoCOBMERY). ]
APDU O E S5 [HiE-> T\ 5,

“68” | ‘81" | fEE SNTFmBET ¥ RNBFIC L BT 7 v ARREZ 2L L 72,

“68” | “82” | CLA "1 FTHREINIZEX 2T A vt —T 0 FEEREA AL L 72\,

69" | “85" | == RO mE SR,

X T A= RO X 7 OENIEL < 720,

“69" | ‘88" | EX 2T A= SHEEOT 24TV =7 S ONEF D HLES

a<w L RTFT—2 L LT, BFaT7 Ave—I 0 FIconWTCTE T RN T —X%
T NIEEL TS,

ZOM, BEXaT AybE—T 0 FREEO TLV #1E 2 1E L < BT 220,

“6D” | “00” | INS 23 S TW AR W RAERR Y ),

“6E” | “00” | CLA 23t SN TRV IRER D),

“6F” | 00" | H LRI E (RAR Y ).

“90” | “00” | IEHHT

(6) 4ricEIA
— LefEXvbavr FTF—2ERRKREWEA, Lc DfEZIEE L TREEZIT O,
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425 READ BINARY a<2FR
(1) EF& ORI S
— ARavr FiE, & EF OAA FUF—FEHERHTOICHT SR,

2 HREMEE X2 T 4 50

— KRawy RFATRNAEE I — NERFICL DBIEN R L TWDH Z &,

— 333 [ 772X ITSM BB ESINTWE 7 7 A L ERAETHES, Ko<
FiIEXFaT7AvE—TV 07 (SM 2wy NICKVETTLHZ L, SM BHERRES T
TRV L D EITHARE L 5,

— KRavwr RFaEXaT Ave—V 7 TEITLELGA, VARV AAyE—UhtEF
2T A=V T (SM VARV R)ERD,

— ARavrFNCXOHEHULICHKSD LIZSGE, AR T 7 ANVEI L T 7 A NVERD,

@) a~vrFAyt—v

X aw RN
7y b | RTRA=EL Rk fiE Bk
0 CLA 1 “00” Exxawy N
1 INS 1 “B0” READ BINARY =~ > K
2 P1-P2 2 TRZMH TRZM
4 Le 3 “00 XX XX” “XX XX” 75”00 00" DA
HNETFANDT — X %
ATHh L,
“XX XX”723"00 00” LISk D
LB 13" XX XX"LLF o
A X Tat A HE 572005
HL,
SM=z< > K
FT7ty b | RNTA—EEL ey fiE B
0 CLA 1 “08” SM =t~ R
1 INS 1 “B0” READ BINARY =< > K
2 P1-P2 2 TRZMH TRZMH
4 Lc 3 “00 00 04” T—AHOEX
7 T—H 4 “96 02 XX XX” SMAikLeA 7Y =7 b,
“XX XX" DOEHRIZONT
TS~ KD Le /X7
A—2DEMAE B,
11 Le 2 “00 00” VAR AT — X BR

-30




P1-P2 D=k

P1 e
P2
b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl
Ly N7 ANEGH L,
0 X X | x X | X X “XX” | x HOVXX"?D 15 8> FTHiH LA
7y MERE,
77 ANVEREL T L,
x CotAHrT 7 7 A NVZ46E, (FRE
57 7 A MZHOWTIL FEdP1 =
1 0 0 X X X X X XX —F TR B
XX"D 8 By hTHMH LA T
~ & ¥R IE,
1) MF 25&EIR SN TWABBEDPL o —F5 4 7
B IS S
“gB” | HiET — X HHE MF/EF01
“GA” | F1— RN MF/EF02
(i) DFINBIRENTWDEADOPLa—F 47
fiEl IS (=
“81” | IEW I — REDOE DF1/EF01
“83” | FRIAIFCHLFIH DF1/EF02
“84” | KA A— - HEIR DF1/EF03
“86” | (EJEHA A — DF1/EF04
(iii) DF2NBINENTWDEAEDOPLa—F 47
fiE IS S
“81” | EASIMEEhET AT DF2/EF01(7E88 71— R D)
“82” | TERA I BT T AT B h DF2/EF02({£E%4 71— KD #H)
AT —HFAa—F
“83” | £l DF2/EF03
(iv) DF3BREINTWIHAEDOPLa—T 47
fiE IS (S
“82" | Fx= v/ a— R, KAHEREEHE | DF3/EF01
@) VARV ARA =
LV AR A
FT7y N | RNTA=EL | EZ il F=RUS
0 T4 n T4 T—=H DRNEIZONTIE
3.3.4 &4
n sSw1 1 TRZH TRZH
n+1 SW2 1 TRZH TRZH
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SM L AR A

A7y b | RNTGRA=FL | X fiE FELS
0 F—4 n | SMILF—4 ATV xr | )SMILT—F AT s
~ M EQG)E R LS =T
— X DL R
HELET—XORREIC
DN TIE3.3.4 R
n Sw1 1 TRSHR RS
n+1 SW2 1 RS TRZM
(i) SMILF—xA47¥=s k

BER-TLV(3.23.1 ) Ta—7 1 7V ENTzA F VL7 o T D,

5 786", /S Y 2 — WL S e 7 —

Z DSEEAIZ"01" A i LTz T U 5,

T L \Y%
‘86" | 3.2.3.1 B 01| b ENTET— X
(1) (1~3) (L)

(i) WfbESnieT —% DE 55k

SM L AR ADIESAL SN2 —ZIFU TOFIETES L, 77— 20 17,

D R fbINTET— 252X aT7 Ave—V 07ty v a VHTERT S, BET7 LS
U X AT AES 128bit key CBC &— K. IV="0000...00" ¢t 9 %,

)

BWEEINET =257 4 7 (780 00

00 ZREL, T—F & 7,

| WEkshicr—% |

(")

Jv #5-(AES 128bit key, CBC)

| 780 00......00”

(1~16)
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5 AT—HAU—F

SW1 | sw2 LS

“62” | “83” | DF 23fA% < (%) LT3,

“64” | “00" | 7 7 A NVHIBTERICERE R B D,

o |ogr LB e 7 ¢ L A Mg C OB BER),
APDU D S B[HiE-> T 5,

68" | “81" | fE/E ST T ¥ XN EFIC L DT 7B ABREZ TR L e\,

“68" | “82” | CLA XA P TIRESNI-EFaT A v — 0 JHEREZIREE L 72\,

‘69" | 81" | Ty A WG L FELIcav K,

“69” | 82" | BX 2 VT 4 AT — & AN R SN,

“69” | “85” | =~ KOS Z 7z,

“69” | “86” | 1 L2 I EF 2372\,
EX2T Ay eV TEEO S T OEASEL <Ry, ]
EFXa2T AV FHEOT AT Py PORSPEL R,
EFXaT AoV FHEOT AT Py POMASIEL 72V, ]

69" [ 88" | EX 2T Ay -V THEDT — A AT V=7 FONFFAREN, ]
av U RT—HE LT, EFXaT7 Ave—V 0 JIZOWTRETE 2T — 4
A7Y=7 MBIHEL N D, ]
ZOM., X 2T A vE—U L JBIEO TLV M A IE L < AEITE 20,

“6A” | “82” | % EF sknll - CHAE L7 EF 2372\,

“6A” | “86” | P1-P2 OfEANIE L < 72\,

“6B” | “00” | EF #iH4MCA 7> P LIZ(FAERE D),

“6D” | “00” | INS MM SN TWWRWRARR D),

“6E” | “00” | CLA 2t STV ARV (FREFA D ),

“6F” | “00” | A CLR2Wr B (AR D),

“90” | “00” | I T

(6) ‘FratFIH
— FRICEEL
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AMFE 1 EXaTrAvtE—o0 Ty av @i

RAEY =7 ATHMT 287 AY AL XYy FIFTFRObDOEMHEHT 5,

F1 RBH—Fr L RARCEFa2T AV 7 MERTHEITALIY XL

HashAlgorithm h SHA-1

Block Cipher e AES 128bit CBC E—

Block Length n 128bit

Key Length k 128bit

MAC Algorithm m CMAC using AES-128 (NIST SP 800-38B(CMAC AES))

FREY— v A

EXa2T A=V IRy Y a VRHBO T ORFEY — 7 o AT F RO FIEICHE -
T,

Kenc, Kmac (F B B — REHFE(12 /31 b))% SHA-1 T/ ¥ =2 b L7 fEDHEEA 16 /3
A4 ~ET 5,

Stepl. SRARELEARL

FRREAYR A ELEL RND.IFD(8byte)=L%k

v g CEAERUNR RS KIFD(16byte)=EL%k
BEENENERKRT D,

Step2. & — FELEES
GET CHALLENGE ==~ R&ZFE{TL.
71— REL# RND.ICC(8byte)=GET CHALLENGE L AR 25— X ZBf54 5,

o< K APDU

CLA INS P1 P2 Le
MOOU 448411 UOOH UOOH “0811
L 2R A APDU
T =X SwWi1 SW2
RND'ICC 1190" MOO"

Step3. FBEET — & Rk

SR RRRERE 5T — % E_IFD(32byte)=e[Kenc](RND.IFD | | RND.ICC| | K.IFD)
v A mealE. MAC M_IFD(8byte)=m[Kmac](E_IFD)

EENRT D,
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Step4. FHAFBFE
MUTUAL AUTHENTICATE =~ K% 31T,
=< K APDU

CLA INS P1 P2 Lc T—H Le
MOOI! 1182" MOOH 1100" 4128!! E_IFD' IM_IFD 1100"

B— N L AR AT — X AR

T a UEAERH I — RELEC KICC(16byte)=HL%

71— REBREMS b7 — % E_ICC(32byte)=e[Kenc] (RND.ICC||RND.IFD||K.ICC)
77— REEFE MAC M_ICC(8byte)=m[Kmac](E_ICC)

BAERL, VARG AT —HIZRKET D,

L AR A APDU
T =X SW1 SW2
E_ICC||M_ICC “90” “00”

Step5. B ¥ =27 A vk —IVr ey a UERER

ek ra gt

KSenc(16byte)=h(K.IFD @ K.ICC||”00000001”)(»~> > =t L7=F — & DHEHE 16 /3A )
PAEBL, UEOEXF 2T Ay —r 7l Fitot vy g VB2 H WS,
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Ak 2 RHEL—7 2R a< Rl
At A - BB, 0 TEA BRI RADY — 2 a3~y FhlE 7T

TERE 71— R% % 5="414131323334353637 3842 42"

h(fE¥ 71— F%%5)=“6522B4E171195BB2 18 22 3A97 6C 04 01 11 BD C4 AA 25"
Kenc = Kmac = “65 22 B4 E1 71 19 5B B2 18 22 3A97 6C 04 01 11”
¥ h|ZSHA-1 295

OEX=aT Avk—VU Aty L a VREHE

1. RND.IFD (3R ELE 834 1), KIFD(URRELE 16314 F)DARL
RND.IFD = “11 22 33 44 55 66 77 88”

KIFD = “40 41 42 43 44 45 46 47 48 49 4A 4B 4C 4D 4E 4F"

2. RND.ICC D E 45
Get Challenge =~ > RZE4T

Send -> 00 84 00 00 08
Recv <- 92 1C E2 77 32 3D A0 57 90 00

RND.ICC=“921CE2 77 323D A0 57"

3. RND.IFD, RND.ICC, K.IFD % 3##E
RND.IFD||RND.ICC||K.IFD = “11 22 33 44 55 66 77 88 92 1C E2 77 32 3D A0 57
40 41 42 43 44 45 46 47 48 49 4A 4B 4C 4D 4E 4F”

4. VA RFBEERE Bb T — Z 3 A (LEEHE T — # & Kenc T AES B&5-1b)

E_IFD=“4AD3 C7 B6 BB484A 52771977 DED6 18 B4 1D
F8 41 FA 04 76 A0 5F BE 04 1D EA D6 10 9E 77 3B”

5. HRREREEMAC 3HE (E_IFD (2% L T Kmac T CMAC % 3#1&)
M_IFD = “AC 85 46 17 63 4F 53 97"
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6. EXaT Ave—UU Yy v g VEBSHET
MUTUAL AUTHENTICATE =~ > K

Send —-> 00 82 00 00 28 4A D3 C7 B6 BB 48 4A 52 77 19 71
DE D6 18 B4 1D F8 41 FA 04 76 AO 5F BE 04 1D EA
D6 10 9E 77 3B AC 85 46 17 63 4F 53 97 00

Recv <- 28 9A 96 B1 DA 6A E3 DA 87 77 04 19 BF D1 4F OB
DA D1 5F 36 43 2B 5A 94 6C 18 8C 72 21 75 9A 62
FA 94 2E C5 1E 62 FF 5F 90 00

E_ICC=“289A96 B1 DA 6A E3 DA 87 77 04 19 BF D1 4F 0B
DAD15F36432B5A946C188C7221759A62"
M_ICC = “FA 94 2E C5 1E 62 FF 5F”

7. 71— REREE MAC Z#EE(E_ICC 125t LT Kmac T CMAC %38, M_ICC & i)

8. RND.ICC||[RND.IFD||K.ICC ZHx Y H L (E_ICC % Kenc T AES #H51t)
RND.ICC||RND.IFD||K.ICC = “92 1CE2 77 32 3D A0 57 11 22 33 44 55 66 77 88
2C C6 AF 9B 8B 60 7C 66 2F DC AD 27 B4 01 DO 8B”

9.RND.ICC & RND.IFD % MR FE(HH 51k L 72 fE & SR 230r4%F L TV % RND.ICC, RND.IFD % L)

10. by v a VEERHEA
K.IFD @ K.ICC = “6C 87 ED D8 CF 25 3A 21 67 95 E7 6C F8 4C 9E C4”
K.IFD @ K.ICC||”00000001” = “6C 87 ED D8 CF 25 3A 21 67 95 E7 6C F8 4C 9E C4
00 00 00 01”
h(K.IFD @ K.ICC||”00000001”) = “C1 9C F1 3D 3D 7F BE E9 EA 29 3D 83 4C 88 95 2F
AD 53 37 F2”

KSenc=“C19CF1 3D 3D 7F BE E9 EA 29 3D 83 4C 88 95 2F”
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OER I — FER BT & 2 FRFEH

11. BE D — FEFZB BT 4 v T &
R — REF=||/NT 1 >~ ="4141313233343536373842 42800000 00"

12. BB — R&EH 5 ||23F 4« 7 % KSenc THf 5L (AES)
e({fEE H — R43&K 5 ||73F « > 7)) = “EE 0B 31 EF 87 7F 68 D0 71 C5 6D 58 C7 2E 67 48”

13. BBV — FEB I L 5RAEZ EIT
Verify =~ > N (SM)

Send -> 08 20 00 86 13 86 11 01 EE OB 31 EF 87 7F 68 DO
71 C5 6D 58 C7 2E 67 48
Recv <= 90 00

QXKL A A—T « HEHFH LI
14. DF1 % 3&iR

SelectFile =2~ > K

Send —> 00 A4 04 0C 10 D3 92 FO 00 4F 02 00 00 00 00 00
00 00 00 00 00
Recv <- 90 00

15. R4 A A—2 - EHEBOFH L
Read Binary =~ > N (SM)

Send —> 08 BO 84 00 00 00 04 96 02 00 00 00 00
Recv <- 86 82 15 91 01 [BEILEN-KEA *—2 - BEBEBRT—44 T F5520/814 +
UST22FE)] 90 00

16. REA A= - HEBT —F 3TV MINXT 4 v 7 ZBMOHLEFLINZREA A —
D HEgRT—# 477 b 5520 3A k% KSenc T AES 5 51k)
KA A=Y - HEGET — X477 MI/XT 4 7 =“D08209 C4 [[KA4 A A —]

D1 82 0B B8 [EHi 4]

80 00 00 00 00 00 00 00 00 00 00 00”
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QOE B4 HFH LT
17. DF3 &R

SelectFile =2~ > K
Send -> 00 A4 04 0C 10 D3 92 FO 00 4F 04 00 00 00 00 00

00 00 00 00 00
Recv <- 90 00

18. BEFEL DFHH L
Read Binary =< > K
Send —> 00 BO 82 00 00 00 00
Recv <-DC 60 [FxvHa—F 96 /81 k]
DD 82 02 56 [/\BAfESEBAZE 598 /N4 K][00 /85T 1 >4 x4] 90 00
) ARBEIBAEL 599 NS FMIBEEELHD., TOEEIE. (00370205 x3]1&THL

MELTOFRE ULRARE(EF 27 A v — v/ Catma s L)

-39 -




